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The novel methodology in the paper is designed to rank and prioritize 
mitigation and detection techniques against ICS malware using the 
MITRE ATT&CK framework. It follows these key steps:
1.  Identify Common Adversary Techniques – Using MITRE 
 ATT&CK Navigator, the study maps techniques used by ICS 
 malware strains.
2. Map Mitigation & Detection Strategies – Each adversary 
 technique is linked to recommended MITRE mitigation and
 detection strategies.
3. Assign Effectiveness Scores – A scoring formula evaluates how 
 well each mitigation or detection strategy defends against multiple 
 attack techniques.
4. Prioritize Defenses – Strategies with higher scores are 
 considered more effective and should be implemented first.

What is our Novel Methodology?

Novel Methodolgy for Ranking/Prioritization of
Mitigation and Detection Techniques

Figure 3. Parameters and formulas for calculation of
‘mitigation/detection effectiveness score’ against a specific group of attacks

MITRE ATT&CK Framework and Navigator Tool

What is MITRE ATT&CK Navigator?

MITRE ATT&CK is a framework for modeling and analyzing adversary behaviors in cyber threats and attacks.
It consists of Tactics, Techniques, and Procedures (TTPs) that describe how cyber adversaries operate. The 
framework includes:
▪ TTP Matrices – Organized visual representations of attack techniques across different environments.
▪ Threat Intelligence Repository – Data on real-world APT groups, malware, and attack campaigns.
▪ Open-Source Tools – Such as MITRE ATT&CK Navigator for visualization and Top ATT&CK Techniques 

 Calculator for prioritizing security defenses.

What is MITRE ATT&CK?

MITRE ATT&CK Navigator is an open source tool built on the concept of MITRE ATT&CK matrices, and specifically
designed to facilitate visualization and analysis of complex adversary behaviors. In particular, Navigator can be
used to: 
 1)  Visually codify the TTPs deployed in the course of an actual attack or a potential threat, 
 2)  Compare and contrast TTPs deployed by (e.g.) different APTs or different malware strains, 
 3)  Help cyber defenders identify the best defences against each particular attack/threat, etc.

ICS Malware

ICS malware is malicious software specifically designed to target Industrial Control Systems (ICS) by
interacting with Operational Technology (OT) devices and ICS-specific communication protocols. It must 
meet three key criteria: 
 a)  ICS-capable – Can navigate, alter, or extract data from OT networks and interact with PLCs.
 b) Designed with Malicious Intent – Created for nefarious purposes, not just repurposed benign 
  software.
 c)  Result in Adverse Effects on OT Environment – Leads to unauthorized access, process 
  manipulation, or physical/operational disruption.

Our paper examines two types of ICS malware: high-impact ICS malware and ICS ransomware.

What is ICS Malware?

Types of ICS Malware

Summary of Research Findings

Using MITRE Navigator and data from the MITRE ATT&CK repository, we created TTP-matrix 
representations for each ICS malware strain (Tables I & II). From these, we derived:
▪ A combined TTP matrix for 10 high-impact ICS malware strains (Figure 1).
▪ A combined TTP matrix for 6 ICS ransomware strains (Figure 2).

The high-impact ICS malware strains employ a wide range of techniques, though five key techniques 
are used by 40% or more of them (Table III).
ICS ransomware strains, in contrast, use fewer and different techniques (Table IV). Most cause Loss of 
Productivity and Revenue, aligning with ransomware’s financial motives. Meanwhile, high-impact ICS
malware has a broader and more severe impact, including Loss of Safety and Manipulation of Control.

RQ1: Most Prevalent Adversary Techniques in Two Groups 
of ICS Malware

After identifying the top 5 adversary techniques used by high-impact ICS malware (Table III), the next step was to 
determine the most effective mitigation strategies against these techniques. Using the our novel methodology, we 
followed these steps:
 1. Identify common adversary techniques (Table III).
 2. Identify relevant mitigation strategies from the MITRE ATT&CK framework.
 3. Map mitigation strategies to adversary techniques (Figure 4).
 4. Calculate effectiveness scores using our scoring formula (Figure 3).
The top strategies—Network Allowlisting, Network Segmentation, and Static Network Configuration—highlight the 
critical role of network-based defenses in protecting ICS environments.
We used the same process for detection strategies, and found Monitor Network Traffic to be the most effective
(Table VI), again emphasizing the importance of network monitoring for detecting ICS threats.

RQ2: Critical Mitigation and Detection Strategies Against 
High-Impact ICS Malware

Applying the same methodology to ICS ransomware strains (Table II), we identified and ranked effective MITRE 
ATT&CK mitigation and detection strategies (Tables VII & VIII).
For mitigation, Network Segmentation and Limit Access to Resources Over Network were among the most effective
strategies, alongside Disable or Remove Feature or Program and Data Backup, which is particularly crucial for 
ransomware defense (Table VII).
For detection, Monitor Network Traffic was again the top strategy (Table VIII), reinforcing the importance of network
monitoring in securing ICS/OT environments against both high-impact ICS malware and ICS ransomware.

RQ3: Critical Mitigation and Detection Strategies Against 
ICS Ransomware

Table V. Mitigation strategies and their
effectiveness scores against 
High-Impact ICS malware

Table VI. Detection strategies and their effectiveness scores
against High-Impact ICS malware

Table VII. Mitigation strategies and
their effectiveness scores
against ICS ransomware

Table VIII. Detection strategies and their effectiveness scores
against ICS ransomware

Figure 2. MITRE ATT&CK Navigator combined-layer
of 6 ICS ransomware strains

Figure 1. MITRE ATT&CK Navigator combined-layer
of 10 High-Impact ICS malware strains

Table II. ICS ransomware strains discovered to-dateTable I. High-impact ICS malware
strains discovered to-date

Figure 5. Mitigation techniques mapped to 
top 5 adversary techniques in High-Impact ICS malware

Figure 6. Detection techniques mapped to 
top 5 adversary techniques in High-Impact ICS malware

Table IV. Top 4 MITRE ATT&CK techniques most
commonly deployed by ICS ransomware strains

Table III. Top 5 MITRE ATT&CK techniques most commonly 
deployed by High-Impact ICS malware strains


