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Abstract

This work addresses machine unlearning for trajectory data, sequences of spatiotemporal

points representing movement. Motivated by growing privacy concerns and regulations like

GDPR and CCPA, which grant users the right to request deletion of their personal data

from trained models (the right to be forgotten), we propose TraceHiding, an algorithmic

framework that removes the influence of specific trajectories without full model retraining.

TraceHiding estimates the data point importance and applies gradient updates to reverse it

proportionally. The framework includes: (i) Estimating data point importance, (ii) a teacher-

student architecture, and (iii) a loss function using Importance Scores to compute reversal

gradients. We evaluate TraceHiding on benchmark trajectory classification datasets.

Results show it outperforms strong baselines and state-of-the-art unlearning methods (Bad-T,

SCRUB, NegGrad, and NegGrad+), effectively removing deleted trajectory influence,

preserving retained data performance, and improving efficiency over retraining. To our

knowledge, this is the first machine unlearning approach designed specifically for trajectory

data.
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Chapter 1

Introduction

As machine learning models increasingly rely on personal data, ensuring user privacy has

become a critical concern. Trajectory data are particularly sensitive due to their spatiotem-

poral specificity. While valuable for applications like traffic prediction and location-based

services, such data also raise significant privacy risks. Machine unlearning offers a solution

by enabling the selective removal of learned data, aligning models with legal and ethical

standards. This thesis explores unlearning in trajectory classification, addressing the unique

challenges posed by sequential spatial data and proposing an algorithmic framework that

balances privacy with model performance.

1.1 Motivation

As technology increasingly permeates every aspect of life in the digital age, the importance

of privacy and data security cannot be overstated. Trajectory data, records of individuals’

movements collected through GPS navigation, location-based services, and other geospatial

technologies, play a critical role in numerous applications, from optimizing traffic flow to

enhancing personalized marketing strategies. However, the ubiquitous collection and analysis
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of such data also raise significant privacy concerns, spatiotemporal tags embed who-was-

where-when directly into a model’s weights [1], so ML models can unknowingly replay an

individual’s movements or location-bound copyrighted work in ways that breach local laws or

personal consent. Machine unlearning lets us verifiably delete those tagged traces, aligning

the model with differing regional privacy and copyright rules and sustaining public trust in

location-aware AI. Against this backdrop, we investigate machine unlearning for trajectory

data in a classification task, a mechanism that selectively forgets data points to address

privacy demands and comply with user requests and regulatory requirements.

1.2 Problem of Interest

Trajectory data mining entails analyzing sequential spatial data that trace the movement of

objects or individuals over time. It has broad applications in transportation logistics, urban

planning, and location-based services, where uncovering movement patterns can improve

operational efficiency and user experience. Insights from trajectory mining underpin tasks

ranging from traffic management to personalized travel recommendations. As machine-

learning models drive these analyses, the ability to retract learned insights becomes critical.

Machine unlearning seeks to remove selected data from trained models, thereby enhancing

privacy and ensuring compliance with regulations such as the General Data Protection

Regulation (GDPR) [2] without degrading model integrity.

1.3 Challenges & Limitations of Current Work

Deep neural networks (DNNs) possess complex, highly entangled representations that make

selective unlearning difficult: high dimensionality and non-linear interactions mean that re-

moving a data point can degrade global performance, often necessitating expensive retraining.
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Although machine learning has been extensively applied to trajectory mining, unlearning in

this domain remains largely unexplored. Trajectory data pose additional obstacles. Their

inherent spatiotemporal correlations mean that erasing a single trajectory may distort the

learned spatial or temporal patterns of others. Moreover, trajectory-classification models

typically rely on shared internal representations (e.g., latent embeddings or clustered be-

havioral profiles), so influence from an individual contributor is deeply intertwined with

the data and model’s structure. The sequential nature of trajectories further complicates

matters. Consequently, existing unlearning techniques struggle with scalability and fidelity

when applied to real-world trajectory-classification problems. Addressing these challenges is

essential for building models that are both privacy-preserving and practically useful.

1.4 Our Approach & Contributions

We propose a machine unlearning algorithmic framework for trajectory classification that

leverages the uniqueness of trajectories within large-scale datasets to enable efficient unlearning

while preserving model performance. Our main contributions are:

• Introduce TraceHiding, an importance-aware machine-unlearning algorithmic frame-

work for trajectory data.

• Develop a hierarchical importance scoring scheme for tokens, trajectories, and users.

• Design a teacher–student distillation loss for selective forgetting.

• Demonstrate state-of-the-art speed and fidelity on three real-world datasets.

• Release code, benchmark, and evaluation tools to foster reproducibility.

We posit that the uniqueness, quantified later as an Importance Score, of a trajectory is a

critical factor in assessing the influence of individual data points. Highly unique trajectories,
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because of their distinct characteristics and sparse representation, exert large influence on

the learned model. By dampening the impact of these unique points, the unlearning process

becomes more tractable, whereas suppressing non-unique (uniform) data can unduly harm

performance. Our approach therefore preserves the fundamental structure of the dataset

while enabling selective forgetting. Although attenuating unique data may risk losing valuable

insights or biasing the model toward common patterns, we demonstrate that an appropriate

balance between privacy and utility can be achieved. An overview of the proposed algorithmic

framework is shown in Figure 5.1.

The implementation and evaluation tools associated with this thesis are publicly available for

reproducibility and further research:

TraceHiding Project Repository

The official source code for this thesis is available on GitHub:

https://github.com/alifa98/TraceHiding

This repository includes all relevant scripts, model definitions, data processing tools,

and evaluation utilities used throughout the research.

Point2Hex: Data Preprocessing Tools Repository

A companion repository for preprocessing raw mobility data and converting them into

higher-order representations:

https://github.com/alifa98/point2hex

This includes tools for spatial transformation, including routing, map matching, point

to hexagon conversions, and visualization.
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1.4.1 Publications

• Ali Faraji, Jing Li, Gian Alix, Mahmoud Alsaeed, Nina Yanin, Amirhossein Nadiri, and

Manos Papagelis. 2023. Point2Hex: Higher-order mobility flow data and resources.

In Proceedings of the 31st ACM International Conference on Advances in Geographic

Information Systems (SIGSPATIAL ’23). ACM, New York, NY, USA, Article 69, 1–4.

https://doi.org/10.1145/3589132.3625619 [3]

• Ali Faraji and Manos Papagelis. 2025. TraceHiding: An algorithmic framework for

machine unlearning in mobility data. ACM Transactions on Spatial Algorithms and

Systems (submitted). [4]

1.5 Thesis Organization

Chapter 2 reviews related work in trajectory mining and machine unlearning. Chapter 3

describes the data representation and format used in this work. Chapter 4 introduces

preliminary concepts in unlearning and formalizes the problem. Chapter 5 details our

methodology, including components, mechanisms, and parameter choices. Chapter 6 presents

experimental setups, datasets, baselines, evaluation metrics, and results, followed by discussion.

Finally, Chapter 7 concludes the thesis, summarizing findings, contributions, and outlining

future research directions.
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Chapter 2

Literature Review

2.1 Trajectory Data Mining

Trajectory data mining is dedicated to the extraction of valuable patterns, information, and

insights from trajectory data, and has been a prominent research focus for an extended period

[5, 6, 7]. The process of mining interesting patterns and useful information from trajectories

has applications across various fields such as intelligent transportation systems [8, 9], urban

planning [10, 11, 12], environmental monitoring, and public health [13, 14, 15, 16]. There

have been many works that are using deep learning for trajectory-data pattern recognition

[17]. Given its broad impact, numerous trajectory-related research problems have attracted

attention, including trajectory similarity, prediction [18, 19], clustering [20], classification [21,

22], simplification [23, 24, 25], outlier detection [26], and imputation [27]. Trajectory-user

linking (TUL) refers to the task of classifying trajectories in order to associate them with their

respective users. A number of traditional approaches are available, most of which function

by comparing the similarity of the target trajectory to the trajectories for which the user is

known. This work focuses on this problem as one of the trajectory classification tasks.
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2.2 Machine Unlearning

To the best of our knowledge, there has been no direct work specifically addressing trajectory

unlearning in recent years, indicating a gap in the current research landscape that needs

further exploration. We discuss the works that have been done in the machine unlearning

topic that are more general methods and mostly they are in other fields.

The most direct method for eliminating learned information is to start the training process

over, which involves erasing the data designated for removal, and restarting training with

the remaining dataset. Through this strategy, we ensure the complete deletion of the data’s

influence on the model. Termed exact unlearning, this technique yields a ground-truth model

but is also notably the most resource-intensive option. However, nowadays implementing

this procedure for each deletion request is unfeasible due to the enormous scale of data and

models involved. Consequently, there is a shift towards circumventing the need for complete

retraining, with alternative strategies known as approximate unlearning not requiring starting

from scratch.

The approximate unlearning concept is divided into two different categories: weak un-

learning and strong unlearning [28]. In weak unlearning, the aim is to adjust the output of

the model, while in strong unlearning, the goal is to make the model’s parameters similar to

the ground truth model.

Aditinally, analytic unlearning denotes a family of data-deletion techniques that avoid both

full retraining (“exact” unlearning) and error-tolerant heuristics (“approximate” unlearning)

by exploiting a closed-form, or analytic, expression for model parameters. The learner is

first rewritten so that its parameters depend only on a compact set of additive sufficient

statistics—such as class-conditional counts, node-level histograms, or low-order moments.

When one or more training examples must be forgotten, the algorithm simply subtracts

each example’s contribution from these cached statistics and recomputes the parameters in
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closed form. Because no iterative optimisation is required, deletion latency drops by orders

of magnitude relative to full retraining, while the resulting model is exactly what would have

emerged had the data never been incorporated. This paradigm underlies the summation-form

learners of Cao and Yang [29] and the DaRE forests of Brophy and Lowd [30], and it extends

naturally to any algorithm whose optimum can be expressed as a deterministic function of

additive statistics. We are not grouping this studies with other neural network-related studies

because it does not introduce any unlearning techniques for neural networks.

2.2.1 Exact Unlearning

Few works have been done in the area of exact machine unlearning. A well-known solution

for machine unlearning was presented by Bourtoule et al. [31]. They introduce the concept

of SISA (Sharded, Isolated, Sliced, and Aggregated) training as a novel framework designed

to address the challenge of efficiently unlearning specific data points from machine learning

models. SISA training aims to mitigate the computational and time overhead associated

with the unlearning process by strategically organizing training data and procedures into

manageable parts. This approach not only facilitates compliance with privacy laws by

enabling models to ‘forget’ data upon request but also maintains the practicality of deploying

machine learning models in sensitive and dynamic environments where data privacy cannot be

compromised. Through comprehensive evaluation across various datasets and learning tasks,

they demonstrate the effectiveness of the SISA training approach in reducing the time and

resources required for unlearning, while also highlighting potential challenges and limitations,

such as the creation of weak learners and the complexity of hyperparameter search. Their

findings suggest that SISA training presents a viable solution to the unlearning problem,

balancing efficiency with the need to adhere to privacy regulations. It concludes with a

discussion on the implications of SISA training for practical data governance and suggests
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avenues for future research, marking a significant step forward in the field of machine learning

with respect to data privacy and the right to be forgotten.

Since we cannot easily divide nodes and edges and train a model on different parts of

graphs, exact unlearning in graph data is more complicated than in other earlier modalities.

To address this, Chen et al. [32] proposed an alternative exact unlearning model for graphs

called GraphEraser. In their work, Chen et al. [32] introduce two innovative graph partitioning

methods aimed at achieving balance in shard sizes while considering the graph structure

and node features. The first method, Balanced Graph Partitioning Using Community

Detection (BLPA), enhances the Label Propagation Algorithm to create balanced shards

through community detection, focusing on graph structure. It involves steps like random

node assignment to shards, reassignment profile calculation and sorting, and balanced label

propagation. The second method, Balanced Graph Partitioning Using Embedding Clustering

(BEKM), integrates graph structure and node features via an embedding clustering approach,

employing a pretrained GNN model for node embedding, centroid initialization, distance

calculation and sorting, and balanced clustering. Additionally, the work introduces a Learning-

based Aggregation (LBAggr) method to effectively combine different shard models’ predictions

into a final aggregated prediction by assigning and optimizing Importance Scores to each

model based on their accuracy contributions. The unlearning process within the GraphEraser

framework, whether for node or edge unlearning, involves identifying the shard containing the

node, removing the node and its data, and retraining the shard model to forget the node’s

information, ensuring unlearning for deletion requests.

2.2.2 Approximate Unlearning

Approximate unlearning has emerged as a crucial research area, aiming to efficiently remove

the influence of specific data points or subsets from trained models without the need for
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complete retraining from scratch. Comprehensive surveys provide taxonomies and overviews

of this rapidly developing field [33, 28, 34]. A variety of techniques have been proposed,

including retrain-free methods that directly modify model parameters using techniques like

selective synaptic dampening based on Fisher Information [35, 36] or error-maximizing noise

injection [37]. Other approaches leverage model structure, such as inducing sparsity [38] or

employing specialized architectures [39]. Further strategies involve unified gradient-based

frameworks [40] and meta-algorithms adapting to unlearning difficulty [41]. Contributing

to this line of research, our work introduces a data-driven importance-scoring scheme and

embeds these scores within the optimization process to achieve efficient unlearning, preserving

overall utility, and removing the desired data while keeping frequent patterns intact.

Beyond these general methods, research delves into specialized frameworks and addresses

key challenges like fairness, certification, and applicability to modern architectures. Teacher-

student models are employed for knowledge transfer and controlled forgetting [42, 43, 44].

Theoretical work focuses on providing guarantees under adaptive attacks [45], establish-

ing efficiency bounds [46], integrating fairness considerations [47], and developing certified

unlearning algorithms [48, 49]. There is also significant interest in applying and adapting

unlearning techniques for large language and generative models [50, 51, 52, 53, 54, 55, 56,

57, 58, 59], as well as understanding and mitigating the security risks and potential attacks

associated with the unlearning process itself [60, 61, 62, 63]. This is complemented by efforts

to adapt unlearning for federated contexts [64]. For interested readers, a comprehensive

literature review of approximate unlearning is provided in Section 2.3.

2.2.3 Analytic Unlearning

The work by Cao and Yang [29] focuses on enabling machine learning systems to efficiently

forget specific training data by transforming traditional learning algorithms into a summation
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form. This transformation allows the system to update only a few summations when data

needs to be forgotten. The summation-based method ensures that the forgetting process is

both quick and does not compromise the accuracy or integrity of the remaining learned model.

Brophy and Lowd [30] introduce DaRE (Data Removal-Enabled) forests, an innovative variant

of random forests that allows for efficient removal of training data with minimal retraining. By

integrating random nodes at the upper levels and caching statistical data at each node, DaRE

trees can update only necessary subtrees, maintaining model accuracy while significantly

reducing the time required for data deletion. This method demonstrates substantial efficiency

improvements, deleting data orders of magnitude faster than traditional retraining approaches,

with experiments on various datasets showing minimal loss in predictive performance.

2.3 Related Work in Approximate Unlearning

Machine unlearning, particularly approximate methods that avoid full model retraining,

has become a critical area of research for managing deployed machine learning systems,

addressing privacy regulations (such as the Right to be Forgotten), and ensuring model

maintainability. While exact unlearning guarantees perfect removal of data influence, it often

incurs significant computational costs, similar to retraining. Approximate unlearning methods

offer a trade-off, aiming for efficient removal with negligible residual influence, making them

practical for large-scale models. This section provides a comprehensive overview of the

diverse approaches, theoretical considerations, and challenges within the field of approximate

unlearning, expanding upon the summary presented earlier in this chapter.
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2.3.1 Methods in Approximate Unlearning

Surveys and Overviews

Several surveys [33, 28, 34] provide a thorough review of machine unlearning techniques,

categorizing them into exact and approximate methods. They highlight the strengths and

limitations of each approach and identify key challenges and future research directions.

General Approximate Unlearning Methods (Retrain-Free, Second-Order, Pruning,

Federated, etc.)

Foster et al. [35] propose Selective Synaptic Dampening (SSD), a retrain-free, post-hoc

approach for efficient machine unlearning that balances the trade-off between forgetting

specific data and preserving model utility. Using the Fisher Information Matrix (FIM), SSD

identifies parameters that are disproportionately important to the forget set and dampens

them proportionally to their importance, ensuring minimal impact on the retain set. This

granular method addresses limitations of prior retrain-free approaches, offering significantly

faster execution while achieving performance comparable to retrain-based methods. Jia et al.

[38] discussed model sparsification as a way to facilitate unlearning. The core innovation is

the use of model sparsity - the idea that models with a large number of weights set to zero

(sparse models) can simplify the unlearning process. The authors propose a method that

first prunes the model to induce sparsity and then applies unlearning techniques. Through

various experiments, Jia et al. work demonstrates that this approach effectively reduces the

computational cost and complexity of machine unlearning. The experiments show a significant

improvement in unlearning performance without compromising the accuracy of the retrained

model. The findings suggest that model sparsity can serve as a powerful tool to simplify

machine unlearning, offering a balance between efficiency and effectiveness. This contributes

to the broader field of privacy-preserving machine learning by providing a practical solution
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to the unlearning challenge. Tarun et al. [37] introduce a novel framework for unlearning data

in machine learning models to enhance privacy and security. It proposes an error-maximizing

noise generation and impair-repair weight manipulation method that efficiently unlearns data

without revisiting the full training dataset, making the process fast and scalable. In their

work, unlearning multiple classes requires a similar number of update steps as for a single

class, making the proposed approach scalable to large problems. Golatkar et al. [36] explore a

method for selectively removing specific information from trained deep neural networks without

requiring retraining from scratch. The method involves applying a scrubbing function to the

model’s weights to remove information about specific data subsets without retraining from

scratch. This is achieved by leveraging the stability of stochastic gradient descent (SGD) and

using the Fisher Information Matrix (FIM) to optimally perturb the weights. The Forgetting

Lagrangian balances the loss on retained data with the removal of information about the

forgotten data, ensuring the model performs as if it never encountered the data to be forgotten.

Lin et al. [39] propose a novel method for machine unlearning, aimed at efficiently and securely

removing specific data contributions from machine learning models. The method combines

an Entanglement-Reduced Mask (ERM) structure and a Knowledge Transfer and Prohibition

(KTP) technique. The ERM structure reduces the knowledge overlap between classes during

training, while the KTP method transfers the knowledge of non-target data points to a new

model and prohibits the knowledge of target data points. Extensive experiments demonstrate

the method’s effectiveness, efficiency, high fidelity, and scalability. Foster et al. [35] present

a comprehensive approach to machine unlearning through Selective Synaptic Dampening

(SSD). The method is notable for its retrain-free nature, rapid execution, and competitive

performance in preserving model accuracy while ensuring data privacy. SSD represents a

significant step forward in the field of machine unlearning, offering a practical solution that

balances effectiveness, efficiency, and storage requirements. Gu et al. [64] introduce Ferrari, a

federated feature unlearning framework that uses feature sensitivity to selectively remove
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specific features without requiring other clients’ participation. By minimizing sensitivity

through local optimization, Ferrari effectively unlearns features while preserving model utility.

Tested across scenarios like sensitive, backdoor, and biased feature removal, it outperforms

existing methods in effectiveness and utility preservation in the context of federated learning.

Huang et al. [40] present a unified gradient-based framework for Machine Unlearning that

addresses limitations of existing methods by leveraging remain-preserving manifolds and

decomposing updates into forgetting, retaining, and saliency-modulated components. To

improve scalability, they introduce a fast-slow parameter update strategy for efficient Hessian

approximation. They have experimented and reported results of their proposed method in

tasks like classification and image generation. Zhao et al. [41] investigate the factors that

influence the difficulty of machine unlearning and propose the Refined-Unlearning Meta-

algorithm (RUM) to address these challenges. They identify two key factors: the entanglement

between forget and retain sets in the embedding space and the degree of memorization of forget

set examples, both of which significantly affect unlearning performance. RUM refines the

forget set into homogeneous subsets based on these factors and applies tailored and existing

unlearning algorithms to each subset sequentially, improving the balance between forgetting

quality and retain set utility. Evaluated on benchmarks like CIFAR-10 and CIFAR-100, RUM

demonstrates substantial performance improvements over existing methods, advancing the

understanding and efficacy of machine unlearning algorithms.

Teacher–Student Frameworks

Chundawat et al. [42] propose a novel unlearning method that involves using both competent

and incompetent teachers in a student-teacher framework to induce forgetfulness in the model.

By selectively transferring knowledge from these teachers to the student, the model can

effectively forget certain data. They investigate the utility of a teacher-student framework

with knowledge distillation to develop a robust unlearning method that supports forgetting
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single or multiple classes of data, sub-class level forgetting, and random subset-level forgetting.

The authors also address concerns about privacy leakage in unlearned models and propose a

new metric to evaluate the generalization ability of unlearning methods. The work presented

focuses on unlearning in deep networks, aiming to develop efficient and practical methods

that do not require additional models or specific optimization techniques during training.

Unlike existing methods that have constraints on the training process and high computational

costs, the proposed method is versatile and applicable to different types of deep networks

such as CNNs, Vision transformers, and LSTMs. The experiments conducted across various

multimedia domains demonstrate the wide applicability and effectiveness of the proposed

unlearning method, offering a practical solution for data removal in machine learning models.

Kurmanji et al. [43] present SCRUB, a novel unlearning algorithm that addresses the

limitations of existing methods in scalability and consistency across applications. SCRUB

leverages a teacher-student framework to selectively unlearn data without compromising

model utility. It introduces a contrastive optimization objective and a rewinding procedure

to fine-tune the forgetting process. Empirical evaluations demonstrate SCRUB’s superior

performance in achieving high forget quality while maintaining accuracy on retained data,

making it a robust solution for various unlearning scenarios, including removing biases,

resolving confusion, and protecting user privacy. Chundawat et al. [44] propose zero-shot

machine unlearning methods that function without access to any original training data.

They introduce two novel approaches: one based on generating error-minimizing and error-

maximizing noise to simulate the training data, and another using a gated knowledge transfer

(GKT) framework that filters out information related to the forget class during the transfer

from a teacher model to a student model. The effectiveness of these methods is demonstrated

through extensive experiments on benchmark vision datasets, showing good protection against

privacy attacks. They also introduce the Anamnesis Index (AIN) as a new metric to assess

the quality of unlearning.
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Theoretical Frameworks, Fairness, and Certified Unlearning

Gupta et al. [45] present a novel approach to efficiently handle data deletion requests in ma-

chine learning models, particularly under adaptive scenarios where deletion requests depend

on previously published models. The authors propose a method that combines differential pri-

vacy with deletion algorithms. They highlight the limitations of previous approaches through

theoretical analysis and practical attacks, and demonstrate the effectiveness of their method

through experiments on standard datasets, showing that it can handle arbitrary model classes

and training methodologies while maintaining strong deletion guarantees. Sekhari et al. [46]

demonstrate that their unlearning algorithms can delete up to O(n/d1/4) samples, significantly

improving over differentially private methods which delete O(n/d1/2) samples. By focusing on

both computational and storage efficiency, they introduce methods that rely on storing simple

data statistics rather than the entire dataset, ensuring that the unlearning process is scalable.

The work bridges the gap between empirical risk minimization and generalization to unseen

data. The methods and theoretical guarantees are specifically designed for convex and strongly

convex loss functions, limiting their direct applicability to non-convex functions commonly

found in modern machine learning applications. Extending these findings to non-convex

settings would require significant additional research to address the unique challenges posed

by non-convex optimization landscapes. Oesterling et al. [47] introduce a method for fair

machine unlearning, addressing the challenge of maintaining fairness while efficiently removing

data from machine learning models. The method combines a convex fair loss function with

a second-order Newton update to adjust model parameters, ensuring both fairness and un-

learning. Theoretical guarantees for statistical indistinguishability and fairness are provided,

and extensive experiments on real-world datasets demonstrate the method’s effectiveness

in preserving fairness and accuracy compared to existing unlearning methods. Chien et al.

[48] introduce a certified machine unlearning framework using Projected Noisy Stochastic
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Gradient Descent (PNSGD) to efficiently remove data points while ensuring approximate

unlearning guarantees through Wasserstein distance tracking. Supporting sequential and

batch unlearning, PNSGD achieves superior privacy-utility-complexity trade-offs, requiring

only 2–10 percents of the computations needed for retraining, while maintaining competitive

utility on benchmarks like MNIST and CIFAR-10. Also, Chien et al. [49] introduce Langevin

Unlearning, a privacy-preserving framework using noisy gradient descent to efficiently address

approximate unlearning tasks, including non-convex problems. By leveraging Rényi Differ-

ential Privacy (RDP), it ensures robust privacy guarantees, supports batch and sequential

unlearning, and demonstrates faster privacy recovery compared to retraining. Evaluations on

MNIST and CIFAR10 show superior utility-privacy trade-offs and computational efficiency

over methods like Delete-to-Descent (D2D).

Unlearning in LLMs and Generative Models

Huang et al. [50] propose δ-UNLEARNING, a method to unlearn sensitive data from black-

box large language models (LLMs) without access to their internal weights. It achieves

unlearning by adjusting the logit offsets using smaller models. This method maintains model

performance on general tasks while effectively removing sensitive information. Li et al. [51]

proposed Single Image Unlearning (SIU), an efficient method for machine unlearning in

multimodal large language models (MLLMs) using only a single training image. SIU employs

fine-tuning data designed to forget visual concepts while preserving factual and non-targeted

knowledge. It introduces a Dual Masked KL-Divergence Loss to optimize unlearning without

degrading model utility. Evaluated on their benchmark MMUBench, SIU outperforms existing

methods in efficacy, generality, and robustness. Yao et al. [52] propose an efficient unlearning

method for large language models, utilizing negative examples to eliminate undesirable

behaviors such as harmful responses, copyrighted content, and hallucinations. This approach,

based on gradient ascent, surpasses traditional reinforcement learning from human feedback
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(RLHF) in alignment efficiency with notably less computational effort. Liu et al. [53]

introduced ECO (Embedding-Corrupted Prompts) which enable large language models to

unlearn specific information without retraining by classifying forget prompts and corrupting

their embeddings. Tested on various unlearning tasks, ECO achieves high forget quality with

minimal utility loss. Wang et al. [54] propose a data attribution method for text-to-image

models using machine unlearning to identify influential training images without retraining.

By increasing the training loss of synthesized images while preserving unrelated data with

Fisher Information-based regularization, they efficiently pinpoint critical images. Validated on

benchmarks like MSCOCO, their approach outperforms methods like TRAK and D-TRAK,

for understanding training data influence in generative models. Ko et al. [55] introduce a

framework for machine unlearning in text-to-image models, addressing the trade-off between

unlearning undesired concepts and preserving text-image alignment. Using a restricted

gradient approach and dataset diversification, their method ensures balanced updates and

maintains model utility. Applied to CIFAR-10 and Stable Diffusion, it outperforms baselines

like SalUn and ESD in effectively removing undesired concepts while retaining semantic

alignment and generation quality. Park et al. [56] introduce Direct Unlearning Optimization

(DUO), a method for robustly removing unsafe visual features from text-to-image models

while preserving unrelated content generation. DUO uses paired datasets of unsafe and

safe images generated via SDEdit and applies preference optimization to guide selective

forgetting. Output-preserving regularization ensures the retention of unrelated features, and

KL-constrained optimization minimizes deviation from the original model. Demonstrating

superior robustness to adversarial attacks, DUO outperforms existing methods like ESD and

SPM in tasks such as removing nudity and violence from Stable Diffusion models. Zhang

et al. [57] propose AdvUnlearn, a robust concept erasure framework for diffusion models

(DMs) using adversarial training (AT). By optimizing the text encoder and introducing utility-

retaining regularization, it balances unlearning effectiveness and image quality while improving
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efficiency through fast AT. AdvUnlearn demonstrates significant robustness against adversarial

prompts and preserves utility across tasks like nudity, style, and object erasure, with its

optimized text encoder transferable across DMs. Ji et al. [58] introduce ULD (Unlearning

from Logit Difference), a framework that leverages an assistant LLM to efficiently unlearn

specific knowledge in large language models (LLMs). By reversing conventional objectives

and employing logit subtraction, ULD avoids degeneration and catastrophic forgetting while

preserving model utility. Using Low-Rank Adaptation (LoRA) and data augmentation, ULD

achieves near-perfect forgetting with no utility loss, outperforming baselines on benchmarks

like TOFU [65] and Harry Potter with improved efficiency and scalability. Jia et al. [59]

introduce WAGLE, a framework that enhances unlearning in large language models by

leveraging weight attribution through bi-level optimization. WAGLE identifies influential

weights critical for unlearning, improving efficacy across tasks like data removal and toxicity

mitigation while preserving model utility. The method is computationally efficient, adaptable

to various unlearning algorithms, and highlights the modularity of LLMs.

Security and Attacks in Unlearning

Also, there are some works discuss the potential risks and security in machine unlearning

Lin et al. [60] introduced the Two-Stage Backdoor Defense (TSBD) framework to mitigate

backdoor vulnerabilities in deep neural networks. TSBD identifies backdoor-related neurons

by leveraging correlations in weight changes during clean and poison unlearning, followed

by activeness-aware fine-tuning with gradient-norm regulation to restore clean accuracy and

suppress backdoor reactivation. Experiments show that TSBD outperforms state-of-the-art

defenses in reducing attack success rates while maintaining high clean accuracy. Bertran et

al. [61] reveal that machine unlearning in simple models, such as linear regression, can enable

reconstruction attacks that recover deleted data using parameter differences. By linking

these changes to gradients, their method extends to complex models and loss functions,
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achieving high accuracy in reconstructing data across various datasets. Their findings

highlight significant privacy risks in unlearning without protections like differential privacy,

challenging assumptions about the security of simple models. Schwinn et al. [62] proposed

embedding space attacks, a novel threat model for open-source LLMs that manipulates

continuous embeddings to bypass safety alignments, extract residual unlearned information,

and recover pretraining data. These attacks outperform discrete methods and fine-tuning,

achieving high success rates while exposing vulnerabilities in safety-aligned and unlearned

models. The study highlights the significant risks these attacks pose to LLM safety and

data privacy, emphasizing the need for stronger defenses. Chen et al. [63] investigate the

unintended privacy risks associated with machine unlearning, where data is removed from a

machine learning model’s training set. The authors propose a membership inference attack

leveraging the outputs of an ML model’s original and unlearned versions to infer if a sample

was part of the original training set. Extensive experiments on various datasets demonstrate

that the proposed attack often outperforms classical membership inference attacks, especially

on well-generalized models. The study further explores mitigation mechanisms such as

releasing only the predicted label, temperature scaling, and differential privacy, showing their

effectiveness in preserving privacy. This work highlights the potential privacy vulnerabilities

in machine unlearning and suggests directions for more secure implementations.

2.3.2 Evaluation of Approximate Unlearning

The evaluation metrics used by Cao et al. [29], completeness, and timeliness, are crucial for

assessing the efficacy and efficiency of the proposed machine unlearning method. Completeness

ensures that the unlearning process thoroughly removes all traces of the data to be forgotten,

maintaining the integrity and accuracy of the system. Timeliness measures the speed at which

the system can forget the data, demonstrating the efficiency gains compared to traditional
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retraining. Together, these metrics demonstrate that the unlearning method can quickly and

completely remove data from learning systems. Completeness is achieved when the unlearned

system behaves identically to a system that was retrained from scratch without the data to

be forgotten. Cao et al. quantify completeness by comparing the prediction results of the

unlearned model with those of a retrained model on a representative test dataset. A high

percentage of matching results indicates a high level of completeness. Since every evaluation

metric in some way measures the similarity between the retrained and unlearned models, the

most of them basically come under the general category of completeness.

The evaluation of the SISA [66] training method revolves primarily around the metrics

of “time to unlearn,” “model accuracy,” “speed-up,” and “degradation in accuracy.” Time to

unlearn refers to the duration required to effectively remove a data point from the model’s

training set and update the model accordingly. Model accuracy measures the correctness of

the model’s predictions on unseen data, evaluated both pre- and post-unlearning to monitor

performance impacts. Speed-up is calculated as the ratio of unlearning time using traditional

methods to that using SISA, indicating the efficiency improvements offered by the new

method. Lastly, degradation in accuracy looks at the reduction in model accuracy due to the

unlearning process, important for understanding the trade-offs between unlearning efficiency

and model reliability.

Chen et al. [32] use two key metrics for the evaluation of the unlearning method: 1)

Unlearning Efficiency: Defined as the average time required to process an unlearning request

compared to retraining the model from scratch. It reflects the speed and computational cost of

removing a data point’s influence from the model, aiming for a faster response than traditional

retraining. 2) Model Utility: Measured using the Micro F1 Score, this metric assesses the

accuracy of the unlearned model’s predictions. The Micro F1 Score is particularly suitable

for datasets with class imbalances, as it considers both precision (the accuracy of positive

predictions) and recall (the completeness of positive predictions), offering a comprehensive
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measure of model performance post-unlearning.

The Zero Retrain Forgetting (ZRF) metric introduced by Chundawat et al. [67] is a

novel metric for evaluating machine unlearning methods without the need for a retrained

model. This metric is particularly useful because it bypasses the computationally expensive

and time-consuming process of retraining, making it practical for assessing the effectiveness

of unlearning directly in deployed models. ZRF measures the randomness in a model’s

predictions by comparing them to those of a randomly initialized model (referred to as the

"incompetent teacher" in the unlearning context). A higher ZRF score indicates that the

model behaves more randomly on the forgotten set, which implies effective unlearning.

Jia et al. [38] evaluate the performance of machine unlearning methods using a compre-

hensive set of metrics: Unlearning Accuracy (UA), which measures the model’s accuracy

on a dataset intended to be forgotten, highlighting the effectiveness of the unlearning pro-

cess; Membership Inference Attack (MIA) Efficacy on the forgetting dataset, assessing the

unlearning method’s ability to protect against privacy attacks by measuring how well the

method prevents accurate prediction of forgotten data membership; Remaining Accuracy

(RA), evaluating the model’s performance on the data not targeted for unlearning, ensuring

the unlearning process does not degrade the model’s overall utility; Testing Accuracy (TA),

which examines the model’s generalization to unseen data post-unlearning, ensuring that the

process of forgetting does not compromise the model’s predictive capabilities on new data;

and Run-time Efficiency (RTE), assessing the computational efficiency and practicality of

the unlearning method by comparing the time cost against retraining from scratch. These

metrics collectively provide a holistic view of an unlearning method’s effectiveness, efficiency,

and impact on model performance and privacy.

The Anamnesis Index (AIN) is defined by Chundawat et al. [44] which provided as a

metric to measure the effectiveness of machine unlearning. The Anamnesis Index compares

the relearning times of an unlearned model and a model trained from scratch, both aimed at
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reaching the original model’s performance within a margin of α%. AIN values closer to 1

indicate better unlearning efficacy. Values significantly lower than 1 suggest that the unlearned

model retains substantial information about the classes it was supposed to forget, indicating

ineffective unlearning. Conversely, very high AIN values might indicate over-compensation in

the unlearning process, potentially leading to detrimental changes in the model’s parameters.

2.4 Gaps and Positioning of The Thesis

In the intersection of trajectory mining and machine unlearning, this thesis identifies a

significant gap in the current landscape of research. While trajectory mining provides deep

insights into movement patterns, its integration with robust machine unlearning methods

remains underexplored. This oversight is particularly critical given the sensitive nature of

trajectory data, which often includes personally identifiable information that necessitates

strict compliance with data privacy laws. This thesis positions itself to bridge this gap by

proposing novel methodology that incorporate advanced machine unlearning techniques in the

trajectory mining. These techniques ensure that the models remain adaptive and compliant

with privacy standards, thereby addressing both the effectiveness in data utilization and the

ethical implications of data retention.

Several scholarly articles have examined and suggested various approaches to reverse

the process of learning data, as outlined in the literature review. While there have been

studies suggesting a general approach to unlearning, we have not come across any specific

research addressing the topic of unlearning trajectories, which use spatiotemporal data. In

our proposed work, as mentioned in various articles [68], our focus is on spatiotemporal data

structures. We can then apply these techniques in other domains, such as natural language

in LLMs, as our data structures and texts share similarities. Further discussion on this topic

is provided in chapter 3.
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GPS data, by its nature, records continuous spatial movements over time, which results

in complex data dependencies that can affect learning models in unforeseen ways when part

of the data becomes obsolete or needs removal for compliance with privacy regulations. For

instance, the removal of a subset of GPS data, due to either obsolescence or privacy concerns,

can significantly alter the trajectory patterns learned by the model. This can have profound

implications not just for user privacy but also for the predictive accuracy of the model in

applications such as traffic management, route optimization, and location-based services.

Therefore, this thesis aims to extend the machine unlearning framework to address the

intricacies of GPS-based spatiotemporal data. We propose to investigate methods that can

efficiently minimize the residual data influence in trained models, thus ensuring that the

unlearning process respects both the spatial and temporal dimensions inherent in such datasets.

By doing so, we hope to establish foundational techniques that enhance the adaptability of

ML models to dynamically changing environments, furthering the capability of these systems

to deliver timely and accurate predictions while upholding data privacy standards.
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Chapter 3

Trajectory Representation and Task

Formulation

This chapter explains how raw spatiotemporal trajectory data are processed into a represen-

tation suitable for machine learning tasks, with a focus on trajectory classification. We first

introduce key concepts, then describe the tokenization method we use. Finally, we formally

define the main predictive task studied in this work: Trajectory-User Linking (TUL).

3.1 Trajectory Representation

We begin with the standard definition of a raw spatiotemporal trajectory.

Definition 3.1. (Spatiotemporal Trajectory Tc) A trajectory is a temporally ordered

sequence of spatiotemporal points p that belong to a user c. Each point is a tuple (l, t), where

l is the location (e.g., GPS coordinates) and t is the timestamp.

Raw spatiotemporal trajectories pose challenges for direct use in deep learning models.

They are often noisy, high-dimensional, and irregularly sampled in space and time. To create

representations that models can use, researchers often apply discretizations or tokenization.
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Figure 3.1: A trajectory traced over a hexagonal grid. Each visited hexagon forms a token in
the sequence.

For our experiments, we utilizing the recently introduced data in our lab known as

Higher-Order Mobility Flow [3]. You can see part of the tessellated map and trajectories

heatmap in Figure 3.2. The sequence of GPS points is converted into tokens in two steps:

1. Tessellate the map: Partition the continuous spatial domain into cells (referred to as

hexagons or blocks).

2. Map points to cells: Assign each GPS point (l, t) to the ID of the cell (e.g. hexagon)

that contains l.

Figure 3.1 shows how a continuous path becomes a sequence of tokens which here are

hexagons. This transformation lets us redefine a trajectory as a sequence of discrete tokens

that capture higher-order movement patterns:

Definition 3.2. (Higher-Order Trajectory Tc) For user c, Tc is a temporally ordered

sequence of discrete tokens (hexagon IDs), each marking a region the user visited.

The same idea applies to higher-order check-in datasets. For example, check-ins at

points of interest in location-based social networks. Each check-in (or its enclosing region)

becomes a token, and the time-ordered list of tokens forms the trajectory Tc.

In short, mapping raw spatiotemporal data to tokens through hexagonal tessellation

yields a compact, noise-resilient representation that standardizes trajectories despite irregular
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Figure 3.2: An example of a heatmap of hexagon-sequence trajectories on a tessellated map.

sampling and generalizes across diverse mobility data. We are using the higher-order mobility

flow of the following datasets (see Table 3.1 for a summary of the datasets’ statistics):

Rome [69]. Consisting of recorded traces of taxi cabs in Rome, Italy.

Geolife [70, 71, 72]. Collected from several users’ Gps-based devices during their outdoor

activities (a total distance of ∼1.2 million km)

Foursquare-NYC [73]. Poi check-ins recorded by the phones of several users in the

city of New York.

Table 3.1: Statistics of the higher-order mobility flow datasets (the original datasets are
prefixed by ‘Ho-’ to name the Higher-order datasets.)

Dataset # Objects # Trajectories Time Period Type Resolution

Ho-Rome 315 5,873 02/01/14 – 03/02/14 Gps traces 8
Ho-Geolife 57 2,100 04/01/07 – 10/31/11 Gps traces 8
Ho-NYC 1,083 49,983 04/12/12 – 02/16/13 Visits 9
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3.2 Analogy to Text Data

In the context of analyzing trajectories represented as sequences of tokens, we can draw

parallels to natural language processing (NLP) techniques, particularly those used in sequence-

to-sequence architectures and large language models (LLMs). Here’s a detailed explanation:

• Representation of Trajectories: Each block in a given trajectory can be viewed

similarly to a token in a sentence. This means that just as tokens combine to form

meaningful sentences, sequences of blocks (or hexagon trajectories) come together to

represent a specific path or movement pattern.

• Application of NLP Techniques: By using sequence-to-sequence models, which

are typically employed in transforming one sequence of token to another, we can

potentially transform hexagon sequences from one form to another. This could be useful

in predicting future paths or understanding complex movement patterns. Similarly,

the application of techniques from large language models can help in interpreting the

context of these hexagon sequences or generating new, plausible trajectories based on

learned patterns.

• Semantic Differences and Similarities: While each word in a language has a

distinct meaning, the role of each hexagon in a sequence might not be as clearly defined.

However, the overall sequence of hexagons carries significant information about the

trajectory, akin to how a sentence conveys meaning through the arrangement of its

words and the attention-based models (Transformers [74]) are working based on this

fact [75].

• Leveraging Recurring Patterns: Just as certain facts in language (e.g., “Earth is in

the solar system”) recur frequently across different texts, specific patterns also emerge

in trajectory data. For example, trajectories along a highway tend to share common
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subsequences since there are limited options for direction changes. Recognizing and

leveraging these repetitive patterns can enhance the model’s ability to learn and predict

trajectory behaviors efficiently. Also we can use this fact in unlearning and introduce

the concept of Importance Score for a sequence.

• Importance of Sequence in Unlearning: In trajectory analysis, understanding the

importance of certain sub/sequences, much like key phrases in a text, can be crucial.

For trajectories on a highway, recognizing the segment of straightforward movement

can help in simplifying the model and focusing on variations or deviations from the

norm, which might be more informative.

By elaborating on these points, the concept becomes more accessible and easier to grasp,

illustrating how techniques from NLP can be innovatively applied to the analysis of trajectories

in hexagon sequences. This approach not only enhances our understanding of movement

patterns but also opens up new possibilities for predictive modeling and data analysis in

various applications.

3.3 Trajectory-User Linking (TUL)

Using the higher-order representation Tc, we define a key task in mobility analytics and

privacy research: Trajectory-User Linking.

Problem statement. Given an observed trajectory T = (t1, t2, . . . , tk) and a set of known

users C, identify the user c ∈ C who most likely generated T .

The effectiveness of TUL highlights important privacy risks. Accurate re-identification

from tokenized trajectories can expose individuals even when raw data are anonymized. These

risks must be weighed carefully when sharing data or deploying machine learning models,

especially when model unlearning is a concern.
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Chapter 4

Problem

In this chapter, we lay out the mathematical foundations that underpin the remainder of the

thesis. We begin by introducing the core terminology, symbols, and conventions on which our

analysis relies; for quick reference, a complete glossary is provided in Table 4.1. After fixing

this common language, we formalize the central problem addressed in the study, specifying

the precise inputs, desired outputs, and any structural or computational constraints.

4.1 Preliminaries

Definition 4.1. (Training Dataset Dt) The training dataset is the collection of trajectory

data used to train a machine learning model for trajectory classification. It consists of

sequences T , each of varying length l, representing trajectories associated with a user c.

Training dataset serves as the foundation for the model’s learning process, enabling it to

adjust its parameters to accurately classify trajectories before any unlearning is applied.

Definition 4.2. (Forgetting / Unlearning Dataset Du) The forgetting/unlearning dataset

consists of specific trajectory data points targeted for removal from the machine learning
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Symbol Description

C Set of all users
Tc A Trajectory that belongs to the user c ∈ C
l Trajectory Length
Dt Training Dataset
Du Unlearning/Forgetting Dataset
Dr Remaining Dataset
Mt Originally Trained Model on Dt

Mu Unlearned Model
Mr Trained Model on Dr

Wt Weights of Mt trained on Dt

Wu Weights of Unlearned Model Mu

Wr Weights of Mr trained on Dr

A(·) Learning Process
U(·) Unlearning Process
ξ(x) Importance Score of trajectory x
B Set of All Tokens (Block) in the Dataset
Dc

t Set of all trajectories in Dt that belong to user c

Table 4.1: Summary of notations.

model’s knowledge. This dataset is a subset of the training dataset (Du ⊆ Dt) and includes

sequences T associated with the corresponding users.

The term “Unlearning Dataset” and “Forgetting Dataset” can be used interchangeably.

We mostly use the term “Unlearning Dataset” throughout this work.

Definition 4.3. (Learning Process A) The learning process A(·) is the mechanism through

which a machine learning model is trained on a trajectory dataset. It involves the model

learning to identify patterns in the trajectory sequences and to classify these trajectories based

on the input data. The input to the learning process is the trajectory training dataset Dt,

and the output is a trained model Mt with learned parameters (weights) Wt, optimized for

trajectory classification.

Definition 4.4. (Remaining Dataset Dr) The remaining dataset is the portion of the

original trajectory training dataset that remains after the unlearning dataset has been removed.
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It represents the trajectory data on which the model should retain its knowledge and continue

to perform classification accurately. The equation Dr = Dt \ Du indicates that this dataset is

the difference between the training dataset and the unlearning dataset. If a model is retrained

on this remaining dataset using the learning process, the resulting model Mr is referred to as

the retrained model.

Definition 4.5. (Unlearning Process U) The unlearning process U(·) is designed to

remove the influence of the unlearning dataset, which consists of specific trajectory sequences,

from a trained model. This process modifies the model to ensure that it behaves as if it had

never been exposed to the removed trajectory data, thus preserving privacy or correcting the

model’s learned behavior. The output of the unlearning process is an unlearned model Mu

with adjusted weights Wu, which no longer retains knowledge of the unlearned trajectories.

4.2 Problem Statement

Now we define the machine unlearning task that we are trying to do in this work as follows:

Let Dt be a training dataset consisting of user-linked trajectories, where each trajectory

is a sequence of tokens associated with a user, and let Du ⊆ Dt represent the subset of

trajectories to be unlearned. The trained model Mt = A(Dt) maps the trajectories to user

predictions, where A is the training algorithm.

Unlearning in Trajectory Classification. The unlearning process is defined as

U(Mt,Dt,Du), where U is a procedure that takes the original trained model Mt = A(Dt),

the full training dataset Dt, and the unlearning dataset Du to produce an unlearned model

Mu = U(Mt,Dt,Du). The resulting model Mu should perform as if the trajectories in Du

were never used during training, ensuring that the influence of Du is removed from Mt.

A trivial solution for this problem is to retrain the model Mt from scratch, but we are

trying to avoid form retraining as it is impractical in most of the large models. In practice,

Mu and Mr may not be identical for every unlearning process.
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Chapter 5

Proposed Methodology

In this work, we are enhancing the framework presented by Kurmanji et al. [43] and

Chundawat et al. [42]. Previous methods of machine unlearning, such as SCRUB [43] and

Bad-T [42], rely on either contrastive learning (SCRUB) or a combination of competent and

incompetent teachers (Bad-T) to unlearn data. SCRUB uses a teacher-student framework

where the student learns to forget specific data points by maximizing the error on the

unlearning dataset while minimizing it on the remaining dataset. On the other hand, Bad-T

employs two teachers: a competent one to provide correct information about remaining

data and an incompetent one to induce forgetfulness on the unlearning data by introducing

noise. Both methods are effective in traditional supervised learning tasks, but they do not

account for the varying importance or influence of individual data points within complex

datasets like trajectories. Trajectory data often contains rich, interconnected patterns where

certain trajectories or parts of trajectories can have more influence on the model’s predictions.

Therefore, introducing an Importance Score allows us to control how much each trajectory

contributes to the unlearning process. By adjusting the importance of each trajectory, we

can ensure that the unlearning process is more efficient and targeted, focusing on critical or

highly impactful trajectories while preserving general model utility. This refinement addresses
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Figure 5.1: This diagram shows our unlearning process where the Student Model is trained
to forget data from the Unlearning Dataset (xu

j ∈ Du) while retaining knowledge from the
Remaining Dataset (xr

i ∈ Dr). The Teacher Model guides this process, with two loss functions:
Lr, ensuring retention of xr

i , and Lu, promoting unlearning of xu
j . The combined loss directs

gradient calculation and then backpropagation for student model, allowing selective forgetting
based on sample importance ξ(x).

the limitations of previous methods, which treated all data points equally, making them less

effective in scenarios where data points vary in their influence.

Our algorithmic framework is organized around three interconnected components:

(i) a data-driven importance calculation, (ii) a teacher–student module, and

(iii) a dedicated loss function. These elements and the way they interact are illustrated

in Figure 5.1. The remainder of this chapter details each component in turn.

5.1 Data-driven Importance Score

We begin by assigning data points a scalar Importance Score that reflects their expected

contribution to the learning objective. Rather than relying on ad-hoc heuristics, we exploit

the wealth of historical trajectory data to quantify this contribution. Specifically, these scores

are computed based purely on properties of the data, such as visit frequency, spatial coverage,

entropy, and user uniqueness, without reference to any specific model. By mining these
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statistics directly from the corpus, we derive Importance Scores that reflect real, observed

influence patterns, grounded in the data distribution itself. In the following paragraph we

define this Importance Score and then formalize each score and explain the intuition behind

it.

Definition 5.1 (Importance Score ξ). Let D = {xi}ni=1 be a dataset where each xi is a data

point. An Importance Score function is a mapping ξ : D → R that assigns to each data point

xi ∈ D a real-valued score ξ(xi), representing the significance of xi within D for the task of

user linking.

This score serves as a proxy for the contribution of a data point to the performance or

behavior of a model trained on the training dataset. The concept of importance in trajectory

data can be analyzed at various hierarchical levels, including:

• Token Level (e.g., Hexagon Level),

• Trajectory Level (across the entire trajectory), and

• User Level (aggregating multiple trajectories associated with a user).

These levels of importance are interrelated hierarchically. For instance, the importance at

the Token Level can serve as a basis to define an Importance Score for an entire trajectory in

the Trajectory Level. Subsequently, the importance of multiple trajectories belonging to a

user can be aggregated to derive a User Level Importance Score.

5.1.1 Token Level Importance

At the finest granularity, we attach an Importance Score to each token, a small spatial

segment along a trajectory, so that its local contribution to the training set is quantified. We

introduce a Token Level importance measure based on token frequency, which counts how

often a given token appears across all trajectories.
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i) Frequency of Token: Let f(b) denote the frequency of token b:

f(b) =
∣∣ {T ∈ Dt | b ∈ T }

∣∣ (5.1)

The importance of each token is defined as the inverse of its frequency, 1/f(b), so that

seldom-seen tokens are deemed more significant. In the context of our trajectory datasets,

f(b) can be interpreted as the number of visits to the corresponding hexagon, and these visit

counts will later serve as building blocks for Trajectory Level importance.

Why using frequency as a score? Intuitively, locations that are visited rarely reveal

atypical movement patterns and therefore carry more information about the diversity of the

data than locations that are traversed routinely.

5.1.2 Trajectory Level Importance

At the Trajectory Level, we calculate Importance Scores for each trajectory, considering the

entire sequence of tokens as a single unit to evaluate its influence on the data distribution

and its contribution to learning the dataset. We consider three Trajectory Level importance

metrics: (i) Coverage Diversity, (ii) Information-theoretic importance (entropy), and

(iii) Trajectory Length. At the end, we derive a unified Trajectory Level Importance Score

that aggregates all of the Trajectory Level Importance Scores.

i) Coverage Diversity: Let D(x) denote the number of unique blocks covered by

trajectory x ∈ T :

D(x) =
∣∣ {b | b ∈ x}

∣∣ (5.2)

We can define the Importance Score related to the coverage of a trajectory x as follows:

ξcoverage(x) =
D(x)

|B|
(5.3)
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Where |B| is the total number of unique blocks in the dataset.

Why using coverage diversity as a score? A trajectory that visits many distinct blocks

injects proportionally more spatial information and thus exerts a larger influence on the

model’s parameters.

ii) Information-theoretic: We can define the Importance Score of trajectory x as its

entropy of the bi-grams in the sequence as follows:

ξentropy(x) =
1

H(x)
(5.4)

Here, the notation H(x) is the entropy of the sequence x which is defined in the Equation 5.5.

H(x) = −
∑

b∈bigram(x)

p(b) log2 p(b) (5.5)

where b is the bi-grams of sequence x. A bi-gram refers to a pair of consecutive elements

within a sequence. For example, in a sequence of letters like “ABACAB”, the bi-grams are

“AB”, “BA”, “AC”, “CA”, “AB”, we formally define bi-grams set in Equation 5.6.

bigram(s) = {(si, si+1) | 1 ≤ i < n} (5.6)

where si is the ith bock (token) in the sequence s, and n is the length of the sequence s.

Also, the probability p(x) in Equation 5.5 is defined based on the frequency of the bi-gram b

in the dataset:

p(b) =
Frequency of b

Total number of bi-grams
(5.7)

Why using bi-grams? 1) Captures Local Dependencies: Bi-grams consider the relationship

between consecutive items, capturing local dependencies and patterns that single-item entropy
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might miss. This is particularly useful in sequences where the order of items carries significant

information, such as in trajectory, text, DNA sequences, or time series data. 2) Reveals

Hidden Patterns: Single-item entropy might not reflect certain patterns or structures that exist

within the sequence. Bi-grams can reveal these patterns by showing how often specific pairs

of items occur together. For example, in natural language processing, bi-grams can capture

common word pairs or phrases that convey more meaningful information than individual

words. 3) Increased Sensitivity to Structure: Bi-grams provide a finer level of granularity in

understanding the structure of the sequence. By analyzing the co-occurrence of consecutive

items, they offer insights into the underlying order that single-item analysis might overlook.

However, using n-grams with n > 2 introduces significant challenges in terms of storage

and computational efficiency. As the value of n increases, the number of possible n-grams

grows exponentially, leading to a substantial increase in the memory required to store them

and the processing power needed to update and analyze them. This can be particularly

problematic when working with large datasets or sequences. In contrast, bi-grams strike a

practical balance by capturing local dependencies and patterns between consecutive items

while maintaining manageable computational and storage requirements. Thus, bi-grams offer

a robust method for entropy calculation that is both effective and efficient, making them a

preferred choice in this application.

Why using Entropy and what is the interpretation? If we interpret “unique” as meaning

that the sequence has a specific, recognizable structure or pattern, then a high entropy would

indicate the opposite. A highly random sequence does not have a unique, easily identifiable

pattern, and thus does not provide much insight into the dataset. Conversely, a low entropy

indicates that the sequence has lower randomness and more predictability. This can imply

the presence of a unique pattern or structure within the sequence. Therefore, we are using

the inverse of entropy as our Importance Score.

iii) Trajectory Length: Let L(x) denote the length of a trajectory x, which is defined
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as the number of elements (or blocks) in the sequence:

L(x) = |x| (5.8)

We can define the Importance Score related to the length of a trajectory x as follows:

ξlength(x) = L(x) (5.9)

Here, L(x) is the length of the trajectory x.

Why using trajectory length as a score? In sequence-based models, every token in a

trajectory contributes a gradient update; therefore, longer trajectories inject more total

signal during training and wield greater influence over the learned parameters. By weighting

trajectories in proportion to their length, we obtain a direct proxy for their cumulative impact

on the model.

iv) Unified Trajectory Importance Score: To evaluate the overall importance of

a trajectory x ∈ Dt, we define a single unified Importance Score that combines the three

individual scores: Coverage Diversity, Entropy, and Length. This score is computed as a

weighted combination of the normalized individual scores:

ξunified(x) = α · ξcoverage(x) + β · ξentropy(x) + γ · ξlength(x) (5.10)

Here, the components are defined as follows:

• ξcoverage(x): the normalized (Equation 5.16) Importance Score based on coverage diver-

sity, as defined in Equation 5.3.

• ξentropy(x): the normalized (Equation 5.16) Importance Score based on entropy, as

defined in Equation 5.4.
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• ξlength(x): the normalized (Equation 5.16) Importance Score based on trajectory length,

as defined in Equation 5.9.

The coefficients α, β, and γ are non-negative weights that allow adjusting the relative

contribution of each component to the overall score. These weights can be determined based

on the specific application or dataset characteristics, with the condition:

α + β + γ = 1 (5.11)

Why having a unified Importance Score? This single Importance Score provides a

comprehensive measure of a trajectory’s significance by considering its coverage of unique

blocks, structural randomness (via entropy), and length. By combining these aspects, it

captures both the diversity and complexity of the trajectory, as well as its overall scale,

providing a holistic metric for evaluating its contribution to the dataset. In Section 6.4, we

discuss how to define a unified version of importance and the method to weight each term

within the unified version automatically.

5.1.3 User Level Importance

At the highest level, we determine the importance of each user by aggregating the contributions

of all their trajectories. This provides insight into the overall influence of a user’s data on the

model. By calculating User Level importance through the aggregation of individual trajectory

scores, we can capture a holistic view of the user’s impact on the dataset. Various aggregation

strategies, such as averaging, maximum selection, or median selection, offer flexibility to

emphasize different aspects of a user’s influence. Additionally, User Level importance such

as user Uniqueness, help quantify the distinctiveness and contribution of a user’s data in

comparison to others, shedding light on their unique role in the dataset. We introduce two

metrics to quantify a user’s contribution: (i) user uniqueness and (ii) entropy-based
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influence. Analogous to the Trajectory Level scores, we subsequently merge these metrics

into a single, unified User Level Importance Score.

i) User Uniqueness: User uniqueness is quantified based on the set of blocks in their

trajectories that do not appear in the trajectories of any other user. Let Bc denote the set of

all blocks contained in all trajectories of user c, and let B−c denote the set of all blocks from

the trajectories of all users other than c. Then, the uniqueness score for user c is defined as:

Uniq(c) = |Bc \ B−c| (5.12)

where:

• Bc = {b ∈ T | T ∈ Dc
t}

• B−c =
{
b ∈ T

∣∣ T ∈ Dc′
t , ∀c′ ̸= c

}
The Importance Score of a trajectory x which belongs to user c can then be defined as:

ξunique(x) = Uniq(c)

Why using user uniqueness as a score? Trajectories that contain location blocks rarely (or

never) visited by other users inject highly individual-specific signals into the model, skewing its

parameters toward that user’s behaviour. When the objective is machine unlearning, erasing

such distinctive data points is crucial: eliminating a user’s unique blocks most effectively

retracts their influence while preserving population-level patterns contributed by common

routes. The uniqueness-based score therefore serves as a principled proxy for a trajectory’s

marginal contribution—and, by extension, for the impact its removal will have on the trained

model.

ii) User Entropy-Based Influence: To evaluate the randomness or predictability of a

user’s trajectory set, we aggregate the entropy scores of their individual trajectories. The
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User Level entropy importance is defined as the inverse of the aggregated entropy:

ξentropy(c) =
1∑

x∈Dc
t
H(x)

(5.13)

Here, H(x) is the entropy of trajectory x, as defined in Equation 5.5. By summing the

entropies of all trajectories for a user, we can assess how structured or random their overall

trajectory set is, with lower aggregated entropy indicating higher importance. The rationale

is analogous to the information-theoretic (entropy) score defined at the Trajectory Level.

iii) Unified User Importance Score: To evaluate a user’s overall importance, we

define a single unified User Importance Score, ξ(c), by combining the previously defined

metrics: User Uniqueness and User Entropy-Based Influence. This score is computed as a

weighted linear combination:

ξ(c) = η · ξunique(c) + λ · ξentropy(c) (5.14)

Where:

• ξunique(c) is the uniqueness of the user’s trajectory set, as defined in Equation 5.12.

• ξentropy(c) is the user’s entropy-based importance, as defined in Equation 5.13.

The coefficients η and λ are non-negative weights that control the relative contribution of

each metric. These weights can be adjusted to reflect the emphasis on different aspects of

User Level importance, with the condition:

η + λ = 1 (5.15)

The Unified User Importance Score offers a comprehensive evaluation of a user’s overall

contribution to the dataset, combining aspects of their data’s uniqueness and structural
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randomness. By adjusting the weights, ξ(c) can be tailored to highlight specific facets of user

influence in the dataset.

5.1.4 Normalization

There are different ways of defining the Importance Score, and we explored some options in

Sections 5.1.1, 5.1.2, and 5.1.3. To make the Importance Score consistent and comparable

across different score criteria, we normalize it using a min-max normalization technique.

Min-max normalization ensures that the scores lie within a standardized range, typically

between 0 and 1, and can be computed as follows:

ξnorm =
ξ − ξmin

ξmax − ξmin

, (5.16)

where ξmin and ξmax are the minimum and maximum values of the raw Importance Score

ξ in the dataset, respectively. By applying min-max normalization, the Importance Scores

are rescaled proportionally within the range [0, 1], preserving the relative differences between

data points while removing the influence of differing scales or units of the raw scores.

This normalization is particularly useful when the raw Importance Scores are derived from

different metrics or measures with varying units or scales. It ensures that the resulting scores

are dimensionless and comparable, making it easier to interpret and analyze the relative

significance across different Importance Scores.

5.2 Teacher-Student Model

The unlearning process utilizes a teacher-student framework. The Teacher model, denoted

as Mt, is the original model that has been trained on the dataset Dt. The output of this

model for a given input x is represented by Mt(x). During the unlearning procedure, the
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Teacher model’s primary role is to provide reference outputs. Specifically, forward passes

are performed on the Teacher model for batches of both the unlearning data Du and the

remaining data Dr. The outputs generated by Mt for these data batches are then used to

calculate the loss function (defined in Equation 5.17), which guides the update of the Student

model. Crucially, the weights of the Teacher model (Mt) remain frozen and are not changed

throughout the entire unlearning procedure.

The Student model, denoted as Mu, begins as an identical copy of the originally trained

Teacher model Mt (also trained on Dt). The fundamental distinction between the student

and the teacher lies in their roles and behavior during the unlearning phase. While the

Teacher model’s weights are fixed, the Student model’s weights are actively updated. This

update mechanism relies on the loss calculated using the Teacher’s outputs, which is then

back-propagated through the Student model (Mu) to adjust its weights.

The purpose of this teacher-student interaction is twofold: First, by calculating a loss

based on the Teacher’s output for the unlearning data Du (specifically, using the negative of

the standard loss as implied by the unlearning objective), we compel the Student model (Mu)

to deviate from the original model’s behavior on this specific data. This process guides the

Student model to effectively “forget” these targeted samples. Second, by calculating a loss

based on the Teacher’s output for the remaining data Dr, we reinforce the Student model’s

ability to perform correctly on the data it is intended to retain. This step is vital to prevent

the degradation of the model’s accuracy on samples not designated for unlearning.

The loss function used for updating the Student model (as detailed in Equation 5.17)

incorporates an Importance Score (defined in Equation 5.4) as a multiplicative factor for the

loss values derived from the unlearning samples Du. This score quantifies the importance of

an input (e.g., a user trajectory). The rationale for including this factor is to avoid excessively

forcing the model to forget information that is common or abundant within the dataset.

For instance, consider a scenario where an unlearning sample pertains to a user’s trajectory
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that includes driving along a straight stretch of a major highway. This pattern – a straight path

on a highway – is likely a very common occurrence within the broader dataset, representing

a fundamental driving behavior the model should generally understand. If this common

pattern were treated with the same unlearning intensity as a highly unique or anomalous

trajectory, the model might be excessively penalized for recognizing and predicting straight

highway driving. This could lead to a degradation in its ability to handle other, unrelated

instances of highway driving for users whose data is not being unlearned.

To mitigate this, the Importance Score comes into play. For such a common pattern (the

straight highway path), its calculated Importance Score would be relatively low. Consequently,

when this sample is processed during unlearning, its contribution to the unlearning loss (the

signal telling the model to “forget”) is dampened by this lower score. The model is still

nudged to disassociate the specific unlearned trajectory from its memory, but it’s not forced

to aggressively unlearn the general concept of “driving straight on a highway.”

This nuanced approach, therefore, serves a critical purpose: it helps prevent the unlearn-

ing process from inadvertently degrading the model’s performance on general, non-unique

knowledge that is widely represented in the data. By down-weighting the unlearning impact of

common patterns, the system can more effectively focus its efforts on targeting and removing

truly unique or sensitive data points for which unlearning is paramount, while preserving the

model’s valuable learned representations of common scenarios. This ensures that the model

remains robust and accurate for the vast majority of data it is expected to handle, even after

specific information has been unlearned.

5.3 Loss Function

We assume the output of the student model, and the teacher for input x are Mu(x), and

Mt(x), respectively. Now we can calculate the loss of the student model based on the teacher
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output for input sample x as follows:

L(x) = (1− ϑx) · Lr(x)− ϑx(e
ξnorm(x) − 1) · Lu(x) (5.17)

Where ϑx indicates whether the input x is in unlearning dataset Du or not as Equation 5.18.

Also, functions Lu(x) and Lr(x) are defined in Equation 5.19 and Equation 5.20 respectively.

ϑx =


1 if x ∈ Du

0 if x ∈ Dr

(5.18)

The unlearning loss Lu(x) that makes the model forget is defined as follows:

Lu(x) = DKL(Mu(x) ∥ Mt(x)) (5.19)

Also we define the remaining loss Lr(x) that makes the model to maintain the performance

on the remaining dataset:

Lr(x) = c1 ·DKL(Mu(x) ∥ Mt(x)) + c2 · CE(y,Mu(x)) (5.20)

The scalars c1 and c2 are hyperparameters to adjust the loss values to the same magnitude.

The cross-entropy loss for true probability distribution y and predicted probability distribution

ŷ is given by:

CE(y, ŷ) = −
n∑

i=1

yi log(ŷi) (5.21)

The Importance Score ξ(xi) is defined in definition 5.1 and we normalize it using Equa-

tion 5.16. Also, here we are using an exponential weighting scheme for incorporating the the

Importance Score into the loss function.
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Using the exponential term (eξnorm(x) − 1) as an Importance Score weight in Equation 5.17

is highly beneficial for targeted machine unlearning because it creates a non-linear scaling

mechanism that strategically focuses the forgetting process. This exponential factor strongly

amplifies the unlearning signal for samples deemed highly important or unique (ξnorm(x) ≫ 0),

ensuring they receive significant pressure to be forgotten by the model. Conversely, for samples

with low importance (ξnorm(x) ≈ 0), the factor approaches zero, effectively dampening the

unlearning signal and preventing the model from inadvertently forgetting common knowledge

or patterns that should be retained. This selective amplification of critical data removal while

protecting general knowledge, combined with the function’s smoothness for optimization,

makes the exponential scheme an effective approach for precise and efficient unlearning.
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Chapter 6

Experimental Evaluation

In this chapter, we present a comprehensive experimental evaluation of our method. First,

we list the research questions we aim to explore. Then, we present details of the experimental

configuration, datasets employed, the baseline methods, and evaluation metrics. Finally, we

present the results and discuss insights and broader impact.

6.1 Overview and Research Questions

In this research, we address the machine unlearning scenario where users request the deletion

of their data. Crucially, this involves unlearning the user entirely, meaning we completely

remove all trajectory data linked to that specific user upon their request. This is distinct from

scenarios involving the deletion of random or isolated trajectory segments. Our “User Deletion”

approach ensures that any identifiable traces of the user’s movement patterns are fully erased.

By unlearning the complete history of trajectories associated with a user, the method aims

to prevent the reconstruction of their behavior, thereby minimizing re-identification risks and

strengthening user privacy control.

Before presenting our experimental evaluation, we first outline the key research questions
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that guide this study. These questions are aimed at understanding how the concept of sample

importance can be harnessed to improve the design and performance of machine unlearning

techniques. By systematically addressing these questions, we seek to uncover not only the

strengths and limitations of our proposed method, but also the broader trade-offs involved in

balancing unlearning effectiveness, computational efficiency, and data utility.

• RQ 1. In what ways does the proposed method extend or enhance the capabilities of

the baseline unlearning approach?

• RQ 2. How we can choose a proper Importance Score?

• RQ 3. How do different definitions or formulations of Importance Score affect the

performance of the unlearning process?

• RQ 4. How does the uniform vs targeted sampling affect unlearning effectiveness?

• RQ 5. What trade-offs exist between unlearning accuracy and computational cost?

This chapter presents a comprehensive experimental evaluation of our proposed machine

unlearning method (TraceHiding) based on Importance Scores. We begin by detailing the

experimental setup in Section 6.2, including the datasets used (6.2.3), the models employed

(6.2.4), and the baseline methods for comparison (6.5.2). We also discuss about choosing

the Importance Scores (Section 6.3) and how to combine them (Section 6.3.) Following this,

we present two key experimental studies: unlearning under uniform sampling (6.6.1) and

unlearning under targeted sampling (6.6.2). Each experiment is conducted across multiple

datasets and model architectures to assess generality (6.6.3, 6.6.4, 6.6.5, and 6.6.6), and

includes comparisons to several established baselines. Finally, we summarize the empirical

findings and reflect on how they address our research questions in Section 6.7.
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6.2 Experimental Setup

To thoroughly evaluate the efficacy and robustness of our proposed unlearning methodology,

we design a comprehensive experimental setup that captures various realistic scenarios and

challenges. This section details the core components of our experiments, including the specific

deletion scenarios considered, the user sampling strategies employed to select data for deletion,

the datasets used for evaluation, the diverse trajectory classification models tested, and the

metrics used to assess unlearning performance. Together, these components form a rigorous

framework to systematically analyze how well unlearning methods perform under different

conditions and model architectures.

We begin by defining the deletion scenarios to establish the context of data removal

requests. Next, we describe the strategies used to sample users for deletion, highlighting both

uniform and targeted approaches. We then introduce the datasets and their characteristics,

followed by a presentation of the classification models leveraged to validate our approach

across various architectures. Finally, we conclude with the evaluation metrics that quantify

both the completeness and efficiency of the unlearning process.

6.2.1 Deletion Scenarios

In this work, we focus specifically on user deletion, which entails removing all data associated

with an individual user from the model. Unlike approaches that randomly select data points

for unlearning, our scenario assumes that a user initiates a deletion request, and consequently,

the entire dataset corresponding to that user must be unlearned. This user-centric deletion

reflects practical privacy demands and regulatory requirements, such as those outlined by

data protection laws, where users have the right to request the complete removal of their

personal data.

Although our primary focus is on User Level deletion, the proposed methods can be
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naturally extended to handle random or partial deletion scenarios. This flexibility ensures

that the framework remains applicable across a range of unlearning tasks, whether targeting

specific data points, segments, or users as a whole.

6.2.2 Sampling Strategies for Deletion

We employ two distinct user sampling strategies to select candidates for deletion, each serving

a specific purpose in evaluating the robustness of unlearning methods.

The first approach is uniform sampling, where users are selected randomly with equal

probability. This strategy provides a baseline scenario, ensuring that deletions occur without

bias or preference towards any particular user group. Uniform sampling allows us to assess

the performance of deletion methods under conditions that simulate arbitrary and unbiased

removal requests.

The second approach is targeted sampling, designed to sample users proportionally to

their aggregated entropy values. Entropy, as a measure of uncertainty or information content,

is computed for each user based on their trajectories. By sampling users according to these

entropy values, we focus deletion efforts on users contributing higher informational complexity

or variability. This strategy enables us to examine how deletion methods perform when

faced with more challenging or influential user data, thereby providing insights into their

effectiveness under targeted unlearning scenarios.

For each dataset, we conduct experiments using sample sizes of 1%, 5%, 10%, and 20% to

evaluate the unlearning performance at varying scales of data removal. To ensure robustness

and reliability of the results, each experiment is repeated across 5 independent runs, allowing

us to account for variability due to random initialization or sampling. The final reported

metrics are averaged over these runs, providing a more stable and statistically meaningful

assessment of the unlearning methods. This rigorous evaluation protocol helps to minimize
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the influence of random chance and supports confident conclusions about method effectiveness

across different deletion magnitudes.

6.2.3 Datasets

We briefly describe each dataset and their statistics in Table 3.1 in Chapter 3. We are using

two different types of trajectories: one is 1) the continuous path of users, and the other is 2)

the sequence of check-ins that the user recorded. We treat both as sequences of tokens to

capture the spatial-temporal patterns of user movement, regardless of the type of trajectory.

The datasets are as follows:

Ho-Rome [69] consists of recorded mobility traces of taxis operating in Rome, Italy.

Ho-Geolife [70, 71, 72] consists of recorded mobility traces of individuals, covering a

total distance of ∼1.2 million Km.

Ho-NYC [73] consists of Poi check-ins recorded by the phones of several users in the city

of New York.

6.2.4 Trajectory Classification Models

We are testing various models for this task. Our goal is to evaluate how well the unlearning

process works with each model. By doing this, we can make sure that our proposed method

is effective, no matter which model and architecture is used. We conduct our experiments

using the following four models: GRU, LSTM, BERT, and ModernBERT,

GRU and LSTM are classic recurrent neural network variants designed to capture long-

range dependencies in sequential data. BERT and ModernBERT, conversely, are transformer-

based architectures that leverage self-attention to achieve state-of-the-art performance across

various language tasks. We include these models because they span the major families of

sequence modeling, RNN and transformer-based, thereby ensuring our methodology is tested
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across a diverse and representative set of architectures. This choice highlights that our

proposed methodology is model-agnostic and addresses an orthogonal problem independent

of any specific neural architecture.

6.2.5 Evaluation Metrics

In machine unlearning we have two main aspects to evaluate: 1) completeness, which is how

completely they can forget data, and 2) timeliness, which is how quickly they can forget. In

order to achieve completeness, it is necessary to ensure that when a data sample is deleted,

all of its impacts on the model are completely reversed. It basically expresses how consistent

a system that has been unlearned is with a system that has been completely retrained.

Timeliness in unlearning refers to the speed at which the process of unlearning updates the

model in the system compared to the process of retraining.

In the evaluation of unlearning methods we should be aware of Streisand Effect. If the

process of unlearning is not done thoroughly or correctly, it might leave traces of the data

that was supposed to be forgotten, leading to potential privacy breaches. And it could lead

to a situation similar to the Streisand Effect, where trying to hide or minimize the breach

only leads to greater attention and scrutiny.

We have discussed some of the evaluation metrics in section 2. For this work we opt for

the following evaluation metrics.

Performance on Forget & Remaining Dataset

Accuracy: Measures the overall correctness of the model by dividing the number of correct

predictions (both true positives and true negatives) by the total number of cases examined.

Accuracy =
TP + TN

TP + TN + FP + FN
(6.1)
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We calculate accuracy on different splits of the dataset such as: (1) Remaining dataset

accuracy (RA), and (2) Test dataset accuracy (TA). Also we have another accuracy

metric which is (3) Unlearning dataset accuracy (UA), defined by 1− accuracy of a

model on the unlearning dataset. This approach is common and has been used in different

related works [76, 77, 78].

Membership Inference Attack (MIA)

To evaluate forgetting, we use tools inspired by MIAs (Membership Inference Attacks), such

as LiRA (Likelihood Ratio Attack) [79]. MIAs, or membership inference attacks, originated

in the field of privacy and security research. Their primary objective is to determine which

specific samples were included in the training dataset. If unlearning is successful, the unlearned

model will not retain any evidence of the forgotten examples. As a result, MIAs will not

be effective. The attacker will be unable to figure out that the forgotten set was originally

included in the training set. This approach has been used in the unlearning context [76].

We use the Area Under the ROC Curve (AUC) of the MIA to quantify the effectiveness

of unlearning. The MIA AUC measures how well an adversary can distinguish between

training and non-training data points using model outputs. A value of 1.0 indicates perfect

classification by the attacker, while 0.5 corresponds to random guessing. In the context of

unlearning, our objective is to remove information about certain users such that the model

no longer retains any identifiable signal from them. Therefore, a lower MIA AUC indicates

better forgetting, as it reflects reduced confidence or accuracy in the attacker’s ability to infer

membership. For a successfully unlearned model, the AUC should be close to 50%, indicating

that the attack performs no better than a random guess. We decided to report the difference

from a random classifier; the lower the difference, the better the quality of unlearning.
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Unlearning Speedup

We are measuring the wall-clock unlearning time to compare the speed of unlearning, we

made sure that the running environment is consistent across the runs. We report the speed

up relative to the retraining model.

Speedup =
Runtime of Retraining
Runtime of the method

(6.2)

6.3 Choosing the Importance Score

The choice of an Importance Score is critical to effectively remove the influence of specific data

samples while maintaining the integrity of the remaining model. Different downstream tasks

may necessitate different importance metrics, with the choice often depending on dataset

characteristics or model behavior. In our approach, we opted for the following Importance

Scores in our experiments.

1) Coverage Diversity, 2) Information-theoretic, and 3) Unified Trajectory Importance

Score including the length importance. We discuss how we can choose the weighting scheme

of the unified score function in Section 6.4. The Importance Score distributions for different

datasets are presented in Figure 6.1. Each subplot visualizes the distribution of Importance

Scores, with mean and median values marked to indicate central tendencies. The differences

in distributions across datasets highlight variations in the significance of these metrics.

The selected Importance Score is designed to reflect each sample’s role in influencing the

decision boundaries, making it particularly useful for identifying which data points contribute

most to model behavior. This approach enables us to prioritize the unlearning of high-impact

samples, thus minimizing model degradation after the removal.

We have compared different Importance Scores within a dataset in Figure 6.2, we can see

the positive correlation (upper triangle > 0) between length, entropy, and coverage diversity,
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(a) HO-Geolife Dataset Importance Density Plot.
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0.0 0.5 1.0
Importance Score

0

2

4

De
ns

ity

length(x) Distribution
Mean: 0.13
Median: 0.09

0.0 0.5 1.0
Importance Score

0

1

2

3

De
ns

ity

entropy(x) Distribution
Mean: 0.40
Median: 0.38

0.0 0.5 1.0
Importance Score

0.0

2.5

5.0

7.5

De
ns

ity

coverage(x) Distribution
Mean: 0.15
Median: 0.12

0.0 0.5 1.0
Importance Score

0

1

2

3

De
ns

ity

unique(x) Distribution
Mean: 0.18
Median: 0.13

(c) HO-NYC Dataset Importance Density Plot.

Figure 6.1: Density plots depicting the distribution of normalized Importance Scores across
datasets with different definitions from the left to the right, (1) Length of Trajectory, (2)
Entropy, (3) Coverage Diversity, and (4) User Uniqueness. Each plot shows the spread of
normalized Importance Scores, with the x-axis representing the normalized score and the
y-axis representing the density of occurrences. Mean and median Importance Scores are
indicated, highlighting differences in different importance across datasets.

but user uniqueness shows a much weaker correlation with the other three Importance Scores

and tends to cluster near zero, as depicted in Figure 6.1. This is due to the strict definition

of the uniqueness function in Equation 5.12, which requires that a token (block) appears

exclusively in a single user’s trajectory to be considered unique. Given the nature of urban

mobility, where users often share common pathways, achieving high uniqueness is uncommon.

As a result, we have decided not to use user uniqueness in our experiments, as its low values

may not contribute meaningfully to the overall importance evaluation. However, we include
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Figure 6.2: Pairwise analysis of the Importance Scores for two datasets. The lower triangle
in each plot shows the joint distribution of the Importance Scores, the upper triangle shows
the correlations, and the plots in the diagonal show the distribution of the importance itself.

it in our analysis to demonstrate that alternative definitions of importance exist, and this

metric could still be useful in specific cases, such as datasets with sparse user distributions or

disjoint mobility patterns across different parts of the city.

6.4 Weighting Parameters for Unified Score

We observe a strong positive correlation between the key Importance Scores length, coverage

diversity, and entropy, indicating that even if we combine them into a single function,

their contributions would not be contradictory. Since these three Importance Scores align

well, they provide a consistent way to evaluate importance without introducing conflicting

influences. Their strong interdependence suggests that they collectively capture the richness

and comprehensiveness of user trajectories, making them reliable measures for our use case.

When combining multiple scores into a single Importance Score, it is essential to determine

the appropriate weighting parameters. This process can be approached through both manual
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adjustments tailored to specific downstream tasks and unsupervised optimization

techniques.

6.4.1 Manual Weight Selection for Downstream Tasks

In many cases, the relative importance of the individual scores may be informed by the

requirements of a specific downstream task. For example:

• Domain Knowledge: Weights can be assigned manually based on expert knowledge

or prior experience regarding the significance of each score.

• Task-Specific Priorities: Different tasks may prioritize certain scores over others. For

instance, if interpretability is critical, simpler weighting schemes (e.g., equal weights)

may be preferred, while performance-oriented tasks may rely on fine-tuned weights

informed by data analysis.

6.4.2 Unsupervised Optimization Techniques

Unsupervised methods are particularly useful when there is no explicit ground truth or target

variable to guide the weighting process. These techniques aim to optimize certain statistical

properties of the unified score. For example:

• Variance Maximization: Allocates weights to maximize the spread of the unified

score across users or samples, ensuring that it captures as much variability as possible

from the underlying data.

• Entropy Maximization: Encourages a broad and balanced distribution of the unified

score by maximizing its entropy, promoting uniform contributions from the individual

scores.
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• Asymmetry and Tailedness Measures: Incorporates additional statistical measures

such as skewness and kurtosis. These metrics ensure that the unified score is not only

spread out but also symmetric and devoid of extreme outliers, balancing its statistical

properties. As shown in Figure 6.3, the optimization effectively incorporates these

metrics by minimizing the objective function in Equation 6.3.

Objective = −(w1 · V + w2 · |S|+ w3 ·Ke), (6.3)

• V : Variance of the user-level mean unified scores (here the function in Equation 5.10

has been used for combined score and visualization in Figure 6.3, which measures the

spread of scores across users. Maximizing V ensures greater diversity in the distribution.

• S: Skewness of the user-level mean unified scores, quantifying the asymmetry of the

distribution:

– S > 0: Right-skewed (longer tail on the right).

– S < 0: Left-skewed (longer tail on the left).

The function minimizes the absolute skewness (|S|) to encourage a symmetric distribu-

tion.

• Ke: Excess kurtosis of the user-level mean unified scores, calculated as kurtosis minus

3, to center the value around 0 for a normal distribution:

– Ke > 0: Heavier tails (more outliers).

– Ke < 0: Lighter tails (fewer outliers).

Minimizing Ke reduces the impact of extreme outliers in the distribution.
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Figure 6.3: The figure illustrates the density distribution of individual scores and the
optimized unified score for different datasets. The optimization incorporates higher-order
shape descriptors (skewness and kurtosis), ensuring that the composite score is spread out,
symmetric, and robust to outliers.

• w1, w2, w3: Fixed weights for variance, skewness, and kurtosis, respectively, which

balance the contribution of each term in the optimization, Weh have chosen the default

and trivial values w1 =
1
3
, w2 =

1
3
, w3 =

1
3
.

By combining unsupervised techniques with manual adjustments, it is possible to create a

flexible and robust method for determining the weighting parameters. This ensures that the

unified score is both data-driven and aligned with the specific goals of the application.

6.5 Unlearning Methods

6.5.1 TraceHiding Variants

We introduce variants of our method, TraceHiding, which arise from different parameter

choices, such as the Importance Score functions used for unlearning.

TraceHiding (Ent). In this variant, we employ the entropy-based importance

function, given by Equation 5.4, to determine the significance of individual samples, which is

a guide for unlearning.

TraceHiding (C.D.). In this variant, we utilize the coverage diversity-based
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importance function, defined by Equation 5.3, to assess sample significance, thereby informing

the method about importance of samples chosen for unlearning.

TraceHiding (Uni.). In this variant, we employ a unified equation to calculate the

Importance Score (Equation 5.10). The selection of appropriate weights within this equation

is discussed in Section 6.4.

6.5.2 Baselines

We use the following baselines for comparative analysis with our method. These methods

are well-known in machine unlearning for classification and have appeared in most previous

studies.

NegGrad [80]. This method applies gradient ascent exclusively to Du (or equivalently,

gradient descent on Du with the gradient negated, which is why it is often called NegGrad).

The underlying idea is to try to “delete” Du by maximizing the loss on that data, effectively

aiming to “reverse” the learning process the network previously performed to learn that data.

NegGrad+ [80]. NegGrad might reduce the performance on the remaining dataset

Dr because it lacks motivation to preserve useful information while conducting gradient

ascent. Essentially, if the remaining data is similar to the unlearning dataset, NegGrad’s

goal of maximizing the loss on Du could inadvertently increase the loss on parts of Dr, which

is undesirable. To tackle this issue, it employs a more robust approach that performs gradient

ascent on the unlearning dataset (like NegGrad) and gradient descent on the remaining

dataset (similar to Fine-tuning). This method aims to achieve a balance by maximizing the

loss on Du while minimizing it on Dr.

SCRUB [43]. SCRUB uses a teacher-student approach. The teacher is the original

model, trained on the full dataset. The student starts with the teacher’s knowledge and

then learns to keep only the information relevant to the remaining dataset. The student has
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two main goals: to become similar to the teacher for the remaining dataset and to become

different from the teacher for the dataset to be forgotten. This way, information about the

unlearning dataset is effectively removed. SCRUB aims to balance removing information

about the unlearning dataset while keeping information about the remaining dataset. It does

this through both positive and negative knowledge transfer from the original model.

Finetuning. This method is finetuning on the remaining dataset Dr. This method

focuses on the remaining data, revisiting it to ensure we prioritize it over the data that hasn’t

undergone fine-tuning. By doing so, we concentrate on improving the parts that need more

attention and forgetting the data that doesn’t participate in fine-tuning.

Bad-T [42]. This work introduces a novel machine unlearning technique through a

teacher-student framework. The core of this approach involves two distinct types of teachers:

a competent teacher, which is a fully trained model that encapsulates the complete knowledge

from the training data, and an incompetent teacher, which is a randomly initialized model

that lacks any meaningful knowledge. The student model, initially carrying the knowledge

of the competent teacher, undergoes a selective unlearning process guided by these two

teachers. This method tries to achieve unlearning by minimizing a loss on the student’s

outputs and those of the incompetent teacher for the unlearning data, effectively erasing this

information. Simultaneously, the loss is minimized between the student’s outputs and those

of the competent teacher for the retain data, preserving essential knowledge.

6.6 Results and Analysis

This section distills the extensive appendix tables (Tables A.1–A.6) into concise comparisons

that answer our five research questions (RQ1–RQ5). We separate the discussion into uniform

and targeted deletion scenarios, then analyze cross-dataset robustness, model sensitivity, and

the influence of the Importance Score.
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Table 6.1: The average rank of Unlearning Accuracy across different datasets and models
under uniform sampling, where a lower rank indicates better performance. Results are
shown for various proportions of data samples selected for removal.

Method 1 % 5 % 10 % 20 %

TraceHiding (Ent.) 2.88 3.67 2.25 2.25
NegGrad 3.25 2.62 2.92 3.08
TraceHiding (Uni.) 3.62 3.58 3.67 3.33
TraceHiding (C.D.) 4.08 3.75 3.33 3.58
NegGrad+ 3.75 3.79 4.58 4.75
SCRUB 5.21 5.12 5.71 4.92
Bad-T 5.92 6.25 5.75 6.38
Finetuning 7.29 7.21 7.79 7.71

6.6.1 Unlearning under Uniform Sampling

Uniform sampling removes a random fraction of users (1 %, 5 %, 10 %, 20 %). Table 6.1 shows

the average rank (lower = better) of each method’s Unlearning Accuracy (UA) across all

three datasets and four model architectures.

Across all removal sample sizes, the average-rank analysis shows a clear hierarchy: Trace-

Hiding with entropy importance is the most reliable unlearning strategy, finishing first

overall and never worse than third in any column, while vanilla NegGrad is the strongest

of the “classical” baselines. The two other TraceHiding variants (unified and coverage

diversity) form a second tier, roughly matching NegGrad at moderate fractions but slipping

slightly when only 1% of users are erased. NegGrad+, SCRUB, and Bad-T occupy a

third tier whose relative ordering fluctuates with the amount of data removed, indicating

that these methods are more sensitive to the sampling regime. Finally, plain Finetuning

consistently ranks last by a wide margin, reinforcing that dedicated techniques are essential

for dependable user-level unlearning.
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Table 6.2: Change in MIA AUC (targeted – uniform) at 10% unlearning (mean over
datasets/models; ↓ better).

Method MIA AUC (Targeted) MIA AUC (Uniform) ∆

TraceHiding (Ent.) 31.06 36.28 -5.22
TraceHiding (C.D.) 31.06 35.14 -4.08
NegGrad 34.90 36.40 -1.50
Finetuning 37.23 36.71 0.52
NegGrad+ 35.19 34.05 1.14
Bad-T 36.94 35.23 1.71
SCRUB 37.83 34.87 2.96
TraceHiding (Uni.) 37.81 34.38 3.43

6.6.2 Unlearning under Targeted Sampling

Targeted sampling removes the most important users, ranked by entropy. Table 6.2 presents

the change in MIA AUC (relative to uniform sampling) under a 10% deletion scenario. A lower

MIA AUC indicates better forgetting, meaning the attack model is less able to distinguish

the unlearned dataset.

Since we are removing high-information users, we expect models to struggle more with

unlearning in this setting. The metric reported in Table 6.2 allows us to compare the

robustness of different unlearning methods under more adversarial deletion conditions.

Table 6.2 demonstrates that the TraceHiding variants perform best under targeted

sampling. Specifically, TraceHiding (Ent.) shows the largest reduction in MIA AUC

with a ∆ of -5.22%, indicating superior forgetting when high-information users are removed.

TraceHiding (C.D.) also performs well with a -4.08% change.

NegGrad shows a modest improvement (-1.50%), while Finetuning slightly worsens

under targeted sampling, with a positive change of 0.52%. NegGrad+, Bad-T, SCRUB,

and TraceHiding (Uni.) all have positive ∆ values, meaning their performance degrades

under targeted sampling. SCRUB and TraceHiding (Uni.) in particular suffer the

most, with increases of 2.96% and 3.43% in MIA AUC, respectively. This suggests that these
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Table 6.3: Mean Unlearning Accuracy (UA) and Test Accuracy (TA) at 10 % uniform deletion,
averaged over four models per dataset. Methods are ranked by their average distance to the
Retraining baseline (gold standard) on both UA and TA. The closest method is shown in
bold; the second closest is underlined. Runtime is expressed as a multiplicative factor with
respect to full retraining.

Method HO-Rome HO-Geolife HO-NYC Speedup
UA TA UA TA UA TA

Retraining 100.00 18.82 100.00 45.07 100.00 70.81 1×

TraceHiding (Ent.) 88.31 19.38 68.03 57.37 62.89 73.71 10.01×
TraceHiding (C.D.) 85.17 20.72 59.58 59.02 55.75 75.38 10.03×
TraceHiding (Uni.) 83.08 20.80 55.31 59.31 60.24 74.37 9.81×
NegGrad+ 88.01 20.24 53.73 60.05 47.47 72.28 12.62×
NegGrad 92.64 13.72 59.12 57.10 51.20 54.99 13.81×
SCRUB 80.40 21.25 47.26 60.16 52.44 73.89 9.51×
Bad-T 78.60 21.98 51.02 58.75 39.27 77.02 8.07×
Finetuning 76.57 21.88 36.56 63.13 10.58 81.18 5.21×

methods are more sensitive to the deletion of high-information users and less effective in such

scenarios. Notably, while TraceHiding (Uni.) is a variant of the trace hiding approach,

it performs poorly under targeted sampling, suggesting that the unified importance score

may be less effective at identifying and mitigating the impact of high-information users in

adversarial deletion scenarios. Overall, targeted unlearning stresses the unlearning methods

differently, revealing TraceHiding variants, especially the entropy-based one, as the most

resilient to adversarial deletions.

6.6.3 Cross-Dataset Robustness

Table 6.3 reports the mean Unlearning Accuracy (UA) and Test Accuracy (TA) obtained

after deleting 10% of the training data per dataset. Across all three datasets, the relative

ordering of the methods is stable: the proposed TraceHiding variants remain among the

top performers, with NegGrad providing the strongest conventional baseline.
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TraceHiding, especially the entropy variant, stands out as the method that hugs the

retraining gold-standard most tightly, posting the smallest average gap on both unlearning

accuracy and test accuracy while still running about ten times faster. By contrast, NegGrad

and NegGrad+ variant lean toward preserving generalization at the expense of Unlearning

Accuracy, and Finetuning drifts furthest from retraining, particularly on HO-NYC where

its UA collapses—in short, TraceHiding (Ent.) is the closest proxy to full retraining

across all datasets and metrics. For practitioners, this means that when fidelity to the

retrained model matters more than raw speed, TraceHiding (Ent.) should be the

default, with NegGrad+ as a secondary option for a larger speed-up.

6.6.4 Effect of the Deletion Sample Size

Our proposed TraceHiding (Ent.) method demonstrates competitive and often superior

performance across various unlearning metrics, particularly in maintaining model utility after

the unlearning process. As shown in Table 6.4 and Figure 6.4, TraceHiding (Ent.)

consistently achieves higher Unlearning Accuracy (UA), Remaining Accuracy (RA), and

Test Accuracy (TA) for the HO-Geolife dataset, and often for HO-Rome and HO-NYC as

well. The bolded values indicate that our method’s performance closely aligns with the

gold-standard retraining-from-scratch approach, signifying effective removal of influence from

the unlearned data while preserving the model’s generalization capabilities on the remaining

dataset. For instance, in HO-Rome, TraceHiding (Ent.) shows better UA and TA

across multiple unlearning percentages, indicating a robust ability to forget specific data

points without compromising overall model performance. This strong utility preservation is a

critical advantage for real-world applications where unlearning must not severely degrade the

model’s predictive power.

A comparison with NegGrad+ reveals specific trade-offs, particularly concerning
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Table 6.4: A quantitative comparison of four metrics across the datasets and varying sample
sizes (1%, 5%, 10%, 20%) for two strong candidates for unlearning method: TraceHiding
(Ent.) and NegGrad+. The bolded values indicate the performance closer to a retrained
model, signifying better outcomes for each respective metric.

Dataset Metric TraceHiding (Ent.) NegGrad+

1% 5% 10% 20 % 1% 5% 10% 20%

HO-Rome

UA 82.94 86.51 88.31 90.47 86.41 86.05 88.01 88.76
RA 38.39 35.39 32.17 28.77 39.81 37.79 34.98 30.26
TA 22.06 20.93 19.38 16.61 22.65 21.95 20.24 17.58
MIA 31.48 22.56 18.79 14.24 27.37 24.12 15.77 18.40

HO-Geolife

UA 74.19 64.62 68.03 65.54 72.76 63.64 53.73 54.00
RA 81.88 81.35 79.62 79.61 83.04 83.65 82.43 81.51
TA 61.32 61.74 57.37 55.41 61.89 63.13 60.05 58.72
MIA 47.61 43.44 44.63 42.86 41.44 39.18 41.22 44.47

HO-NYC

UA 46.24 44.98 62.89 69.09 31.44 37.57 47.47 45.93
RA 94.40 93.81 93.01 92.72 94.51 92.45 88.94 87.42
TA 79.68 78.02 73.71 68.93 80.00 77.24 72.28 68.74
MIA 49.71 48.02 45.41 42.96 49.66 47.94 45.17 41.87

membership inference attack (MIA) resilience (Figure 6.4d) and computational speedup

(Table 6.5.) While NegGrad+ often provides superior protection against membership

inference attacks, evident from its lower MIA AUC values on HO-Geolife and HO-NYC, the

speedup analysis shows a varied picture. Although NegGrad+ can achieve significantly

speedups at the smallest unlearning percentage (1%) across all datasets (and at 5% for

HO-Geolife), TraceHiding (Ent.) frequently demonstrates superior speedups when

unlearning a larger proportion of data (5%, 10%, and 20% for HO-Rome and HO-NYC).

This indicates that for scenarios involving the removal of a substantial portion of the training

data, TraceHiding (Ent.) can be the more computationally efficient choice. The

selection between TraceHiding (Ent.) and NegGrad+ thus depends on the specific

priorities of the application: prioritizing robust utility preservation and faster unlearning for

larger deletion requests might favor TraceHiding (Ent.), whereas maximizing privacy

67



Table 6.5: Comparison of speedup (× faster than retraining) achieved by two strong unlearning
candidates, TraceHiding (Ent.) and NegGrad+, across three datasets and varying
sample sizes (1%, 5%, 10%, 20%). Bold values highlight the higher speedup between methods
for a given configuration.

Dataset Method 1% 5% 10% 20%

HO-Rome TraceHiding (Ent.) 15.6× 12.8× 10.6× 10.7×
NegGrad+ 15.7× 11.9× 9.2× 9.1×

HO-Geolife TraceHiding (Ent.) 5.0× 5.7× 5.5× 4.0×
NegGrad+ 7.8× 12.0× 5.5× 3.8×

HO-NYC TraceHiding (Ent.) 11.9× 14.8× 16.1× 10.1×
NegGrad+ 21.6× 13.1× 14.9× 10.0×

guarantees against membership inference and achieving quicker unlearning for very small

deletion requests might lean towards NegGrad+.

The quantitative analysis of unlearning methods, TraceHiding (Ent.) and Neg-

Grad+, presented in Table 6.4 reveals distinct strengths and weaknesses across various

datasets and unlearning sample sizes, highlighting the nuanced trade-offs inherent in machine

unlearning. TraceHiding (Ent.) consistently demonstrated superior performance in

Unlearning Accuracy (UA), particularly notable in the HO-Geolife and HO-NYC datasets

where it was predominantly closer to the gold-standard retrained model. Furthermore, for

datasets like HO-Rome and HO-Geolife, TraceHiding (Ent.) generally maintained better

Test Accuracy (TA), suggesting its efficacy in preserving the model’s overall generalization

capabilities despite data removal. This indicates that TraceHiding (Ent.) is a strong

contender when the primary objective is comprehensive forgetting of specific data points and

maintaining broad model utility.

Conversely, NegGrad+ exhibited an advantage in preserving the model’s accuracy

on remaining data in HO-Rome dataset, as evidenced by its frequently bolded Remaining

Accuracy (RA) values across the sample sizes. More critically, NegGrad+ consistently

outperformed TraceHiding (Ent.) in mitigating Membership Inference Attacks (MIA),
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Figure 6.4: Comparative Analysis of Remaining Accuracy, Test Accuracy, Unlearning Accu-
racy, and Membership Inference Attack AUC.

achieving lower AUC scores, particularly prominent in the HO-Geolife and HO-NYC datasets.

This robust privacy protection, coupled with its ability to retain performance on the retained

data, positions NegGrad+ as a more suitable method when data privacy and the integrity

of the retained knowledge are paramount. The findings underscore that the optimal unlearning

strategy is not universal, but rather contingent on the unlearning objectives, be it maximizing

forgetting and generalization or prioritizing utility preservation and privacy guarantees.

6.6.5 Model Architecture Sensitivity

The analysis of Unlearning Accuracy at 10% deletion (Table 6.6) reveals significant trends

regarding unlearning effectiveness across different model architectures and methods. Notably,

69



Table 6.6: Comparative Unlearning Accuracy at 10% Deletion for RNN and Transformer
Architectures under Various Unlearning Methods (Uniform Sampling). Best and second-best
accuracies for each model are indicated by bold and underline, respectively.

Method GRU LSTM BERT ModernBERT

Bad-T 51.57 47.52 65.62 60.47
Finetuning 46.08 44.03 35.49 39.34
NegGrad 57.88 56.83 92.46 63.43
NegGrad+ 57.23 53.20 81.25 60.62
SCRUB 54.09 50.19 79.96 55.91
TraceHiding (Ent.) 61.39 56.07 93.48 81.37
TraceHiding (C.D.) 60.52 55.62 83.74 67.45
TraceHiding (Uni.) 59.90 53.15 81.44 70.33

Transformer-based models (BERT and ModernBERT) consistently achieve higher unlearning

accuracies compared to RNN-based models (GRU and LSTM), suggesting their inherent

architecture may be more amenable to effective data removal. The TraceHiding (Ent.)

method demonstrates remarkable robustness and transferability, emerging as the best per-

former for GRU, BERT, and ModernBERT, and the second-best for LSTM, highlighting its

broad applicability. Similarly, NegGrad exhibits strong performance, particularly for LSTM

and BERT, underscoring its efficacy in certain contexts. Conversely, simpler approaches like

Finetuning consistently yield the lowest unlearning accuracies, indicating their inadequacy

for true data unlearning. These findings suggest that advanced unlearning methodologies,

especially those leveraging information-theoretic principles like TraceHiding (Ent.), are

crucial for achieving high unlearning fidelity across diverse neural network architectures.

6.6.6 Effect of the Importance Score

As summarized in Table 6.7, the Entropy variant most faithfully imitates full retraining on

the HO-Geolife and HO-NYC datasets. Its Unlearning Accuracy (UA) reaches 68.0% and

62.9 %, respectively, substantially closer to the 100 % the gold standard than either Coverage
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Table 6.7: TraceHiding variant comparison (10%, uniform sampling).

Dataset Variant UA RA TA MIA

HO-Geolife

Coverage Diversity 59.58 82.26 59.02 43.77
Entropy 68.03 79.62 57.37 44.63
Unified 55.31 82.26 59.31 43.68
Retraining 100.00 62.71 45.07 29.32

HO-NYC

Coverage Diversity 55.75 94.14 75.38 45.26
Entropy 62.89 93.01 73.71 45.41
Unified 60.24 93.71 74.37 45.32
Retraining 100.00 91.77 70.81 36.28

HO-Rome

Coverage Diversity 85.17 36.37 20.72 16.38
Entropy 88.31 32.17 19.38 18.79
Unified 83.08 36.09 20.80 14.14
Retraining 100.00 37.64 18.82 9.30

Diversity or Unified. At the same time, Remaining Accuracy (RA) and Test Accuracy (TA)

remain close to the Retraining on HO-Geolife and HO-NYC. This comes at a privacy cost:

Membership-Inference Attack (MIA) success rates climb by roughly 15 percentage points.

In other words, Entropy offers the best fidelity to retraining on learning-centric metrics

(UA and TA) but weakens the privacy guarantees that retraining provides. Note that all of

the numbers for MIA are close together and the differences are negligible in most cases for

different variants.

6.7 Summary of Findings

Our comprehensive experimental evaluation demonstrates that the proposed TraceHiding

method, particularly when utilizing an entropy-based Importance Score (TraceHiding

(Ent.)), significantly enhances unlearning capabilities compared to baseline approaches

(RQ1). Across uniform sampling scenarios (Section 6.6.1), TraceHiding (Ent.) con-

sistently ranked as a top performer in Unlearning Accuracy (UA) across various datasets,
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models, and deletion sample sizes, outperforming classical baselines like NegGrad and

significantly surpassing simple Finetuning. This superiority was further confirmed by its

strong performance in cross-dataset robustness checks (Section 6.6.3), where it most closely

approximated the gold-standard retraining results in both UA and Test Accuracy (TA) while

offering substantial speedups. The method also showed robust UA across different model

architectures (Section 6.6.5).

The choice and formulation of the Importance Score are crucial for unlearning performance

(RQ2, RQ3), as detailed in Sections 6.3 and 6.4, we analyzed the results of the different

formulation in Section 6.6.6. The Entropy variant of TraceHiding generally provided the

best fidelity to full retraining concerning UA and TA, particularly on the HO-Geolife and HO-

NYC datasets, making it a strong candidate when these metrics are paramount. While other

variants like Unified or Coverage Diversity sometimes offered marginally better MIA resilience,

the Entropy score struck a good balance. Regarding the impact of deletion strategies (RQ4),

our analysis of targeted sampling (Section 6.6.2) revealed that TraceHiding (Ent.)

and TraceHiding (C.D.) are more resilient to the removal of high-information users,

showing improved or less degraded MIA AUC compared to uniform sampling, unlike several

other methods whose forgetting effectiveness diminished significantly under such adversarial

conditions.

Finally, the experiments illuminated the trade-offs between unlearning effectiveness and

computational cost (RQ5). TraceHiding (Ent.) generally provided UA and TA closest

to retraining while being around 10 times faster (Table 6.3). A detailed comparison with

NegGrad+ (Section 6.6.4) highlighted nuanced trade-offs: TraceHiding (Ent.) often

excelled in UA, TA, and speedup for larger deletion percentages (5-20%), while NegGrad+

showed advantages in MIA resilience and sometimes speed for very small (1%) deletion

requests. These findings underscore that the optimal unlearning strategy depends on specific

priorities, such as the desired level of forgetting, utility preservation, privacy against MIA,
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the nature of data deletion (uniform vs. targeted), and computational constraints.
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Chapter 7

Conclusion

This thesis addressed the challenge of machine unlearning in the context of trajectory data,

specifically focusing on the scenario where users request the complete deletion of their data

to protect their privacy. We introduced TraceHiding, a novel unlearning methodology

that enhances existing teacher-student frameworks by incorporating data-driven Importance

Scores. The core idea was to selectively guide the unlearning process by quantifying the

significance of individual data samples, thereby aiming for a more efficient and effective

removal of user-specific information while preserving overall model utility.

7.1 Summary and Contributions

Our research began by formalizing the problem of machine unlearning for trajectory classifica-

tion tasks, specifically Trajectory-User Linking (TUL). We then detailed the TraceHiding

algorithmic framework, which leverages a teacher-student architecture where the student

model is trained to forget specific user data based on a carefully designed loss function. A

key innovation was the integration of Importance Scores (such as those based on trajectory

length, coverage diversity, and entropy) into this loss function to modulate the unlearning
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process. We explored various methods for defining and unifying these Importance Scores.

The comprehensive experimental evaluation yielded several key findings:

• RQ1: Enhanced Capabilities: The TraceHiding method, particularly the

entropy-based variant (TraceHiding (Ent.)), demonstrated superior or compet-

itive performance in Unlearning Accuracy (UA) compared to baseline methods like

NegGrad, NegGrad+, SCRUB, Bad-T, and Finetuning across various

datasets and model architectures under uniform user deletion scenarios. It often pro-

vided the closest approximation to full retraining in terms of UA and Test Accuracy

(TA) while being significantly faster.

• RQ2 & RQ3: Importance Score Impact: The choice and formulation of the

Importance Score were shown to be critical. The entropy-based Importance Score,

TraceHiding (Ent.), generally offered the best balance in achieving high UA

and maintaining TA, closely mirroring retraining results, especially for datasets like

HO-Geolife and HO-NYC. Other scores, like the unified score or coverage diversity,

sometimes provided slight advantages in MIA resilience, though differences in MIA

were often negligible among TraceHiding variants. The information in Section 6.3

and analysis in Section 6.6.6 detailed how different formulations affected performance.

• RQ4: Sampling Strategy Effects: When evaluating unlearning under targeted

sampling, TraceHiding (Ent.) and TraceHiding (C.D.) proved more resilient,

showing better forgetting (lower or improved MIA AUC) compared to uniform sampling.

This contrasted with several other methods whose effectiveness diminished under such

adversarial deletion conditions.

• RQ5: Unlearning Accuracy vs. Computational Cost Trade-offs: TraceHid-

ing methods, particularly TraceHiding (Ent.), generally achieved a good balance
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by providing UA and TA close to retraining but with approximately 10x speedup.

Compared to NegGrad+, TraceHiding (Ent.) often excelled in UA, TA, and

speedup for larger deletion percentages, while NegGrad+ sometimes offered better

MIA resilience and speed for very small deletion requests (e.g., 1,%).

Furthermore, our experiments demonstrated that Transformer-based models (BERT,

ModernBERT) were generally more amenable to unlearning than RNN-based models (GRU,

LSTM), achieving higher unlearning accuracies. TraceHiding (Ent.) showed robustness

across these different architectures.

Moreover, TraceHiding is designed with scalability in mind. Since the Importance

Scores are computed solely from static characteristics of the training data (e.g., entropy,

trajectory length, and coverage diversity), they can be precomputed during data preprocessing

and stored efficiently. In settings involving large training data, these scores typically do not

need to be recomputed unless there is a significant shift in the data distribution. Instead,

the unlearning process can retrieve them on demand using well-established data structures,

such as hash maps or tree-based indices, based on trajectory or user identifiers. As a result,

the scalability challenge shifts from computational overhead to efficient data retrieval and

storage, a well-understood problem in systems and database design.

The main contributions of this thesis are:

1. TraceHiding Algorithmic Framework. We presented the first importance-aware

machine-unlearning pipeline for Trajectory-User Linking (TUL), showing that targeted

forgetting can be achieved without full retraining.

2. Hierarchical Importance Scoring. A novel, data-driven hierarchy of token-,

trajectory-, and user-level scores pinpoints the samples whose removal maximally

protects privacy while minimally harming utility.
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3. Teacher–Student Distillation. Our loss function couples importance-weighted

knowledge transfer with a contrastive term, suppressing sensitive representations and

reinforcing retained knowledge.

4. Comprehensive Empirical Validation. Experiments on the HO-Rome, HO-GeoLife,

and HO-NYC datasets show that TraceHiding reduces deletion time, boosts un-

learning fidelity against strong baselines.

7.2 Future Work

While TraceHiding has shown promising results in trajectory-based unlearning, several

directions remain open for future research. These works explore extensions to new tasks,

richer data representations, real-time scenarios, and broader social considerations such as

fairness and regulatory compliance.

7.2.1 Beyond TUL: Other Predictive Tasks

Future work could explore how the TraceHiding framework generalizes to other location-

based generative or predictive tasks such as next-location prediction, transportation mode

inference, or mobility anomaly detection. These tasks differ in their learning objectives and

may require adapting the loss function or importance metrics. Testing across such use cases

can offer deeper insight into the versatility and robustness of importance-aware unlearning.

7.2.2 Richer Importance Signals

The current implementation of importance scores focuses on entropy, length, and diversity.

Future research might incorporate semantic context, such as Points of Interest (POI) types,

user demographics, or even textual annotations, to better estimate the privacy sensitivity of
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samples. Moreover, integrating gradient-based influence functions could help capture a more

causal relationship between individual data points and model predictions, enabling even finer

control during unlearning.

7.2.3 Streaming and Continual Settings

Deploying unlearning methods like TraceHiding in real-world applications requires ad-

dressing the challenges of streaming and continual learning. In such settings, user trajectories

arrive in real time, necessitating fast, memory-efficient updates and the ability to handle

concept drift. Maintaining unlearning guarantees under resource-constrained or dynamic

environments will require new algorithmic strategies and optimizations.

7.2.4 Fairness and Compliance Analysis

Finally, any practical deployment of machine unlearning must ensure that the process

does not inadvertently introduce biases or disproportionately affect certain user groups.

Future research should involve fairness audits to monitor group-level performance shifts

post-unlearning. Additionally, aligning unlearning procedures with evolving legal frameworks

such as the GDPR and CCPA is essential for real-world applicability in sensitive domains

like healthcare or finance.
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Appendix A

Detailed Results

A.1 Results Under Uniform Random Sampling

In this section, we present detailed results evaluating unlearning methods under the setting of

uniform random sampling of users for deletion. Specifically, users are selected independently

and uniformly at random from the dataset to simulate deletion requests. This evaluation

setting provides a controlled and unbiased scenario to measure the unlearning performance

across a representative subset of the user population. It allows us to assess the robustness,

consistency, and utility preservation of the unlearning approach without introducing bias

from specific user attributes or behaviors.
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Table A.1: The results for the HO-Rome dataset using uniform sampling. All numbers are
presented as percentages.

HO-Rome Dataset

Sample Size 1 % 5 % 10 % 20 %

Methods UA RA TA MIA UA RA TA MIA UA RA TA MIA UA RA TA MIA

GRU

Retraining 100 0.72 0.73 0 100 0.66 0.64 0.61 100 1.33 1.2 0.73 100 0.83 0.61 3.14
Finetuning 98.52 5.74 6.17 24.3 92.28 5.61 6.23 12.84 94.2 5.72 6.23 6.07 94.9 5.82 6.17 4.58
NegGrad 100 5.58 6.05 24.1 99.84 4.84 5.12 12.15 98.09 5.15 5.12 5.99 96.38 5.92 5.91 4.71
NegGrad+ 100 5.51 5.56 24.32 99.84 4.9 5.23 11.95 97.44 5.59 5.64 6.08 96.5 5.97 6.08 4.45
Bad-T 98.52 5.71 6.14 24.29 92.12 5.56 6.2 12.83 94.13 5.65 6.35 6.1 94.9 5.78 6.26 4.58
SCRUB 99.26 5.72 6.14 24.28 92.28 5.57 6.2 12.9 94.12 5.67 6.23 5.96 94.97 5.8 6.17 4.41
TraceHiding (Ent.) 99.26 5.69 6.17 23.67 95.19 5.45 5.88 11.94 94.83 5.63 5.85 5.45 95.14 5.8 6.02 4.42
TraceHiding (C.D.) 99.26 5.71 6.08 23.73 95.5 5.57 5.99 11.44 95.35 5.71 6.2 4.86 95.22 5.77 5.99 4.15
TraceHiding (Uni.) 99.26 5.73 6.14 22.6 95.98 5.63 6.05 12.71 94.98 5.82 6.14 5.87 95.18 5.78 5.99 4.06

LSTM

Retraining 100 6.37 3.98 4.25 100 0.73 0.7 5.89 100 0.79 0.7 2.7 100 0.85 0.67 5.85
Finetuning 98.52 11.1 6.84 22.42 90.56 11.08 6.84 14.57 89.08 11.02 6.73 7.69 90.14 11.35 6.81 8.24
NegGrad 99.26 11.18 6.93 20.69 96.85 11.26 6.75 14.52 95.22 11.18 6.78 7.93 94.72 11.73 6.35 8.46
NegGrad+ 99.26 11.24 6.9 22.23 97.01 11.3 6.99 14.3 94.92 11.49 6.64 8 94.53 11.89 6.26 8.42
Bad-T 98.52 11.1 6.87 22.41 90.4 11.13 6.93 14.53 89.16 11.16 6.99 7.65 89.96 11.53 6.99 8.29
SCRUB 98.52 11.1 6.73 22.42 90.56 11.07 6.84 14.59 89.08 11.05 6.73 7.67 90.07 11.38 6.81 8.26
TraceHiding( Ent.) 98.52 11.08 6.75 22.3 94.47 11.19 6.61 13.68 91.21 11.17 6.7 6.61 95.6 11.92 6.05 7.09
TraceHiding (C.D.) 98.52 11.13 6.78 22.55 94.49 11.17 6.67 12.16 91.52 11.38 6.81 6.76 95.15 11.65 6.23 8.43
TraceHiding (Uni.) 98.52 11.08 6.78 21.57 95.26 11.2 6.75 12.02 91.72 11.04 6.78 6.27 94.64 11.63 6.08 7.86

BERT

Retraining 100 88.74 39.65 31.35 100 87.76 38.42 26.96 100 84.55 36.61 20.7 100 85.36 32.34 18.12
Finetuning 35.65 81.54 38.04 48.9 60.63 82.44 38.1 43.6 58.48 82.29 37.66 36.82 54.16 82.92 37.02 35.39
NegGrad 86.2 76.09 36.87 48.35 80.6 52.58 29.77 39.77 97.59 7.54 4.74 36.75 99.28 0.64 0.64 27.5
NegGrad+ 69.72 80.49 38.04 49.23 72.05 73.06 36.32 42.1 82.58 60.91 31.08 32.03 88.72 41.01 21.67 31.7
Bad-T 75.19 79.36 37.98 49.25 65.36 78.78 37.25 42.84 62.31 78.82 36.64 40.65 53.69 78.19 35.67 42.86
SCRUB 79.54 77.72 37.08 47.77 82.94 67.38 34.27 42.74 70.4 67.86 34.33 38.36 86.53 53.7 25.94 32.48
TraceHiding (Ent.) 86.39 78.17 37.08 45.6 85.59 68.25 34.36 38.79 89.56 55.98 29.94 36.3 94.91 43.64 21.73 33.55
TraceHiding (C.D.) 78.61 80.49 37.81 48.11 72.24 76.4 37.16 42.85 83.77 71.14 34.33 33.48 82.5 70.85 31.29 31.03
TraceHiding (Uni.) 95.28 79.97 37.92 48.1 76.05 74.77 35.67 43.12 75.8 70.13 34.36 34.1 80.55 64.91 30.41 31.83

ModernBERT

Retraining 100 69.38 39.94 34.27 100 67.02 38.77 26.36 100 63.88 36.78 13.08 100 57 32.4 18.76
Finetuning 62.22 59.56 37.49 4.89 65.61 59.16 37.72 25.28 64.51 61.21 36.9 28.43 64.04 61.07 35.76 19.5
NegGrad 72.59 62.25 40.38 45.43 77.91 62.5 39.47 15.67 79.66 63.03 38.25 27.06 78.83 62.54 36.11 11.43
NegGrad+ 76.67 61.98 40.12 13.7 75.29 61.91 39.27 28.12 77.07 61.92 37.6 16.97 75.31 62.18 36.32 29.04
Bad-T 75.28 62.55 40.2 37.3 70.39 62.97 38.68 34.97 68.8 63.88 37.95 17.74 66.37 64.04 35.38 27.45
SCRUB 63.24 61.21 39.56 48.14 65.74 59.98 38.36 35 67.97 60.12 37.72 19.16 68.93 59.19 36.23 17.7
TraceHiding (Ent.) 47.59 58.63 38.25 34.36 70.78 56.69 36.87 25.83 77.64 55.9 35.03 26.79 76.23 53.72 32.63 11.9
TraceHiding (C.D.) 62.13 58.54 38.36 34.72 67.93 58.59 37.92 25.38 70.03 57.23 35.56 20.43 70.44 58.36 34.74 28.12
TraceHiding (Uni.) 44.91 58.37 38.48 46.08 66.75 57.36 36.67 32.71 69.8 57.38 35.94 10.34 73.95 57.1 34.18 11.02
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Table A.2: The results for the HO-Geolife dataset using uniform sampling. All numbers are
presented as percentages.

HO-Geolife Dataset

Sample Size 1 % 5 % 10 % 20 %

Methods UA RA TA MIA UA RA TA MIA UA RA TA MIA UA RA TA MIA

GRU

Retraining 100 66.17 54.8 35.9 100 72.61 60.85 36.15 100 52.13 41.21 25.43 100 50.56 37.58 23.71
Finetuning 44.73 84.96 64.98 47.99 38.12 85.47 65.2 46.58 25.82 84.88 65.34 46.73 16.19 84.88 65.48 46.12
NegGrad 79.15 83.94 62.56 48.02 58.58 84.96 64.7 45.99 45.64 83.14 62.28 46.01 41.47 83.46 62.42 45.41
NegGrad+ 56.83 84.63 64.27 48.04 54.73 85.23 65.41 46.08 46.59 85.52 64.13 46.16 37.29 85.36 63.99 45.55
Bad-T 47.88 84.08 64.84 47.98 38.24 84.38 65.34 46.46 28.81 83.95 64.41 46.42 21.73 83.96 64.06 45.82
SCRUB 50.29 84.37 64.77 48.03 38.33 84.53 65.2 46.48 34.73 84.34 64.2 46.38 30.21 84.03 63.42 45.55
TraceHiding (Ent.) 60.61 84.37 64.41 47.98 45.58 84.59 65.05 46.47 50.46 85.08 63.2 46.25 39.52 84.25 62.85 45.63
TraceHiding (C.D.) 62.42 84.45 64.06 48.05 45.32 84.53 65.2 46.41 48.85 84.43 62.49 46.25 39.07 84.33 62.28 45.64
TraceHiding (Uni.) 50.68 84.39 64.98 47.98 44.64 84.48 65.27 46.31 46.16 85.03 63.2 46.3 42.05 84.22 62.28 45.37

LSTM

Retraining 100 62.36 50.46 29.48 100 66.42 53.67 32 100 31.08 26.05 17.08 100 31.62 23.56 11.03
Finetuning 42.84 79.64 60.64 46.46 38.24 80.49 61.14 42.74 28.7 79.46 60.57 43.95 21.33 79.11 61 43.6
NegGrad 43.68 79.27 60.57 46.17 42.8 79.78 60.36 42.45 48.53 78.18 58.65 43.36 41.37 78.05 59.64 42.95
NegGrad+ 45.63 79.27 60.57 46.24 44.48 80.01 60.57 42.42 39.97 79.87 60 43.76 33.27 79.18 60.93 43.1
Bad-T 40.5 79.16 60.57 46.33 37.86 79.71 60.85 42.51 29.05 78.75 60.78 43.87 22.28 78.04 60.71 43.65
SCRUB 42.84 79.23 60.57 46.37 37.09 79.95 60.78 42.56 30 78.97 60.5 43.79 23.22 78.53 60.64 43.48
TraceHiding (Ent.) 43.9 79.23 60.71 46.19 39.61 80.08 60.93 42.5 42.15 79.08 59.22 43.48 43.26 78.79 59.15 43.06
TraceHiding (C.D.) 43.35 79.31 60.57 45.92 41.39 79.9 60.78 41.77 39.18 79.47 59.5 43.67 48.86 78.85 56.87 43.4
TraceHiding (Uni.) 43.9 79.33 60.28 46.38 40.62 79.97 60.85 41.91 39.69 79.32 59.64 43.3 51.65 78.8 57.79 43.11

BERT

Retraining 100 86.93 65.12 42.88 100 87.3 67.76 36.9 100 86.52 59.36 39.18 100 84.32 56.51 39.8
Finetuning 63.07 87.69 66.98 48.59 49.69 87.89 66.9 48.28 40.6 88.17 65.27 47.78 36.8 88.65 64.98 47.1
NegGrad 93.14 85.85 63.35 47.67 78.3 87.15 64.63 48.36 79.8 69.52 50.25 45.49 88.9 59.6 41.21 45.89
NegGrad+ 95.43 86.68 63.84 48.39 77.81 87.04 65.05 47.69 66.98 81.43 57.86 45.82 83.23 77.66 52.81 45.16
Bad-T 70.07 86.26 63.35 48.64 69.22 86.52 65.05 48.33 82.52 83.34 54.66 47.06 83.41 84.01 52.67 46.89
SCRUB 89 86.61 63.2 48.28 76.01 84.9 64.34 47.39 71.6 81.62 56.87 46.25 77.86 78.78 53.38 45.48
TraceHiding (Ent.) 99.13 83.17 61.14 48.64 100 80.31 60.93 47.43 93.77 75.23 52.46 45.07 93.86 74.93 48.68 44.44
TraceHiding (C.D.) 74.61 86.31 64.41 49.32 83.11 85.62 65.05 48.11 78.11 85.2 58.65 47.05 75.06 86.01 56.65 45.9
TraceHiding (Uni.) 92.86 86.36 62.28 49.13 90.59 86.77 64.91 47.34 70.27 83.01 57.72 47.01 68.99 84.81 58.36 46.03

ModernBERT

Retraining 100 83.5 60 26.73 100 82.35 62.35 16.46 100 81.12 53.67 35.57 99.84 77.29 48.9 25.01
Finetuning 73.87 81.75 61.85 30.19 73.51 83.01 61.14 12.62 51.11 83.32 61.35 39.52 51.97 84.02 59.15 24.73
NegGrad 92.97 80.21 58.65 28.73 78.17 82.03 61.42 21.31 62.5 81.77 57.22 45.87 67.82 81.1 54.31 43.45
NegGrad+ 93.16 81.59 58.86 23.07 77.53 82.31 61.49 20.51 61.41 82.89 58.22 29.14 62.23 83.83 57.15 44.07
Bad-T 70.59 80.89 58.72 16.28 67.86 81.46 60.5 30.77 63.69 79.98 55.16 33.28 57.87 81.92 54.59 44.69
SCRUB 90.74 80.88 58.79 47 76.09 82.34 61.07 21.1 52.72 80.99 59.07 28.64 66.37 81.09 54.95 34.4
TraceHiding (Enr.) 93.12 80.72 59 47.63 73.3 80.4 60.07 37.34 85.76 79.1 54.59 43.73 85.53 80.46 50.96 38.32
TraceHiding (C.D.) 92.43 81.2 59.22 28.08 68.74 80.85 60 29.85 72.19 79.94 55.44 38.11 66.42 80.55 53.81 26.97
TraceHiding (Uni.) 91.18 80.37 59.29 23.72 67.38 80.96 61.07 46.02 65.11 81.69 56.65 38.1 77.75 81.77 52.67 38.69

94



Table A.3: The results for the HO-NYC dataset using uniform sampling. All numbers are
presented as percentages.

HO-NYC Dataset

Sample Size 1 % 5 % 10 % 20 %

Methods UA RA TA MIA UA RA TA MIA UA RA TA MIA UA RA TA MIA

GRU

Retraining 100 89.41 75.42 46.98 100 87.43 72.22 42.42 100 81.72 65.22 40.5 100 80.84 58.67 39.72
Finetuning 15.64 92.18 77.55 49.61 15.22 92.82 77.54 47.6 18.22 93.15 77.24 43.67 14.79 92.86 77.21 40.24
NegGrad 32.77 87.46 74.24 49.38 34.1 87.18 73.61 47.08 29.92 87.49 73.28 43.06 28.85 86.35 71.19 39.68
NegGrad+ 23.64 87.67 74.64 49.35 31.69 88.06 74.15 47.15 27.65 88.7 74.06 43.14 27.9 89 72.74 39.8
Bad-T 26.07 87.61 74.57 49.42 32.13 87.34 73.66 47.11 31.78 87.81 73.02 43.04 31.29 87.08 71.12 39.56
SCRUB 26.8 87.66 74.59 49.47 28.99 87.67 74.1 47.26 33.41 88.16 73.15 43.07 33.98 87.54 70.55 39.72
TraceHiding (Ent.) 33.38 87.68 74.43 49.37 31.08 87.53 73.9 47.23 38.88 88.25 72.46 42.95 45.71 86.66 68.17 39.63
TraceHiding (C.D.) 29.99 87.61 74.55 49.4 42.78 87.41 73.13 46.88 37.36 88.12 72.69 43.29 54.47 86.2 66.54 39.52
TraceHiding (Uni.) 33.9 87.73 74.44 49.35 36.81 87.56 73.55 47.13 38.57 88.05 72.57 42.8 43.57 87.06 69.16 39.86

LSTM

Retraining 100 91.23 76.35 48.4 100 87.34 71.98 42.25 100 85.96 66.54 40.62 100 66.33 48.72 36.24
Finetuning 13.12 93.14 79.63 49.59 13.05 93.79 79.61 47.73 14.31 93.89 79.64 44.76 12.07 93.84 79.19 39.91
NegGrad 25.28 90.58 77.42 49.35 24.77 90.47 77.05 47.42 26.74 90.62 76.42 44.39 24.17 90.02 75.28 39.44
NegGrad+ 22.24 90.74 77.6 49.35 22.84 90.99 77.56 47.47 24.71 91.44 77.14 44.31 23.96 91.56 76.15 39.41
Bad-T 19.3 90.68 77.63 49.59 24.03 90.84 77.2 47.39 24.35 90.91 76.51 44.33 24.42 90.78 75 39.26
SCRUB 25.53 90.69 77.46 49.57 26.77 90.77 77.1 47.37 31.48 90.98 76.08 44.28 28.15 90.62 74.83 39.11
TraceHiding (Ent.) 28.05 90.69 77.6 49.5 28.66 90.71 77.02 47.33 34.86 90.94 75.64 44.51 36.88 90.26 73.13 38.91
TraceHiding (C.D.) 26.16 90.71 77.64 49.54 26.91 90.71 77.14 47.34 36.17 90.88 75.6 44.1 39.62 90.29 72.7 38.68
TraceHiding (Uni.) 37.8 90.66 77.32 49.48 36.8 90.7 76.79 47.22 28.05 91.06 76.32 44.38 40.77 90.03 72.63 38.97

BERT

Retraining 100 99.76 85.62 42.25 100 99.75 82.83 37.4 100 99.62 78.22 33.35 100 99.4 71.52 32.94
Finetuning 10.58 99.35 86.33 49.99 8.38 99.37 86.2 49.73 7.39 99.44 86.11 49.23 5.96 99.45 85.42 47.81
NegGrad 46.01 98.66 84.72 50 90.69 46.42 39.62 49.44 100 0.55 0.5 45.9 100 1.1 0.92 38.44
NegGrad+ 42.53 99.69 85.82 49.99 63.82 91.08 76.35 49.57 94.18 78.26 61.82 48.52 98.63 71.23 51.35 47.47
Bad-T 55.44 99.65 85.46 49.77 77.86 98.28 81.19 49.76 52.03 99.23 80.56 48.87 46.95 99.49 77.33 48.21
SCRUB 54.15 99.42 85.55 49.49 90.32 93.99 77.69 49.79 97.86 90.4 70.36 49.27 98.98 93.94 66.22 48.89
TraceHiding (Ent.) 71.95 99.41 84.99 50 96.93 97.75 80.32 49.16 97.12 96.36 75 48.17 98.92 97.28 69.2 48.21
TraceHiding (C.D.) 63.45 99.58 85.57 49.26 79.25 99.11 82.55 49.19 89.33 99.05 77.8 47.92 91.36 98.71 70.8 46.79
TraceHiding (Uni.) 68.76 99.47 85.21 49.82 94.93 98 80.58 49.39 98.25 97.84 75.63 48.59 98.36 97.33 69 47.91

ModernBERT

Retraining 100 99.86 81.42 38.66 100 99.81 78.5 36.57 100 99.79 73.25 30.64 100 99.63 66.62 27.09
Finetuning 2.11 99.76 82.07 50 2.89 99.66 81.87 48.55 2.38 99.79 81.74 45.84 2.27 99.71 80.86 41.62
NegGrad 39.72 99.92 81.92 49.84 33.36 99.85 80.78 47.93 48.12 87.89 69.75 44.97 35.23 93.56 71.57 40.19
NegGrad+ 37.35 99.92 81.92 49.97 31.94 99.69 80.9 47.6 43.36 97.36 76.1 44.71 33.24 97.92 74.73 40.81
Bad-T 43.31 99.93 81.81 49.76 34.41 99.93 81.26 47.62 48.92 99.91 78.01 43.77 55.37 99.88 73.49 40.08
SCRUB 36.59 99.9 82.06 49.99 47.27 98.63 78.94 48.16 47.03 97.84 75.99 45.6 76.38 93.55 64.78 44.55
TraceHiding (Ent.) 51.6 99.8 81.71 49.97 23.25 99.25 80.84 48.39 80.71 96.5 71.75 45.99 94.84 96.68 65.22 45.09
TraceHiding (C.D.) 54.88 99.85 81.61 49.99 42.55 99.03 79.66 47.94 60.14 98.5 75.42 45.72 88.69 97.37 66.2 42.53
TraceHiding (Uni.) 40.65 99.77 81.61 49.99 39.35 99.31 80.28 47.97 76.08 97.9 72.95 45.5 94.78 96.52 65 44.65
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A.2 Results Under Targeted Sampling

In this section, we present results from evaluating unlearning methods under a targeted

sampling strategy, where users with high informational content are selected for deletion.

To identify such users, we compute the entropy of their trajectories based on token level

representations, capturing the degree of variability and unpredictability in their behavior.

Lower entropy values indicate users whose data contributes more significantly to the model’s

knowledge. By focusing on these low-entropy users, we simulate a more challenging unlearning

scenario where the model must forget influential or informative data. This targeted approach

provides insight into the performance of unlearning methods when facing deletion requests

that potentially have a larger impact on model utility and generalization.
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Table A.4: The results for the HO-Rome dataset using targeted sampling. All numbers are
presented as percentages.

HO-Rome Dataset

Sample Size 1 % 5 % 10 % 20 %

Methods UA RA TA MIA UA RA TA MIA UA RA TA MIA UA RA TA MIA

GRU

Retraining 100 17.54 14.12 12.04 100 28.16 20.18 14.24 100 3.23 2.89 10.72 100 1.27 0.88 21.41
Finetuning 98.1 5.7 6.05 19.76 98.42 5.8 6.11 12.64 96.77 5.98 6.17 6.64 92.69 5.66 6.14 0.95
NegGrad 100 3.18 3.19 17.99 100 1.69 1.96 9.27 99.92 1.42 1.52 2.49 99.26 0.96 1.23 2.81
NegGrad+ 100 3.57 3.63 13.07 100 3.64 3.16 6.12 99.67 3.87 3.57 4.57 98.52 3.11 2.84 3.55
Bad-T 98.1 5.69 5.99 19.61 99.05 5.67 5.82 13.36 96.91 5.73 5.94 7.05 95.37 5.04 5.09 5.42
SCRUB 99.31 5.63 5.58 20.64 98.89 5.63 5.7 11.18 98.35 5.65 5.38 6.74 96.59 4.59 4.68 3.06
TraceHiding (Ent.) 98.79 5.7 6.05 18.61 98.57 5.87 6.05 11.82 96.93 5.8 6.02 6.71 94.6 4.71 5.26 3.07
TraceHiding (C.D.) 97.49 5.68 6.11 20.37 98.58 5.79 6.14 12.57 96.69 5.88 5.96 6.24 94.99 4.85 5.38 3.56
TraceHiding (Uni.) 98.79 5.71 6.14 20.35 98.26 5.74 6.08 12.67 97.08 5.81 5.99 6.51 94.79 4.93 5.41 2.8

LSTM

Retraining 100 8.66 5.56 9.69 100 5.84 3.95 11.97 100 0.86 0.67 26.18 100 0.95 0.7 40.94
Finetuning 97.93 11.14 6.75 21.68 86.44 11.23 6.96 16.89 92.2 11.53 7.08 10.55 87.79 11.11 6.96 7.79
NegGrad 100 8.46 5.85 10.62 99.83 5.23 3.27 14.16 99.92 3.54 2.19 5.75 99.81 2.75 0.99 6.41
NegGrad+ 100 9.47 6.14 17.47 99.84 8.99 5.47 11.6 99.85 7.94 4.77 11.05 98.86 9.08 4.5 4.36
Bad-T 95.03 11.14 6.78 22.64 95.38 10.98 6.75 18.21 94.66 11.38 6.4 11.95 93.18 10.5 6.08 14.33
SCRUB 96.41 11.22 6.96 21.54 97.55 10.63 6.32 15.31 95.03 10.67 6.17 10.3 95.41 10.14 5.47 6.33
TraceHiding (Ent.) 97.93 11.1 6.84 21.39 87.6 11.07 6.96 16.84 94.42 11.33 6.58 8.12 92.34 11.05 5.91 5.59
TraceHiding (C.D.) 96.55 11.19 6.81 21.84 87.79 11.12 7.11 16.09 93.74 11.36 6.96 10.32 91.27 11.14 6.02 6.42
TraceHiding (Uni.) 96.55 11.09 6.81 22.25 87.73 11.14 6.96 16.46 93.98 11.35 6.81 8.92 91.8 11.03 5.94 4.95

BERT

Retraining 100 88.89 39.18 28.56 100 86.7 37.37 24.4 100 86.91 36.67 21.38 100 81.34 32.66 20.12
Finetuning 63.03 81.87 38.54 48.86 55.95 81.01 37.63 43.21 58.48 82.51 38.19 37.62 55.65 83.21 36.35 33.82
NegGrad 77.28 74.93 36.75 46.45 75.64 52.88 28.36 41.34 97.42 10.98 7.16 35.09 100 1.21 0.73 27.29
NegGrad+ 69.13 77.67 37.51 45.72 75.75 70.64 34.77 39.26 80.16 58 30.15 32.72 79.33 50.08 26.17 30.5
Bad-T 71.9 78.71 37.66 48.11 60.75 77.99 35.94 40.61 52.21 79.7 37.02 41.03 54.15 78.92 35.38 43.29
SCRUB 79.46 79.87 38.27 47.53 83.21 66.19 31.73 43.57 82.9 65.24 32.02 37.01 76.68 63.94 29.24 32.93
TraceHiding (Ent.) 82.58 75.71 37.28 46.19 81.45 66.26 33.33 40 86.84 58.58 29.77 35.86 94.18 49 23.39 30.22
TraceHiding (C.D.) 84.56 79.01 37.92 47.11 77.55 76.01 36.58 39.89 85.77 72.97 34.47 33.77 82.9 71.68 31.49 30.89
TraceHiding (Uni.) 91.14 78.09 37.72 47.59 83.22 73.7 35.82 38.44 80.84 72.09 34.68 34.29 77.98 70.16 31.17 30.04

ModernBERT

Retraining 100 67.59 40.03 34.75 100 67.12 38.36 25.44 100 62.76 37.13 24.57 100 56.81 31.52 17.6
Finetuning 66.14 59.72 37.49 40.88 61.12 59.67 35.82 33.65 63.41 59.95 36.32 30.33 65.09 60.55 35.67 26.55
NegGrad 76.76 62.51 40.23 40.3 74.91 62.78 39.5 34.59 74.13 62.63 38.92 30.75 78.91 61.97 35.67 24.89
NegGrad+ 74.6 62.29 40.23 40.98 70.8 61.83 39.39 34.92 72.25 61.56 37.78 27.21 77.25 62.36 34.82 13.49
Bad-T 82.38 62.61 40.29 14.22 63.24 62.96 39.21 36.29 68.97 63.23 37.4 29.99 64.8 64.72 35.47 13
SCRUB 55.8 59.38 38.65 41.72 69.03 59.64 38.89 35.6 66.33 59.42 37.31 31.35 70.26 60.44 35.58 9.56
TraceHiding (Ent.) 48.27 57.52 37.49 41.92 63.65 58.81 37.81 35.29 69.27 55.27 35.35 30.09 81.05 51.4 30.99 9.51
TraceHiding (C.D.) 62.54 58.47 38.65 41.9 68.23 57.56 37.4 31.49 65.31 57.72 36.35 29.88 70.97 58.5 35 9.66
TraceHiding (Uni.) 71.83 59.25 38.45 41.26 66.12 57.59 37.49 27.82 67.5 56.33 36.4 31.53 74.2 57.16 33.27 10.84
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Table A.5: The results for the HO-Geolife dataset using targeted sampling. All numbers are
presented as percentages.

HO-Geolife Dataset

Sample Size 1 % 5 % 10 % 20 %

Methods UA RA TA MIA UA RA TA MIA UA RA TA MIA UA RA TA MIA

GRU
Retraining 100 75.84 60.78 34.49 100 66.53 53.81 37.99 100 54.74 42.35 30.34 100 41.42 32.03 27.56
Finetuning 50.86 84.7 65.27 48.15 26.93 84.84 65.27 47.83 10.61 83.3 65.55 48.87 23.22 85.93 65.55 45.24
NegGrad 68.65 83.66 64.13 48.07 54.66 84.13 63.56 47.64 27.98 81.61 63.84 48.42 40.71 85.29 64.2 44.42
NegGrad+ 68.16 83.96 64.06 48.17 49.58 84.69 64.2 47.7 19.34 83.3 65.2 48.62 38.65 86.79 65.05 44.58
Bad-T 50.44 83.86 64.98 48.11 27.51 83.82 64.56 47.79 12.33 82.1 65.05 48.75 24.95 84.99 63.99 45.09
SCRUB 54.06 83.82 64.91 48.15 29.83 84 65.12 47.81 14.17 82.34 65.12 48.69 32.04 85.2 64.41 44.92
TraceHiding (Ent.) 58.8 83.84 64.77 4.78 51.83 84.35 64.06 10.69 49.85 82.01 60.85 19.98 44.25 86.51 63.84 23.59
TraceHiding (C.D.) 60.13 83.92 64.91 4.8 54.94 84.54 63.77 10.6 44.15 81.68 61.42 20.22 41.49 85.27 64.27 23.43
TraceHiding (Uni.) 58.03 83.84 64.84 48.14 48.48 84.23 64.7 47.59 25.93 81.98 64.48 48.4 41.3 86.04 64.34 44.36

LSTM
Retraining 100 65.94 55.66 31.27 100 60.07 50.46 33.5 100 39.87 33.24 20.64 100 33.34 26.33 13.31
Finetuning 33.56 79.31 60.5 47.59 36.4 79.77 61.21 46.57 19.12 78.3 60.85 45.88 27.47 80.54 61.21 41.1
NegGrad 34.05 78.89 60.36 47.66 48.2 78.61 60.36 46.2 33.69 77.55 59.79 45.81 38.15 80.2 59.57 40.76
NegGrad+ 34.05 79.01 60.5 47.64 42.26 79.18 60.71 46.36 36.99 78.12 58.51 45.8 38.06 81.18 60.07 40.98
Bad-T 33.56 78.84 60.5 47.71 36.2 78.9 60.85 46.6 20.47 77.68 60.78 45.73 27.48 79.74 60.78 41.07
SCRUB 33.8 78.91 60.64 47.74 37.35 79.13 61 46.53 20.59 77.83 60.64 46.29 29.83 80.12 60.85 41.12
TraceHiding (Ent.) 44.57 78.9 60 5.43 47.03 79.12 59.79 10.16 34.06 77.76 59 19.73 51.89 80.54 57.86 19.76
TraceHiding (C.D.) 41.82 79.01 59.86 5.56 55.29 78.97 60 10.1 38.24 77.73 58.58 19.82 48.69 80.57 57.94 19.96
TraceHiding (Uni.) 32.8 78.97 60.57 47.64 46 79.12 60.64 46.47 32.4 77.65 59.72 46.2 43.04 80.56 59.72 40.91

BERT
Retraining 100 86.05 67.19 33.2 100 85.7 64.91 42.02 100 83.82 58.72 41.12 100 86.44 59.79 37.87
Finetuning 46.26 87.24 66.83 49.5 44.62 87.35 65.48 48.48 24.14 85.53 65.41 49.37 37.02 89.55 66.12 47.67
NegGrad 67.37 86.02 65.77 49.07 79.43 80.19 59.86 48.26 81.68 69.91 49.11 47.7 90.26 64.67 46.48 45.37
NegGrad+ 67.25 86.43 65.62 49.39 81.16 83.16 61.21 47.95 84.88 79.11 55.8 47.41 89.6 79.08 54.23 44.69
Bad-T 55.55 86.2 65.27 49.54 67.34 82.8 60.71 48.46 78.39 80.95 55.02 48.01 82.63 84.04 53.81 46.41
SCRUB 65.78 86.16 65.05 49.61 70.23 82.33 60.57 47.34 74.92 79.51 55.02 48.21 92.78 78 52.31 45.3
TraceHiding (Ent.) 90.8 84.76 65.2 48.91 84.4 80.36 59.72 46.99 83.93 78.71 54.73 46.95 99.32 72.97 49.89 43.37
TraceHiding (C.D.) 74.41 86.14 65.62 48.67 60.74 85.74 63.63 48.7 75.79 83.07 57.15 47.96 68.88 86.05 59.36 44.63
TraceHiding (Uni.) 91.82 84.93 65.2 49.01 68.03 85 61.99 47.83 82.47 81.08 55.87 47.7 80.05 83.83 56.87 44.5

ModernBERT
Retraining 99.76 82.9 62.56 8.49 100 82.74 59.57 25.29 99.68 79.98 53.52 14.69 100 81.04 53.88 27.09
Finetuning 47.87 81.13 61.42 11.28 58.5 82.74 61.64 25.22 33.83 80.86 60 34.05 44.77 84.17 61.42 32.26
NegGrad 58.53 80.34 60.71 18.58 67.29 81.38 59.36 17.17 50.51 78.62 56.23 23.72 60.59 82.5 57.65 35.17
NegGrad+ 54.63 81.13 61.49 24.93 64.07 82.01 60.64 33.97 47.65 80.78 58.43 23.32 59.48 83.78 58.79 43.65
Bad-T 56.64 80.81 60.78 29.42 61.76 80.49 59.22 24.69 57.8 78.7 55.87 29.28 53.26 81.63 56.87 41.85
SCRUB 61.61 80.09 60.85 10.36 61.27 80.96 59.86 24.76 63.67 78.81 55.3 41.54 62.79 82.78 57.37 26.96
TraceHiding (Ent.) 58.48 79.01 60.64 39.56 65.08 79.21 58.86 24.14 70.24 77.61 54.66 22.39 69.07 80.73 57.51 40.74
TraceHiding (C.D.) 45.39 79 61 39.69 54.41 80.96 60.71 41.15 52.33 77.59 56.16 22.42 61.04 82.47 58.79 28.3
TraceHiding (Uni.) 47.41 79.6 60.28 10.49 70.38 79.82 58.93 25.18 64.88 77.76 55.37 47.14 66.09 81.51 56.23 42.7
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Table A.6: The results for the HO-NYC dataset using targeted sampling. All numbers are
presented as percentages.

HO-NYC Dataset

Sample Size 1 % 5 % 10 % 20 %

Methods UA RA TA MIA UA RA TA MIA UA RA TA MIA UA RA TA MIA

GRU

Retraining 100 88.83 75.07 45.92 100 84.15 68.96 43.72 100 84.54 66.36 41.76 100 78.79 56 39.73
Finetuning 15.51 91.97 77.28 49.95 13.74 92.59 77.33 48.11 14.43 92.8 77.02 45.04 15.18 93.18 76.96 39.78
NegGrad 31.33 87.45 74.52 49.9 31.1 87.09 73.39 47.84 30.97 87.02 72.49 44.63 28.17 86.56 71.11 39.37
NegGrad+ 36.67 87.64 74.64 49.91 28.3 88.01 74.01 47.9 30.95 88.21 73.48 44.68 27.19 89.06 72.76 39.43
Bad-T 26.65 87.45 74.52 49.9 33.25 87.2 73.02 47.76 33.59 87.31 72.39 44.77 35.34 87.2 70.71 39.13
SCRUB 29.28 87.55 74.49 49.87 34.13 87.52 73.41 48.02 34.52 87.61 72.61 44.7 33.34 87.72 70.95 39.18
TraceHiding (Ent.) 37.16 87.66 74.46 49.92 42.01 87.3 72.83 47.9 41.32 87.4 71.7 44.73 38.38 86.97 69.42 39.04
TraceHiding (C.D.) 33.98 87.7 74.6 49.87 38.22 87.34 72.97 47.89 43.38 87.39 71.56 44.65 36.91 87.47 69.93 39.06
TraceHiding (Uni.) 31.23 87.61 74.46 49.91 36.96 87.45 73.1 47.97 36.65 87.47 72.31 44.85 43.86 87.27 68.55 38.79

LSTM

Retraining 100 91.78 76.31 47.19 100 88.41 71.1 42.18 100 85.84 66.33 40.46 100 84.21 58.23 39.79
Finetuning 6.14 93.6 79.97 49.49 9.46 93.48 79.94 48.36 11.72 93.65 79.5 44.75 12.86 93.75 78.99 40.71
NegGrad 20.9 90.54 77.44 49.2 26.35 90.07 76.65 47.87 23.46 90.21 76.33 44.33 24.24 90.16 74.91 40.07
NegGrad+ 18.39 90.7 77.82 49.2 28.15 90.83 76.83 47.94 24.49 91.23 76.74 44.25 24.78 91.81 75.71 40.04
Bad-T 11.92 90.62 77.76 49.32 28.09 90.5 76.6 47.94 24.46 90.55 76.33 44.12 25.87 90.87 74.8 39.75
SCRUB 19.47 90.72 77.65 49.27 24.75 90.45 77.06 48.14 26.46 90.54 75.86 44.35 31.06 90.84 74.01 39.81
TraceHiding (Ent.) 25.4 90.64 77.52 49.26 34.09 90.31 76.11 48.13 34.65 90.29 74.97 44.25 39.56 90.48 72.38 39.78
TraceHiding(C.D) 28.53 90.62 77.58 49.28 38.41 90.28 75.94 47.9 29.81 90.45 75.67 44.25 42.24 90.28 71.67 39.75
TraceHiding (Uni.) 30.23 90.64 77.41 49.26 30.25 90.37 76.46 48.05 30.69 90.43 75.46 44.44 40.66 90.32 72.15 39.57

BERT

Retraining 100 99.79 85.73 41.64 100 99.56 81.74 37.82 100 99.64 78.16 33.72 100 99.44 69.77 32.4
Finetuning 6.84 99.33 86.52 50 6.31 99.46 86.29 49.73 5.19 99.46 86.12 49.38 6.38 99.51 85.48 29.45
NegGrad 63.19 99.73 85.95 49.99 89.09 54.19 46.45 49.58 100 1.17 0.99 45.51 100 0.49 0.37 37.5
NegGrad+ 15.79 99.79 86.62 50 72.17 90.83 73.93 49.48 91.77 82.35 62.04 48.92 98 74.28 51.87 48.07
Bad-T 64.05 99.67 85.95 49.96 77.55 98.31 79.96 49.86 54.02 99.28 80.03 49.24 48.08 99.55 76.26 34.82
SCRUB 61.54 99.45 85.72 49.99 91.33 91.41 74.14 49.68 98.66 92.89 71.52 49.25 99.42 91.47 63.23 48.72
TraceHiding (Ent.) 90.78 98.77 84.45 0.99 96.66 98.89 80.24 9.28 98.93 97.79 75.72 18.36 98.88 97.47 67.59 25.56
TraceHiding (C.D.) 80.24 99.17 85.03 49.99 80.91 99.03 81.35 49.52 88.56 98.94 77.74 48.31 94.62 98.7 69.27 32.98
TraceHiding (Uni.) 90.78 98.77 84.45 49.99 96.66 98.89 80.24 49.54 98.93 97.79 75.72 48.43 98.88 97.47 67.59 30.03

ModernBERT

Retraining 100 99.89 81.53 40.85 100 99.81 76.89 36.08 100 99.74 73.05 31.21 100 99.72 65.03 22.26
Finetuning 3.15 99.74 81.8 50 1.88 99.71 81.91 49.16 2.82 99.7 81.48 44.25 2.86 99.83 81.23 41.66
NegGrad 42.44 99.9 82.09 50 37.48 99.46 79.66 48.33 26.88 99.37 79.38 44.55 47.58 80.08 60.54 32.77
NegGrad+ 40.36 99.92 82.1 50 34.43 99.74 80.49 48.88 36.99 98.91 77.93 43.79 38.75 96.59 72.64 24.47
Bad-T 41.54 99.93 82.2 49.99 43.44 99.9 79.94 48.6 44.11 99.88 78.32 43.38 60.67 99.84 71.47 28.31
SCRUB 54.14 99.82 81.81 50 35.91 99.65 80.06 49.03 31.85 99.04 78.23 45.49 75.94 94.15 64.41 45.19
TraceHiding (Ent.) 38.78 99.84 81.97 49.92 51.43 98.28 77.61 48.41 78.1 96.82 71.84 45.46 96.54 96.6 62.81 44.97
TraceHiding (C.D.) 46.58 99.85 81.91 50 40.99 99.23 79.09 48.39 67.96 98.05 73.86 44.82 89.57 97.38 64.72 30.4
TraceHiding (Uni.) 45.85 99.88 81.98 50 47.52 98.93 78.85 48.8 72.95 97.32 73.15 44.94 96.29 96.65 63.15 45.23
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