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WHaAC IS BLUBLOOGH?

e Bluetooth is a wireless method of transferring information from one device
to another.

e Bluetooth is one of the most secure wireless communication protocols.

e [t exchanges data between two devices in the form of packet.

e A packet consists of Access Code, Header and Payload.


https://www.sciencedirect.com/topics/computer-science/payload-header

BLUECOOCH conneccion

e Bluetooth technology is used primarily to establish wireless personal area
networks (WPAN)

e [t must establish that this is a device that has connected before or to set up
a new connection.

e [t requires approval for new connections

e A Bluetooth connection is usually secure from hacking from outside devices

not already part of your network.






More Bluetooth devices




BENEFILS OF BLUELOOCH TECHNOLOGY

e (able replacement.
e FEase of file sharing.

e Wireless

synchronization.

e [nternet connectivity.



BLUBCOOGH vuLnerasiILIGIES:

e After first use, unit key becomes public
e (an lead to eavesdropping

e Pin management

e Encryption keystream repetition

e Secure storage of link keys

e Repeated authentication attempts



Some headsets have security vulnerabilities:

e [t is easier to hack
e Fasy to listen in on or record conversation

e A hacker could then gain personal info to

use against you



BLUECOOCH IS @ VEry dccurdie oracking signdL!

e Many apps have access to monitor
location

e Using bluetooth on a device
e When bluetooth is turned off, it stops

transmitting, but still recognizes
signals near your device.




Bluetooth Attacks |

Victim Device

Treacherous

| Theft Eavesdropping
tack Attack Cloning Attack Attack
PIN Cracking]  Man-in-the-Middle = MAC Address | Backdoor |
Attack | Attack Spoofing Attack | Attack |
| i'ioﬂ'uv"‘-e'”“' | Relay ' Forced Re-pairing ;jmue.gump‘
i Recovery Attack Attack
| it ..
~ |Brute-Force
' Attack
' Blue-Chop
Attack

Denial of Service
(DOS) Attack

. Blue-Smack

Akas 8.

Surveillance.  Miscellaneous

Attack Attack

MAC Address | ) '
Duplication Attack | Blue-Printing. | Blue-Snarfin
Sc:t{:cs: V) Blue-Stumbling 4 Blue-Buggin
Batter:gt::ustion ‘Blue-Tracking ' Blue-Jacking
' B}\ft::: ‘Free Calling
' Guararxt:.::e Fom Car Whisper



PIN THEFC-ALLACK

Verifier Claimant

Full control of device
Generate random in_rand

o Steal, alter or delete data from memor Sanerate swnort .
- 128 bit
or external storage i PIN
Pins are used during pairing sraza bt 8-128 bit

After PIN exchange, pairing is done in 3 step

o Key init generation
o Link Key generation
o  Authentication bt jmzt“ ,
o Encryption via Link Key (optional) ‘
Attacker can eavesdrop on pairing
All that’s left is PIN which is 1-8 bytes
o brute force
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Fig. 1. LMP-Pairing and LMP-Authentication [9, vol.4, p

Herfurt M, Mulliner C. BI
Available from:http://trifi




|
PIN CracKinG accack (0NLine)

Attacker does not have to

Bluetooth Device 1

Bluetooth Device 2

eavesdrop on pairing in order Claimant Verifier

to CraCk PIN BD ADDR, Random Number Generator (RNG)
. Device Address — i 5

Generate Link Key based on a ‘ AU_RAND

guessed PIN

If response does not match
challenge, the wrong PIN was | Authentiation
guessed

Attacker starts over with

another PIN and different e

Address

Bluetooth authentication process.

¢ v o \

Shaked Y, Wool A. Cracking'the Bluetooth PIN, in 3rd in
USA: ACM, pp. 39-50, 2005.



'Prevencion ano Pairing GUIDE

e Turn bluetooth .off

° Undiéq)verabl

e Pairin shogange and 1N private . \

e Avoid unknown pairing

e Monitor paired list

Shaikh, Shahriar, Hassan. Security Threats in Bluétooth Technology. ScienceDirect.com [retrieved_2019-11-10]
°



KNOB Attack Stages

Ke'g Negotiation Charlie (attacker)
Attack

Key Negotiation of Bluetooth (KNOB)
attack, affects all Bluetooth versionsl! ¢ ))) Negotiate K’
) p——

-
. . . . with 1 byte of entropy
The specification of encryption is

negotzatgcl by the p_alred parties . 1 Alice and Bob securely pair in absence of Eve
o This process is not authenticated 5 Alice and Bob initiate a secure connection

or checked for integrity! 3 Charlie makes the victims negotiate an encryption key with 1 byte of entropy

Bluetooth is used worldwide but
different countries have different cryptographic export controls or

privacy laws, so the key size is a negotiable parameter in this process

The key size (N) is the entropy of the key, Bluetooth minimum i
byte!
o .1byte of entropy == 256 candidate Keys! (easy to brutefo
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Encryption key K, has 1 byte of entropy

Antonioli, Daniele. “Exploiting Low Entropy in the Encryption Key Negotiation Of Bluetooth BR/EDR.”
Https://Francozappa.github.io/Publication/Knob/Slides.pdf, Singapore University of Technology and Design,
2019, francozappa.github.io/publication/knob/slides.pdf.




IMPACT

\\\\\\\\\\\\\\\\\\\ tion Leadership Money Business Small Business

New Critical Bluetooth Security

capabﬂities Discoverg ’II‘SslAitE;)éﬁoses Millions Of Devices

Attacker can sniff traffic Discovered in 2018

Confidentially released
to industry
(Bluetooth Group)

Attacker can inject traffic

Can take control of either
device!

Patches released and
public disclosure in
August 2019

Affected ALL smartphones
and major bluetooth
devices as of 2018!




THREE KEY QUESTIONS

How is bluetooth an accurate tracking signal even
when it is turned off?

Does an attacker haye to be eavesdropping in order
o . to crack abluetooth pin?

What does the key negotiation procedure lack that
makes it vulnerable to KNOB attack? \




