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What is Wireshark? i

Packet Sniffer:

* tool for observing the messages exchanged between executing
protocol entities

- captures (“sniffs”) messages being sent/received from/by
your computer

- store and/or display the contents of the various protocol
fields in these captured messages

* A packet sniffer itself is passive
-observes messages being sent, but never sends packets itself

- received packets are never explicitly addressed to the packet
sniffer. receives a copy of packets



Packet Sniffer Structure
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Running Wireshark
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# Ethernet II, Src: Netgear_61:8e:6d (00:09:5b:61:8e:6d), Dst: westellT_9f:92:b9 (00:0f:db:9f:92:b9)
@ Internet Protocol, Src: 192.168.1.46 (192.168.1.46), Dst: 128.121.50.122 (128.121.50.122)
+
= Hypertext Transfer Protocol
# GET /news/ HTTP/1.1\r\n
Host: www.wireshark.org\r\n
User-agent: Mozilla/5.0 (windows; U; windows NT 5.1; en-uUS; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.0.4"
Accept: text/xml,application/xml,application/xhtml+xml, text/html;g=0.9,text/plain;g=0.8, image/png, */%;(
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: I50-8859-1,utf-8;q=0.7,%;0q=0.7\r\n
Keep-Alive: 300\r\n
Connection: keep-alive\r\n
Referer: http://www.wireshark.org/fag. html\r\n

cookie: __utma=87653150.62471437.1181007382.1181007382.1181169142.2; __utmz=87653150.1181007382.1.1. utr
\r\n

| | |

0000 00 OF db OF 92 b9 00 09 5b 61 8e 6d 08 00 45 00 ........ [a.m..E. -

0010 02 b8 Of 25 40 00 80 06 74 51 cO a8 01 2e 80 79 ...%@... TQ..... Y

0020 32 7a 04 8b 00 50 ed bc 8e 1b 4e c6 f1 18 50 18 22...P.. ..N...P.

0030 ff ff 77 74 00 00 47 45 54 20 2f 6e 65 77 73 2f ..wt..GE T /news/

0040 20 48 54 54 50 2f 31 2e 31 0d Oa 48 6f 73 74 3a HTTP/1. 1..Host:

0050 20 77 77 77 2e 77 69 72 65 73 68 61 72 6b 2e 6f www.wir eshark.o

0060 72 67 Od Oa 55 73 65 72 2d 41 67 65 6e 74 3a 20 rg..User -Agent:

0070 4d 6f 7a 69 6¢c 6c 61 2f 35 2e 30 20 28 57 69 6e Mozilla/ 5.0 (win

0080 64 6f 77 73 3b 20 55 3b 20 57 69 6e 64 6f 77 73 dows; U; windows

0000 20 4e 54 20 35 2e 31 3b 20 65 6e 2d 55 53 3b 20 NT 5.1; en-US;

00a0 72 76 3a 31 2e 38 2e 31 2e 34 29 20 47 65 63 6b rv:1.8.1 .4) Geck

00b0  6f 2f 32 30 30 37 30 35 31 35 20 46 69 72 65 66 07200705 15 Firef

N L

File: "C:\DOCUME~1\PAULAW~1\LOCALS~1\Temp\etherXXXXa00324" 453 KB 00:00:... | P: 671 D: 671 M: 0 Drops: 0




View --> Coloring Rules
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Capture Options

Wireshark: Capture Options

NETGEAR GA302T Gigabit Adapter (Microsoft's Packet Scheduler) : \Device\NPF_{1FC4
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