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OVERVIEW

This course covers the principles and techniques of information systems security to help management mitigate the risks of unauthorized access by employees and external parties as well as the risks of accidental leakage or destruction of important information. Topics include information systems risks, internal controls, security policies and standards, incident management, network security, cryptography, application security and disaster recovery planning. There will be an emphasis on protecting electronic commerce applications and data. 
COURSE OBJECTIVES

The main objective of this course is to provide a wide level of knowledge of information security. In particular, the course will cover:

Information Security Fundamentals - basic terminology and concepts, confidentiality, integrity, availability, authentication, auditing, ethics, information privacy and legal aspects.

Risk Management - risk analysis and threat quantification.

Security Policies - security plan (how to develop one), policies, procedures, and standards, acceptable use policies, compliance and enforcement, policy-based management systems (how they work, examples).

Access Controls - physical, technical, and data access, biometrics

Contingency planning and disaster recovery.

Incident Response - response methods, emergency response teams, forensics principles and methodology, computer crime detection and investigation.
Inappropriate Insider Activity: the problem, the cure.
COURSE APPROACH

This course will make extensive use of cases and articles from both academic and practitioner oriented journals.  Students will be required to complete group as well as individual projects, both oral and written, a midterm test and a final examination.

TEXTBOOKS
Computer Security, Protecting Digital Resources, Robert Newman
Applied Information Security, Randall Boyle
GRADING


Individual assignment

 




    5%


Group case presentation





  10%


Group project







  15%


Midterm test







  30%


Final Exam







  40%

TOTAL







100% 

INDIVIDUAL ASSIGNMENT – Article folio

Date due: Session 10 – November 13
This requires you to read 4 articles from any source outside the textbook related to this course and write a half page, single spaced summary on each article. All of the articles must have been published this year. You have to reference each article to a different session of the course and say why it is relevant.

What you Hand In:
· A two page summary, containing a brief (half page) description of each article that you selected, explaining how the article can be linked to the material covered in this course. Include a specific linkage, such as a reference to a session number with overhead number, or to a textbook page reference. Quotes and references can be included but won’t be counted as part of the half-page per article.

· A bibliography including the information described below.  

· A hard copy of each article.

Note: If you choose to copy something in your two page paper from a web site, reference source, or other source, such copied materials MUST be placed in quotes and the reference source identified, using the term paper standards. 

Your mark will be awarded in comparison of your assignment with the ones submitted by the other students in the class.

GROUP CASE

Each student has to present, a case during the term. Case sign-up will take place in the first class, from a list of cases provided by the instructor. The presentation should take no more than 30 minutes.
Present using Powerpoint along with the associated software demonstration. Email your Powerpoint presentation to the case questions to the instructor by the date on which you are scheduled to present.

Mark Allocation

3
Did you get the class involved in the take up process? Did the class seem to enjoy the take up process?

2
Quality of PowerPoint overheads (readable, coherent, colours appropriate, use of text and images where relevant)

5       Clarity and comprehensiveness of your software demo

10
Total

GROUP PROJECT 

Due date – Session 11 – November 20
Groups will be formed early in the course, ideally using the same groups as those for case presentation. Each group will consist of not more than three people.  You are required to research on a topic chosen from the list below and write a report to address the following aspects of the topic. Your report must have at least 10 pages long single spaced or at least 20 pages double spaced, excluding the title page, table of content and bibliography. Source of your research must be referenced on individual pages or in the bibliography. Any quotes must have specific references as to the sources and dates. The following aspects must be discussed in your report.
 1. Introduction of the topic

 2. Development in the last 3 years in terms of risks, remedies, technical features and business 

     applications.

 3. Risks presented by the technology.

 4. Security measures and functions that should be implemented to ensure reliability of the 

     technology.

 5. Major vendors selling products using the technology and their relative success and market shares.

 6. Any competing or complementing technologies; describe how they compete or complement.

 7. Future direction and applicability.

	Topic

	

	BYOD

	Biometrics

	Cloud computing

	Computer forensic tools

	Cryptography

	Hacking tools

	Malware

	Passwords

	RFID

	Smart phones

	Social media

	Virtual private network

	Wi-Fi


You need to pick your topic and have it approved by the instructor before the midterm test. You should give the instructor your top 3 choices. The purpose of the approval is to avoid overlap among teams. Feel free to propose other topics to the instructor.
MIDTERM EXAMINATION

The midterm test will take place in session 6 – October 16.
· Absences from exams are not acceptable and make‑up exams will not be provided. Absences for medical or serious personal reasons must be documented (by a note from a doctor, for example) and the instructor must be notified before the exam.

· If a midterm exam is missed, (predicated on a documented and valid reason), the weight of the midterm will be added to the final exam.

FINAL EXAMINATION

The final examination will be comprehensive and will include all topics discussed throughout the semester.     

COURSE SCHEDULE

	PRIVATE
Session 
	Topic
	

	1
	Information security overview
	Case Sign-up

	2
	Attacks, threats and vulnerabilities
	

	3
	Digital asset security
	

	4
	Internet and wireless security
	

	5
	Database security
	

	6.
	Midterm test
	

	7
	eCommerce security
	

	8
	Business continuity and disaster recovery
	

	9
	Intrusion prevention and detection
	

	10
	Security administration
	Individual ass’t due

	11
	Comprehensive security solutions
	Term project due

	12 
	Security policies and standards
	

	TBA
	Final Examination
	


Course Schedule:

Session 1 – Sept. 11


An overview of information security

· Information security risks

· Information security objectives

· Information security processes

Reading: Newman - Chapter 1
                Boyle – Chapter 1
Session 2 – Sept. 18

Attacks, threats and vulnerability
· Threats
· Vulnerabilities
· Hacking
· Malware
Reading: Newman - Chapter 2 
                Boyle – Chapters 2 and 3
Case – Password cracking, demonstrate how to crack a password protected file provide by the instructor.
Session 3 –   Sept. 25
Scams, ID theft and fraud

· Spams and scams
· Identity theft
· Social engineering

· Computer fraud

Reading: Newman – Chapter 3

               Boyle – Chapters 4 and 5

Case: Demonstrate the use of Wireshark to show the features comprehensively.
Session 4 –   Oct. 2

Digital asset security
· Business impact analysis

· Digital asset protection
· Security plan
· Quality control

Reading: Newman - Chapters 4 and 12
               Boyle – Chapters 6 and 7
Case – Demonstrate the use of Nessus to show the features comprehensively.
Session 5 –   Oct. 9

Internet security
· Internet security threats
· Internet traffic protection
· eCommerce security
Reading: Newman – Chapters 5 and 8
               Boyle – Chapter 8 and 9
Case – Demonstrate how to locate IP address source and email address source
Session 6 – Oct. 16 

Midterm test
Session 7 –   Oct. 23

Wireless security
· Wireless protocol
· Wireless network security
· Smart phone security
· VOIP security
Reading: Newman – Chapter 6
               Boyle – Chapter 16
Case: Demonstrate the use of Net Stumbler and show its features comprehensively.
Session 8 – Oct. 30

Database security
· Database threats
· Server security
· Database integrity checks
Reading: Newman – Chapter 7
               Boyle – Chapters 11 and 12
Case: Demonstrate Caine to show its features comprehensively.
Session 9 – Nov. 6

Business continuity and disaster recovery
· Business impact analysis
· Disaster prevention 
· Disaster recovery plan
Reading: Newman – Chapter 9
                Boyle – Chapters 13 and 14
Case: Describe an Alternate Data Stream and show how to create one.
Session 10 – Nov. 13


Intrusion prevention and detection
· Methods of intrusion
· Network intrusion protection
· Host intrusion protection
Reading – Newman – Chapter 10
                 Boyle – Chapters 10 and 15
Case: Demonstrate HoneyBOT and show how it is used against intrusion.

Session 11 – Nov. 20

Security administration
· Staffing the security function
· Security monitoring
· Security investigation 
Reading: Newman - Chapter 11
               Boyle – Chapters 17, 18 and 19
Case: Describe and demonstrate an SQL injection
Session 12 – Nov. 27

Security policies and education
· Security policies
· Security standards
· Security education
Reading: Newman – Chapters 13 and 14
                Boyle – Chapters 20 and 21
Case: Demonstrate an example of buffer overflow
Procedures and Rules

Late Assignments:

Assignments submitted late will be assessed a penalty equal to 10% of the original weight, for each day overdue. For example, if the individual assignment is turned in two days after the due day, it will be worth only 4% of the course grade and the lost 1% cannot be made up. 

Re-marking: 

Requests to have the assignment or the midterm test remarked will be considered if all of the following conditions are met:

 The assignment/midterm test is submitted to the instructor within one week from the day the assignment/midterm is returned to the class. 

 The student submits a written explanation with his remark request as to why and where the student is entitled to more marks.

 The instructor has no reason to believe that the student has made any changes subsequent to the assignment/midterm being returned.

Students should be aware of the following:

 Several assignments/mid term tests are randomly photocopied before being returned;

 Items submitted for remarking will be marked in its entirety and the mark may increase, decrease or remain the same.  If, in the instructor’s opinion, the student did not have a good reason for requesting a remarking of the assignment or mid term examination, 2 marks will be deducted from the mark previously awarded.

Follow these links to familiarise yourselves with Senate's expectations regarding Academic Honesty, but also with many other Senate policies, in particular, with those about Academic Accommodation for Students with Disabilities, Religious Accommodation and  Repeating Passed or Failed Courses for Academic Credit. See also this link.
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