CSE 4482: Security Lab 1
Firewall Performance

This lab has been partially based on “OPNET Lab Manual To Accompany Data and Computer
Communications”, by Kevin Brown and Leann Christianson, Prentice Hall, 2004.
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The goal of this lab is examine the effect of firewall filtering on application response time.

A firewall is a router which provides additional security functionality. Firewalls are commonly deployed at the
border of a corporate network and the Internet, and are used to monitor and regulate the traffic that passes
through this border. Firewalls inspect various header fields in packets as they arrive and, based on a security
policy, choose to discard (filter) the packets, or forward them on to the destination. Packets may be filtered
based on the source or destination IP address, the source or destination port number, or other header fields.
For instance, a corporate site’s firewall could be configured to accept only packets originating at the
corporation’s other locations, or only packets destined for the FTP port. All other packets would be discarded to
protect the corporation’s devices from unwanted access. While firewalls provide a valuable service, the
additional filtering functionality can require extra processing time, possibly lowering throughput.

IT Guru consists of projects and scenarios. A project comprises one or more network scenarios. Each
scenario represents a different what-if analysis performed by the users. Scenarios may contain different
versions of the same network or models of different networks.

In this lab, we will build and analyze the performance of a corporate network consisting of two segments: the
home-office (i.e. client system) in the West and the server system in the East. The two segments are
connected through the Internet, which makes them (potentially) vulnerable to malicious/unwanted traffic.
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The lab requires you to create 3 different scenarios in order to compare the performance of the same
(topological) network in the following three cases: 1) there is no firewall in the network, 2) there is a firewall in
the network and it allows all traffic through, 3) there is a firewall in the network and it discards web traffic.

Step 1: Build the Simulation Model

1. Start IT Guru.
2. Select File — New ... choose Project and click OK.

3. Set the Project Name to xx_Firewall (where xx are your initials). Set the Scenario Name to No_Firewall.
Click OK.

4. In the Initial Topology window, select Create Empty Scenario and click on Next.

5. In the Choose Network Scale window, select World and click on Next.

6. In the Choose Map window, choose usa and click on Next.

7. In the Select Technologies window, click on Next.

8. In the Review window, click OK.

Next, we will configure the traffic profiles for our users. We need one profile for the motivated workers, who will

perform database transactions, and one profile for the idle workers, who will do web browsing.

Step 1.a: Build Traffic Profiles for Applications and Users

1. Select an Application Config object from the Object Palette i and place it in the project workspace.
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2. Right click on the object and choose Edit Attributes. Set Applications Attributes as follows:

a) Setthe name to Applications.

b) Set the Application Definitions attribute to Default. We can now use or modify the default
applications defined by OPNET, including web browsing, FTP, and others.

c) Expand the Application Definitions attribute and the row 0 attribute (which describes the
Database Access (Heavy) application).

d) Expand the Description attribute and modify the Database attribute to High Load.

e) Click on OK to close the window.



= (Applications) Attributes

Tomz |Utilities
| Attribute Walue =
® - hame Applications D R T XTI YRR P eoflececccee
6] |— model Application Config

() [FACE Tier Information Mone

(%) [=] Application D efiritions [

) |— ToE 1E

[E]rawn

6] |— Mame Databaze Access [Heavy]

6] [=] Deseription [.]

€3] I Custom i =
€] |- Database High Load R TETTTTTPTTPREN sssocfleccceces
€] |- Email )it

)] IFip i

@ |-Hittp off

€3] - Frint i

€3] I-Femate Login i

) I-*ideo Conferencing [alj]

€] Lvinice )it

rove 1 Databaze Access (Light).[...) -

J o

[~ Apply Changes to Selected Objects [ Advanced
Find Nest Cancel | o |

3. Select a Profile Config object =« from the Object Palette and place it in the project workspace.

4. Right click on the object and choose Edit Attributes. Set Profile Attributes as follows:
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Set the name to Profiles.

Expand the Profile Configuration attribute and set the rows attribute to 2.

Expand the row 0 attribute, and set the Profile Name to Database User.

Expand the Applications attribute, and set the rows attribute to 1.

Expand the row 0 attribute, and set the Name to Database Access (Heavy).

Set the Start Time Offset (seconds) to exponential(12).

Set the Start Time (seconds) for the profile (which is the second Start Time attribute) to
exponential(20).

Expand the row 1 attribute, and set the Profile Name to Web_User.

Expand the Applications attribute , and set the rows attribute to 1.

Expand the row 0 attribute, and set the Name to Web Browsing (Heavy HTTP1.1).

Set the Start Time Offset (seconds) to exponential(60).

Set the Start Time (seconds) for the profile (which is the second Start Time attribute) to
exponential(60).

(Note: The start time values will cause the large number of users (100) to be spread over a long interval
so that they do not all start at once.)

m) Click on OK to close the window.

Step 1.b:

Create Client System in the West

4
1. Select an ip32_cloud object Q‘% from the Object Palette and place it in the project workspace.

2. Right click on the cloud and choose View Node Description. The cloud represents a WAN consisting of IP-
capable routers that supports up to 32 serial links.

3. Right click on the cloud and select Edit Attributes.

a)
b)

c)

Set the name to ip32_cloud.

Set the Packet Latency (secs) to constant(0.05). You will need to change the Special Value
to Not Used in order to modify the Packet Latency value. This implies that any packet which
passes through the cloud will now experience a delay of 50 milliseconds.

Click on OK to close the window.
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4. Select an
workspace.

|
ethernet4_slip8_gtwy device «mwseaw from the Object Palette and place it in the project

5. Right click on the station and choose View Node Description. Note that the station supports both the
Ethernet and SLIP protocols.

6. Right click on the station and choose Set Name. Set the Name to Router_West. Click on OK to close the

window.

7. Select a 10BaseT_LAN object . from the Object Palette and place it in the project workspace.

8. Right click on the LAN and choose View Node Description. Note that the LAN object represents multiple
workstations and supports various applications. Click on the close window icon to close the window.

9. Right click on the LAN and choose Edit Attributes.

a)
b)
c)
d)

e)

f)

10. Select a
Router_ West.

Modify the name attribute of the LAN to Home Office.

Set the Number of Workstations to 150.

Expand the Application: Supported Profiles attribute, and set the rows attribute to 2.

Expand the row 0 attribute, and set the Profile Name to Database_User. Set the Number of
Clients to 50.

Expand the row 1 attribute, and set the Profile Name to Web_User. Set the Number of
Clients to 100.

Click on OK to close the window.
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10BaseT link from the Object Palette and use it to connect the Home Office to

11. Select a PPP_DS1 link weos . from the Object Palette and use it to connect the Router_West to the

ip32_cloud.

12. Remember that DS1 speed is 1.5 Mbps.
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Step 1.c: Create Server System in the East

1. Select an ethernet4_slip8 gtwy device aeweanaw from the Object Palette and place it in the project
workspace.

2. Right click on the station and choose Set Name. Set the Name to Router_East. Click on OK to close the
window.

3. Select a ppp_server device m== from the Object Palette and place two copies in the project workspace.
4. Right click on the first server and choose Edit Attributes.

a) Set the name to Database Server.

b) Edit the Application: Supported Services attribute, and set the number of rows to 1.

c) Edit the Name field of the first row and set to Database Access (Heavy).

d) Click on OK twice to close the windows.
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5. Right click on the second server and choose Edit Attributes.

a) Set the name to Web Server.

b) Edit the Application: Supported Services attribute, and set the number of rows to 1.
c) Edit the Name field of the first row and set to Web Browsing (Heavy HTTP1.1).

d) Click on OK twice to close the windows.

=X =

7. Select two PPP_DS3 links 7ss | from the Object Palette and use them to connect the Database Server to
Router_East, and the Web Server to Router_East.

8. Select a PPP_DS1 link =w | and use it to connect Router_East to the ip32_cloud.

Your network setup should now look as follows:
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Step 2: Configure the Simulation

1. Select the Simulation tab => Choose Individual Statistics...

2. Expand the Global Statistics item and the DB Query item, and select the Response Time (sec) statistic.
3. Expand the HTTP item and select the Page Response Time (seconds) statistic.

4. Expand the Node Statistics item and the Server DB Query item, and select the Load (requests/sec).

5. Expand the Server HTTP item and select the Load (requests/sec).

6. Expand the Link Statistics and the point-to-point item, and select the utilization <-- and utilization -->
statistics.

7. Click on OK to close window.



ﬂ Choose Results

ﬂ Choose Results

[=HE| Global Statistics

DB Cluemy

B Traffic Received (bytesdsec]
B Traffic Received [packets/zec]
B Traffic Sent [bytes/zec)

| Responze Time [sec]  eccsvecccsoccccacccccacccces

—E| Server DB Querp

| Load [requests/sec) rorererercscnnancncs

B Task Processing Time [sec)
Traffic Received [bytesdzec)
Traffic Received [packets/sec)
Traffic Sent [bptes/sec)

B Traffic Sent [packets/sec]
+HM Server Email

Bl ServerFp

—WE| Server Hitp

Load [requests/sec] @oreerrerrecttiincnns

B Traffic Sent [packets/zec) B Load (sessionz/sec)

EIGHF‘ B Task Processing Time [sec)
Email B Traffic Received (bytesdsec]
Ethemet Bl Traffic Received [packets/sec)
E‘?Tp B Traffic Sent [byptes/sec)
B Traffic Sent [packetz/zec)
Bl Object Response Time [seconds) +HM Server Jobs

| Page Response Time [seconds] B T
B Traffic Received (bytesdsec]
B Traffic Received [packets/zec]

+H{M Server Performance
+H Server Print
+HM Server Remote Login

B Traffic Sent [bytes/sec) +Hi SIFUAC

B Traffic Sent [packets/sec) +Hl SIPUAS
IGRP = Bl TcP
IP +HBl TCP Connection
0SPF THml uor
Pririt . +lill video Called Party
Femate Login +{ ‘ideo Calling Party
RIP M ‘ideo Conferencing

n HISVF' M oice &pplication

LCancel | LCancel |

8. Select Simulation => Configure Discrete Event Simulation...
9. Under the Common tab, set the Duration to 200, and the unit to second(s).

10. Click on OK to close the window.
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Step 3: Duplicate the Scenario (Firewall)

We are now going to duplicate the scenario to model a network with a firewall replacing Router_West. We will
create one scenario in which the firewall allows traffic through, but adds processing delay due to the packet
filtering required. We will create another scenario in which the firewall discards web traffic. This will allow us to
compare the database performance application in these different instances.
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1. Choose Scenarios => Duplicate Scenario, and name the new scenario Firewall.

2. Right click on Router_West, and choose Edit Attributes.
a) Edit the model and choose ethernet2_slip8_firewall from the pull-down menu.
b) Expand the Proxy Server Information attribute and the row 1 attribute (which describes the
Database Proxy behavior). Set the Latency to constant(0.005).
c) Expand the row 4 attribute (which describes the HTTP Proxy behavior) and set the Latency to
constant(0.005).

Note that both applications show Proxy Server Deployed set to yes. This means that the
firewall will allow traffic generated by these two applications to pass through.

d) Click on OK to close the window and replace the gateway with the firewall.
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Step 4: Duplicate the Scenario (Firewall Blocking)

1. Choose Scenarios => Duplicate Scenario again, and name the new scenario Firewall_Blocking.

2. Right click on Router_West, and choose Edit Attributes.

a) Expand the Proxy Server Information attribute, and the row 4 attribute (which describes the
HTTP Proxy behavior).

b) Set the Proxy Server Deployed attribute to no. This means that the firewall will discard all web
traffic.

c) Click on OK to close the window.



Step 5: Run the Simulation

1. Select the Scenarios tab => Manage Scenarios...
2. Edit the Results field for all three rows and set the value to <collect> or <recollect>.

3. Click on OK to run the scenarios (one after the other).

s -
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# | Scenario Name Saved Results Sim Time: J
Duration | Units
1 Mo_Firewall saved  <colects 200 second|s)
2 Firewall saved <colect> 200 second(s)
3 Firewall_Blocking saved  <colect> 200 second|s)
—
Dielete | Discard Results | Collect Results | Cancel | QK |

When the simulation has completed, click on Close to close the window.

Step 6: Inspect and Analyze Results

1. Select the Scenarios tab => Switch to Scenario. Switch to the No_Firewall scenario.
2. Select the Results tab => Compare Results...

3. Expand the Global Statistics item and the DB Query item, and select the Response Time (sec) statistic.
This statistic shows how long each database query took to complete. Use average mode to view the statistic.
Click on Show to see a more detailed graph. Your graph should resemble the graph shown below.
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QUESTION 1

Your task is to take a screenshot of your own graph obtained by performing Step 6.3, and include it in
the final report. You are also required to comment on the obtained results, i.e. explain the cause of
the difference among the three plots and their respective values?

4. Expand the HTTP item and select the Page Response Time (seconds) statistic. View the statistic using
average mode. Click on Show to see a more detailed graph. Your graph should resemble the graph shown
below.
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QUESTION 2

Again, your task is to take a screenshot of your own graph obtained by performing Step 6.4, and
include it in the final report. Once again, explain the cause of the difference among the obtained
plots and their respective values?

5. Expand the Object Statistics item, the Web Server item, and the Server HTTP item. Select the Load
(requests/sec) statistic and use average mode to view the statistic. Click on Show to see a more detailed
graph. Your graph should resemble the graph shown below.
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QUESTION 3

Include the screenshot of your own graph obtaineld by performing Step 6.5 in the final report. How
do you explain the difference among the obtained plots and their respective values?

6. Expand the Object Statistics item, the Database Server item, and the Server DB Query item. Select the
Load (requests/sec) statistic and use average mode to view the statistic. Click on Show to see a more

detailed graph. Your graph should resemble the graph shown below.
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QUESTION 4

Include the screenshot of your own graph obtaineld by performing Step 6.6 in the final report. How
do you explain the difference between the graph obtained in this question (Database Server Load),

and the one from Question 3 (Web Server Load)?

7. Expand the Router_West <->ip32_cloud[0] item, and the point-to-point item, and select the utilization ->
statistic. (This statistic shows the amount of traffic that was seen on the DS1 link between Router_West and
the WAN.) Use average mode to view the statistic. Click on Show to see a more detailed graph. Your graph

should resemble the graph shown below.
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QUESTION 5
Include the screenshot of your own graph obtaineld by performing Step 6.7 in the final report. How
do you explain the difference among the obtained plots and their respective values?

QUESTION 6

Firewalls can often act as bottlenecks if they are unable to forward packets at the same rate that
they receive them. Duplicate the Firewall scenario and name it Firewall Latency. Edit the Proxy
attributes of the firewall, and set the latency for the Database application to constant(0). Rerun the
simulation and record the DB Query Response Time. Repeat for values of 0.004, 0.006, 0.008, and 0.01.
Graph your values and explain your results.
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