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Part I: Security in MANET Routing
.|

e Trouble for routing is a DoS

e MANETSs are different:
- Open air
- Dynamic topology
- Link breaks
- Channel availability

e Novel attack models
e = Novel security approach needed

Easier Physical Access
=> Careful what is Shared

e The symmetric / asymmetric dilemma
- Shared keys could compromise everyone
- But asymmetric several times more expensive




In-line Tampering
.|

1: Drop
Control or Data
Packets

)—8— & -—J-—U

2: Change
Hop count, DSN

[ RREQ | [ RERR |

e Hop Count tampering: e DSN tampering:
- Make itself the desired next hop -Outdate good route
e To eavesdrop -Wraparound numbering

e To drop packets
- Invalidate routes

Sybil Attack — Bad Identities
.|

In-Line

J—8— 89—

;/

Out-out-bound

e Forged identities e Multiple identities
— Pretending to be someone else -Causing confusion
- Eavesdropping makes this easy -Bypassing protocol logic




Blackhole and Greyhole Attacks
.|

e Blackhole = Drop all packets
- Drop them itself, or
- Make them loop to max TTL

e Greyhole = Drop packets selectively

e Can be achieved with
- Tampering
And/Or
- Bad identities

Wormhole Attack
G

Tunnel

frames
—8——8—
Q & Q&
A B c D E

(A) thinks (E) thinks
(E) is a neighbor (A) is a neighbor

e Invisible to higher layers

e Current solution = Add packet leashes (marks)
- Time
- Geographic




Previous Work
on MANET Routing Security

e Any work on sensor networks applicable
e SEAD

e SRP

e ARIADNE (based on DSR)

e ARAN (based on AODV)

e SAODV

Agenda of the Presentation
|

1.

B owoN

Part I: Security in MANET Routing

Part Il: AODV-SEC as a Solution
Part Ill: Simulation and Results
Part IV: Conclusions and Ideas




Part Il: AODV-SEC as a Solution

C ]
1. AODV-SEC Motivation

Public Keys Signed with External CA
Certificates

Encryption and Signatures
Hash Chains on Hop Count
Compact New Certificate Type
AODV-SEC Implementation
Solved Problems

Open Problems

© N o g kW

AODV-SEC Motivation
G

e Specific use case for vehicular networks

Occasional fixed network connection

Asymmetric cryptography (no shared keys)

Central CA for subscription services

Real cryptography simulation




Public Keys Signed
with External CA Certificates

External CA

CA trust pre-loaded

= CA connectivity needed ; MANET Gateway
only to issue and revoke i Any node connected to the outside
| at any point

A’s Certificate " " CA
Signed by CA: T Q
“This Public Key - “ -
“This Public Key >

belong to ID A’ belong to ID B”

e S
Unique ID:A _» Unique ID: B
T comotmten [
control packets

Certificates exchanged
Inside routing protocol packets

MANET

Encryption and Signatures
G
e Senders use private keys to sign messages

e Receivers use certified public keys to verify
signature

A’s Certificate

Signed by CA: B’s Certificate

CA
okt
B
QA Unique ID: B

------ -._, [ AODV-SEC J—
control packets

Certificates exchanged
Inside routing protocol packets

w Signed by CA:
belong to ID B”

e
Unique |

MANET




Encryption and Signatures (2)

.|
e Public/Private key algorithm = RSA

e Private key signatures protect
- Authenticity (origin)
- Integrity of message

e 2 Signatures in each routing packet
- Originator, and
- Last hop

Hash Chains on Hop Count
|

e SHA-1 hash chains:

- Provide a “chain of custody” on hop count
e Going back to the originator

- No intermediate node can lower the count
e Even if a valid MANET member




Hash Chains on Hop Count (2)

e “Top Hash” field = h(h(..h(seed)..))
- happlied Max_Hop_Count times
- Set by originator

e “Hash” field
- Start with h(seed)
- Each node: Hash = h(Hash) AND Hop_Count++

e Receiver’s verification: ? h(h(..(Hash)) = Top Hash
- where h is applied Max_Hop_Count — Hop_Count

Compact New Certificate Type
|

e Bad performance with X.509 due to its size
- Fragmentation on each control packet

e New certificate type created — mCert.

e mCert keeps only critical data and achieves
a 50% size reduction (450 B vs ~1000 B).




AODV-SEC Implementation
.|

e Existing AODV extension options
e Existing AODV code from Uppsala University

e Only controller code module required mod.
- Interoperable with insecure AODV

Improved: Physical Access Risks

e No private keys are shared
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Solved: In-line Tampering
.|

)—8— @ -—J-—0

Cannot Change
Hop count, DSN

[ RREQ | [ RERR |

e All fields signed back to originator

Solved: Sybil Attack — Bad Identities
G

In-line

S & —&—0
\;/

Out-of-bound

e Unique, centrally certified IDs
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Solved:
Blackhole and Greyhole Attacks

.|
e Blackhole = Drop all packets

- Drop them itself, or
- Make them loop to max TTL

e Greyhole = Drop packets selectively

e Prevents sybil attacks and tampering

Solved: Wormhole Attack
G

Tunnel

frames
—8——8—
Q & Q&
A B c D E

(A) thinks (E) thinks
(E) is a neighbor (A) is a neighbor

e Packet leashes signed back to originator
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Open Problem:
DoS from Signed Control Packets

e If nodes cannot check signatures line speed:

Y é
Fiood ot oo "
S signed packets

Open Problem:
Sleep Deprivation Torture

Batte!

Batt
/
Batte = V (]
i i dfeccccccccccccccccccccccccnaa é
Bad keys
Q % to be verified

in routing packets
Battery
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Simulation Environment
C ]

e NS-2 simulator

e DSSS, 11 Mbps, 170m range

e 802.11 DCF

e Random Waypoint Model (0 to 600 s)

e CBR, 512B packets, 25-50% of nodes as
senders

e 2 scenarios:
- 900 x 200 m, 20 nodes
- 1500 x 300 m, 50 nodes
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End-to-End Delay - Not Scalable

» With only 16 sources:
 Impractical for
real-time applications
at moderate load

* Ex: ITU-T G.114: voice requires
<0.15s

Average end-to-end delay [s]
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Larger Network Experiment
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* Dramatic increase
« Problem even for
non-real-time
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End-to-End Delay a Problem?
|

e Authors see these results as promising

- Maybe they are not considering real-time aspects in their
specific scenario.

e They acknowledge cryptographic latency
- but not as a significant problem

e We believe the results are concerning

e And that the main problem is cryptographic
performance

Cryptography Performance Factor
.|

System 1

System 2

e Per node crypto latency (in MS) | recoms s | o

verify 172

5222
1946
1457

create 1545

e Based on this — Authors say RREP ol foraed | 37

verify 9.02

7658
1945
3942

3.24

034‘

60 ms average not a problem B

1931
542

e However for an end-to-end total we need:
- Times each node
- For both the RREQ and RREP direction
e This can explain the delays in the results
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Route Acquisition Times
.|
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Mobile as Much as AODV
(but at what load?)

* Must be at low load 1 ' AODY (4 sources) —E—
. e agd AQDV-SEC with mCert (4 sources) -—G-- |
e Based on previous X R ADDV-SEC with X.509 (4 sources) —-&-
> L} AQDV (16 sources) -l
8 14 AQDV-SEC with mCert (16 sources) - @
% ': : ! AODY-SEC with X 509 (16 sources) - -4
* Nevertheless, as such: o i i
Maintains mobility g
- F
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@ g i
& 0
*X.509 results irrelevant after mCert g’ 04
introduction @
z w

* Need load dependency
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Packet Delivery Ratio

Conflicting Results? (load data needed?)
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Part IV: Conclusions & Ideas
]

e Feasible protocol, especially for smaller, lighter
scenarios

e We need to improve cryptography performance
— Currently induced latency is concerning

e We need to improve cryptography efficiency

- Large routing packet size is a problem
e But probably not the main one

Future Improvement Ideas
|

e Evaluate securing only replies
e Elliptic Curve Cryptography (ECC), would
improve:
- Certificate size / packet size
- Calculation times
- Better security
e More powerful simulation systems

e More efficient simulation models
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Questions

Appendix 1:
Example Extension (RREP Single)

Cartificata of Orig:
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Appendix 2

Cryptography Library Selection
.|

e Crypto++ and libcrypto benchmarked

— libcrypto (OpenSSL) won

X.509 vs mCert

Cercificate:

Version: 1 (0x0)
Serial Number: 7829 (0x1e95)
Signature Llgorithm: mdSWithRSAEncryption
Issuer: C=Zi, ST=Uestern Cape, L=Cape Town, O=Thawte Consulting cc,
oU=Certification Serviees Division,
CH=Thawte Server Ch/emaillddress=server-certalithavte.com

Validity
Not Before: dul 9 16:04:02 1998 GHT
Mot After : Jul O 16:04

ST=Naryland, L=Pasadena, O=Brent Baccala

wy. freesoft.org/ emailiddress=baccalalfreesoft . org

Public Key Algorithm: reaEncryprion
RSA Public Key: (1024 bit]
Modulus (1024 bit):

c]
1 127:52:7e:41:
Expoment: 65537 (0x10001)
Signature Algorithm: mASWithRSAERCIVPLion
93:5£:8 S:af:bf:0a: d:fh:24:5£:b6:59

92:2e:4a:ib:8brac:7d:99:17:5d:cd: 19:f6:ad:ef: 6 192
ab:zf:db:cf:0a:l3:on:ee:2c:Oe:43:03:he:Thiea:fe:9n:i6T:

dn:=2:40:00
o e

Saide:gdiea:63:cdichice: 60:50:01:85:h5:6d: 081 £3:d9: 57
&; 134z iGe: fif2ie thi: 5:22:

Data field Confent description
type Certificate type
h_fune Hash function type
caid CA 1identification
serial Certificate serial number
ip TP address of the node
exp_time Expiration date
exponent exponent ¢ (public key)
moduhus modulus n (public key)
signature CA signature

TABLE IIT

DATA FIELDS OF TEE MCERT CERTIFICATES

22



