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Abstract—In this paper we present a new secure routing vant for a commercial use of this technology, since customers
protocol for mobile ad hoc networks (MANETS) based on AODV  expect a high quality service which is trustworthy and reliable.
called AODV-SEC. Our security approach is using certificates Because of the changing topology special routing protocols

and a public key infrastructure as trust anchor. To verify . .
the correct functionality of the protocol we implemented it in have been proposed to face the routing problem in MANETS.

the NS-2 simulator using genuine cryptography and performed Since rOUting is a basic service in such a netWOfk, which is
extensive simulations and performance evaluations. In addition a prerequisite for other services, it has to be reliable and

we present the need for a new certificate type for secure routing trustworthy. Otherwise no dependable applications can be
in MANETSs called mCert The simulation resuilts not only prove  ,qyiged over the MANET which brings up the need for secure
the functionality and performance of the protocol, moreover, they - .
can be used to point out general challenges for the design and !’outlr.]g protocols. A secure rOUt_'ng protqcol has to be able to
use of secure routing protocols in MANETS. In our opinion the identify trustworthy nodes and find a reliable and trustworthy
results point out the current difficulties of secure routing protocol  route from sender to destination node. This has to be realized
design. The paper contains two major sections, one presenting within a few second or better tenths of seconds, depending on
the protocol functionality in great detail, the other presenting ne mgpjlity of the nodes and the number of hops in the route.
the simulation settings and the detailed results. The paper closes . . . .
with a conclusion and an outlook on future research issues. The starting point for our protocol design and the simula-
tions is a specific use case scenario of MANETSs which poses

special requirements on the protocol. The scenario we are
looking at is a vehicular ad hoc network which has contact

Mobile ad hoc networks (MANETS) have become a prevae a fixed network (e.g. the Internet) from time to time. We
lent research area over the last couple of years. Many reseaif assuming one single trust basis which is controlled and
teams develop new ideas for protocols, services, and secunfsinaged by the network operator. Hence, one single public
applicable for these type of networks. This is mainly dukey infrastructure (PKI) is used to introduce trust on a node
to the specific challenges and requirements MANETs poksrel.
on the protocols and mechanisms used. They require newrhe paper is organized as follows. First we will give a short
concepts and approaches to solve the networking challengestivation for our research and the questions to be resolved.
MANETSs consist of mobile nodes which can act as sendén Sec. Il we will present a selection of related work for this
receiver, and forwarder for messages. They communicate usiggic. In Sec. Ill the protocol AODV-SEC is described. Our
a wireless communication link e.g. a Wireless LAN (WLAN)mplementation of the protocol for the simulator and some
adapter (IEEE 802.11). These networks are subject to frequgréliminary investigations will be presented in Sec. IV. The
link breaks which also lead to a constantly changing netwogkmulation scenarios and results are depicted in Sec. V. The
topology. Due to the specific characteristics of the wireleggper closes with a detailed conclusion pointing out the major
channel, the network capacity is relatively small. Hence, thallenges related to secure routing and giving a short outlook
be able to use MANETSs with many nodes, very effective ansh existing research issues in Sec. VI.
ressource efficient protocols are needed. o _

Since the nodes communicate over an air interface, seéy-Motivation for Secure Routing
rity becomes a very important issue. Compared to a wiredThe curious reader might question why security is so
link, the wireless link can be intercepted or disrupted bynportant but difficult to realize for MANETSs. Different
an attacker much more easily, since it is freely accessildeenarios have to be looked at to answer this question. In
and not protected at all. In addition, the constantly changirgldition, different network scenarios pose different challenges
topology makes it hard to determine which node really left thend requirements on the protocols and especially the security
network, just changed the location, or has been interceptedused.
blocked. Several attack scenarios have been proposed in tha& conventional ad hoc network has no infrastructure support
literature [1]. Therefore, mechanisms and protocols have to Wwhatsoever. Hence, all security mechanisms have to cope with
developed to secure MANETS. This especially becomes rekefully distributed network functionality and the fact that all
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nodes are more or less equal. In such a scenario onlyalled TESLA. A second approach is called ARAN which
distributed security and trust scheme can be used if nodsspresented in [14]. ARAN is a reactive routing protocol
should be able to join or leave the network. A closed grougased on AODV using certificates. In [15] the Secure Routing
of nodes could also be secured using certificates. Distributetbtocol (SRP) is proposed. SRP is a reactive protocol relying
security schemes mainly rely on threshold cryptography [2in a shared secret exchanged a priori.
[3]. These mechanisms have the disadvantage that no centrdJsing a PKI and certificates requires the use of a re-
provider can control the network. However, this might beocation mechanism for compromised certificates. In [16] a
of desire for certain scenarios, especially if subscription performance analysis for two different revocation approaches
services is used. applied in MANETSs is presented. It is shown that efficient
In an ad hoc environment relying on gateway nodes coaertificate revocation is a feasible task also within MANETS.
necting to e.g. the Internet more centralized security schenmiége issue of certificate handling between MANET nodes has
can be applied as well. Therefore, in our network scenario theen introduced in [17].
presence of gateway nodes makes the use of a centralized trusfficiency, performance, and scalability are very relevant
anchor, a public key infrastructure (PKI), a possible solutioissues for MANETSs. In [18] some of the existing security
This scenario has not been looked at in greater detail. Mamechanism used as building blocks for secure routing proto-
protocols using some sort of cryptographic certificates leauels are presented. Different protocols using the elements are
the questions concerning certificate distribution, managemesmtalyzed and discussed focussing on efficiency. A general per-
and especially revocation untouched. Therefore, it was di@rmance study of several routing protocols without security is
motivation to look at these questions in greater detail amdesented in [19]. In [20] Perkins et al. compare the two best
suggest one possible solution for a certificate-based secpezforming protocols (AODV/DSR) of the previous reference
routing protocol with the AODV-SEC. in very detailed simulations. The simulation scenarios we
applied for obtaining our results are equal or very similar to
the ones used by Perkins et al. to generate comparable results.
Security and secure routing in MANETS has been of interestEfficient routing protocols using strong security mechanisms
for quite some time in the research community. In this secti@ombined with a high network performance is seen as one big
we will give a short overview of existing work and entry pointghallenge by Hu and Perrig in [10]. Therefore, our goal was to
to the literature. Many different secure routing approachésok into this issue to generate significant simulation results.
have been proposed so far. Not all of them can be referendadaddition, we wanted to fill in the gaps of using a genuine
here, hence, a selection will be presented. cryptographic implementation and a real certificate handling
The reason why researchers try to solve the challenge ssheme with this work.
securing routing protocols are attacks. Many different types
of attacks have been proposed so far. A selection of them are lll. PROTOCOLDESIGN OFAODV-SEC
the wormhole attack [4], [5], the rushing attack [6], and the The protocol AODV-SEC is an improved version of the
sybil attack [7]. Other attacks would be the denial of servicBAODV protocol and has first been published in [21]. It
attack or a simple eavesdropping attack. In most of the given a protocol extension to the AODV protocol, based on
articles on security issues, attacks are presented and discusged AODV extension mechanism described in [22]. For the
A detailed overview is given by Karlof and Wagner in [1]. simulations in this paper we further improved the protocol
A good overview on secure routing in general can be fourahd its implementation in the simulation environment. In this
in the article by Gupte and Singhal [8]. They present curreséction we will describe the protocol, its functionality, and
protocol proposals, their mechanisms and shortcomings, dtge used security mechanisms. We chose AODV as the basis
ARAN, ARIADNE and SEAD are discussed. In [9] the authorfor our protocol since it is one of the most efficient reactive
concentrate on secure routing in sensor networks. Senpestocols in large scale MANET environments.
networks share the same security challenges as MANETS, ) ) _ )
hence, the overview on security requirements is very relevafit. Réquirements and Basic Protocol Functionality
A very complete and extensive overview on ad hoc routing As we already stated in the introduction, in our scenario
challenges, mechanisms and protocols has been presented B9KI is used as a trust anchor. Hence, it is necessary
Hu and Perrig in [10]. A detailed section on securing théhat every node in the network owns a certified keypair. In
AODV protocol is given in this publication. addition, every node needs to possess the current certificate of
The first approach of securing the AODV protocol hathe certificate authority (CA) to be able to verify previously
been made by Zapata with his SAODV [11]. In a secondnknown certificates from other nodes. Every node has to
publication [12] the protocol is presented in greater detadwn a certificate to be able to participate in the network. One
Further, related issues like key management are presentbdllenge of this scenario is the distribution of certificates. In
briefly. large networks it is not feasible to exchange the certificates
Other secure routing protocols are e.g. Ariadne [13], whidf all nodes beforehand. Therefore, our approach for AODV-
is based on the Dynamic Source Routing (DSR). The s8EC is to include the respective certificates into the route setup
curity mechanism it uses is a broadcast encryption scheperckets.

Il. RELATED WORK



The AODV-SEC protocol tries to secure all possible aspects
of the route discovery process. This includes the authentication
of the two end nodes as well as the intermediate nodes.
Further, it excludes not trusted nodes from the discovered
routes. The length of the discovered route is protected in a
way that intermediate nodes can not advertise a potentially
shorter route than actually exists. The security mechanisms
will be presented in detail in the next sections.

1) AODV Additions:As mentioned before, the AODV-SEC
protocol implementation is based on the extension mechanism
of the AODV protocol. To guarantee the AODV-SEC protocol
extension to append its needed data to the AODV message, the
8 bit Lengthfield specified in [22] had to be changedl®bit.

This allows the protocol extension to appesieb35 Byte of
data instead of just55 Byte.
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Fig. 2. RREP Single Signature Extension

AODV-SEC extension, fulfill several security requirements. A
mobile node has to be able to detect forged messages and
should recognize if the message is originated or forwarded

om an untrusted node. Therefore, the AODV-SEC extension

. . . f
In Fig. 1 the _exte_nsmn SChe”?e is shown. The AODV'SEFrL‘lessages have to provide the security services of authenticity,
protocol extension is attached right after the AODV messa%n-repudiation and integrity of messages

2) Message FormatsTo understand the security schemes . . .
. 0 accomplish these security needs the protocol extension
and mechanisms, we take a look at the message formats o}_

. . : ses mechanisms of asymmetric cryptography [23] and hash
the AODV-SEC security extensions first. For every AOD\glﬁgorithms. Digital signatures ensure the authenticity and the

Fig. 1. AODV extension scheme

Ejneefisnsea(?'e type one particular AODV-SEC extension type i egrity of the transmitted messages. With a security mech-

) ) anism calledhash chain[24], the Hop Countof the AODV

« RREQ Double Signature Extension message is protected. In the following subsections, we describe
« RREP Single Signature Extension the mechanisms our protocol extension uses in more detail.
« RREP Double Signature Extension Further, we describe which parts of the protocol they protect.
« RERR §|gnature !Ext.ensmn . 1) Digital Signatures: AODV-SEC uses digital signatures

To exemplify the principles of the protocol, Fig. 2 showsor several different purposes. Signatures can be used to
the message format of an AODV-SERREP Single Signature gyarantee the origin and the integrity of data. Hence, the
Extensionin detail. The other remaining extension messag@gotocol signatures are used to protect the content of routing
of AODV-SEC are composed in a similar way, so only thigyessages from modification. Further, they are used to be able
message is presented as an example. _ to verify the originator of the request or reply. In addition,

The exemplary extension message in Fig. 2 can be dividgg |ast hop forwarding a message can be verified due to
into three different parts. The first message part is the heaﬂ§rsignature (double signature extension). In our protocol
section of the extension, where the type and the length of tfh‘i’plementation we used the RSA [23] algorithm combined

message, the maximum number of hops, the hash functigiy, SHA-1 hashing. The extension fields containing the

type and the certificate types are specified. The second Ragnature values are:

of the message describes the security section, where the hash _ . . :
. - Originator Signature

chain to secure the hop count field of the AODV message and’ .

L . . « Last-Hop Signature
the digital signatures are stored. In the third message part, Signature for RREP
the certificate section, the certificates of the originator of the * g _ _ o o
AODV message and the last hop are placed. 2) Hash Chains:Besides digital signatures, hashing is an

The data container is a new feature to the protocol. It willnPortant building block for the protocol extension. Hashing
be described in detail in Sec. IlI-C. is needed for the digital signatures but it can itself be used

) ) to secure data. We use a chain of hash values to secure the
B. Security Mechanisms of AODV-SEC minimal length of the route. This is feasible since a hash
In order to ensure secure routing within the network it iinction (y = h(x)) is a one-way function. It is practically
necessary that the transmitted AODV messages, secured byitipgossible to calculate the inverse of a hash function=(



h=1(y)). Additionally it is virtually impossible to find two > RREQ |~
argumentsz and ' where h(z) = h(z’). In our protocol
implementation we use the SHA-1 hash function. Therefore,
a node can not reduce the number of hops existing in a route Y Y
since the current hop count is secured using hash chain valugs.routing Security
It is important to secure the minimal length of a route to| Tadle Controlier
prevent an attacker of advertising potentially shorter, hence, f 4 f 4
more attractive routes. The extension fields containing the hash
values are:

o Top Hash — Origin of the hash chain
« Hash — Hash chain value corresponding to the current

hop Fig. 3. The AODV-SEC Module Structure

3) Public Key Infrastructure: The basis for all security
mechanisms is the trust anchor in the network. In our scenario
we use a centralized PKI. Every node participating in tH&e only module we needed to change was to exchange the
network needs a certified key-pair. The CA issues certificatéontroller with the Security Controller This new controller
using e.g. the X.509 standard. Nodes communicating exchargedule detects the security extensions and runs the respective
their certificates to validate the authenticity and trustability ghechanisms to verify or secure the packet. Every secured
the communication peer. For this validation process alsopacket will be answered using also a secure packet. If an
revocation mechanism needs to be considered to maintain ithgecure packet is received the controller has to decide if
trustworthiness of the PKI. In this work we assume revocatidhis handled or discarded. Virtually it is possible with our
information is available to the nodes and can be used to chégplementation to run a network in a hybrid routing mode.

— RERR -

the validity of certificates. However, an insecure packet will allways be answered using
. an insecure packet.
C. Protocol Additions and Improvements To implement real security functionality some design de-

Compared to the SAODV protocol and the first protocddisions had to be made. The selection of a cryptographic
version of AODV-SEC we defined some new features arithrary and the certificate standard is described in the following
changes in the current AODV-SEC protocol. The major dikections. Our selection was primarily based on performance.
ference compared to SAODV is the inclusion of a last-hagowever, compatibility issues and ease of implementation
authentication mechanism and the defined certificate usagere also an important factor.

No certificates have to be distributed before operation for tge Perf f Crvpt hic Lib Candidat
AODV-SEC protocol. Only the CA certificate needs to be*™ erformance ot Lryptographic Library L-andidates

known to the nodes. To be able to evaluate the simulation results the real

To improve the performance and capabilities of the protocefyptographic mechanisms had to be implemented in the
we defined the data container (refer to Fig. 2). This additionBfotocol. Several open cryptographic libraries exist for such
data field can e.g. be used to run a key agreement protoBdrposes. Before deciding which library to use we compared
(Diffie-Hellman) in parallel to the route setup process. Thigie performance of the necessary mechanisms. The can-
feature reduces the connection setup time, which is vetigate libraries wereCrypto++ (http://www.eskimo.

crucial in the MANET environment. In addition this datacom/ weidai/cryptlib.html ) and libcrypto (http:
container could be used to distribute certificate revocatidffvww.openssl.org/ ). For the comparison we used an
information. AMD 64 Processor wit8.5 GHz running a Linux 2.6.11.10

We improved the packet verification process of the protocdiernel (System 1). To determine latency also for slower
Previously only the last-hop signature has been check by intéystems we used a second system equipped with an Intel
mediate nodes. In the improved version every node involvédpbile Celeron with500 MHz also running Linux (System 2).
checks both the originator signature as well as the last hépe performance results for the two systems can be found in
signature. This improvement helps to detect tampered pack&®. |. Due to the performance differences we decided to use

faster and reduces the load on the network. the libcrypto library for our implementation.
The creation time of routing packets is increased because
IV. IMPLEMENTATION of the cryptographic operations. Hence, the latency of these

The basis for our implementation of AODV-SEC wa®perations has to be taken into account for the simulations.
the AODV implementation provided by the Uppsala Univerin Tab. Il the different latency times needed for the AODV-
sity (http://core.it.uu.se/AdHoc/AodvUUImpl ). SEC security operations for the three AODV packet types are
The advantage of this implementation is that it can be usksted. Most important are the latencies of the reverse path.
both in the NS-2 simulation environment as well as the Linudence, for System 2 an average latency606fms has to be
kernel. The source code of the protocol has the structure showsed. This calculates from the addition of the times needed
in Fig. 3. Since we defined AODV-SEC as an AODV extensiofor verification and forwarding of the RREP message.



Library Sign (1024 bit)  Verify (1024 bit) The data fields of the mCert certificate definition are listed
Crypto++ 30 ms 09 ms in Tab. 11l Certificates are uniquely identifiable using tizeid
libcrypto 2 ms 0.1 ms . .
_ _ _ and serial data fields.
Library Hashing (200 kB)  Hashing (1000 kB)
Crypto++ 6 ms 27 ms V. SIMULATION AND RESULTS
Wbcrypto L ms 4 ms We chose the widely used NS-2 simulatbttp:/www.
TABLE | isi.edu/nsnam/ns/ ) for the simulation of the AODV-
PERFORMANCERESULTS OF THECRYPTO++ AND THE LIBCRYPTO SEC implementation, since a verified version of AODV al-
LIBRARIES ready existed. The main goal of the simulations was to
evaluate the protocol under various scenarios and challenges.
In addition we wanted to get reliable results concerning the use
System 1| System 2 of cryptographic mechanisms especially related to the public
create 8.13 52.22 key cryptography.
RREQ [ms] forward 3.18 19.46
verify 1.72 14.57 A. Simulation Scenario and Settings
create 15.45 76.58 As already stated we used the NS-2 simulator in version
RREP [ms]  forward 3.7 19.45 2.28. The AODV-UU was used in version 0.9.1. Our protocol
verify 9.02 39.42 was implemented as patch files against the original software
RERR [ms] ~ Credte 3.24 19.31 sources. To generate results that can be compared to existing
verity 0.84 5.42 results in the literature we tried to reuse the scenarios presented
TABLE Il by Perkins et al. in [20].
LATENCY TIMES FOR THE SECURITY OPERATIONS ON DIFFERENT 1) PhySICaI MOdel:FOf the phySICal propagatlon mOdel Vv_e
DLATEORMS used the two-way ground model. In the simulator we applied

the parameters of 24 GHz Lucent Orinoco WaveLAN DSSS
Radio Interface. The data rate was set ]Ib%b and a
transmission range df70 m was used.

B. Certificate Types 2) Media Access Modelfor media access we used the

commonly known distributed coordination function (DCF)

Conventional X.509 certificates have been used in the origi . .
nal design of AODV-SEC. However, during the first evaluatiognn.?:?hzf ;gzilsliEEIEmSOO dzéllé \glt';ilgzrs dLV/_\\IIE Asltlaggzzércr?;b&idn

runs we discovered that routing packets containing seve\Lr’:éS'e d in the model
X.509 certificates become too large (ay5 kB) to fit in ’

a single Maximum Transfer Unit (MTU) of 802.11 WLAN. 3)RM0(§)|I|tyVI\\//IodeI_: tTf\)/I St')thlate Sold(_arhmobméy |V\r/]e used
Hence the MAC layer starts to fragment the packets Whi(t, € random Yvaypoint Vobility model. The model has some

leads to twice the number of packets on the channel, increasi whacks, however, since we wanted to obtain comparable

the number of collisions (refer to Sec. V-B). Therefore, we ults 1o the existing results we used the model anyway. The

designed a new certificate type calledCert which contains node pause times varied betwden (high mobility) and600 s

only the relevant data of the certificate. This new certifica%gw mability). For our simulations we used two scenario sizes.

type is compatible to the X.509 standard and reduces t e small scenario had a size 900 x 200 m and simulated

overhead bys0 %. A regular X.509 certificate for a keylength”. nodes. The larger scenario had a sizé5@i0 x 300 m and
simulated 50 nodes.

of 1024 bit is aroundl kB large, the corresponding mCert is . . .
aI‘OL(I)nd4510B te large 9 P 9 4) Traffic Generation: Constant bit rate (CBR) sources
Y ' have been used to model data traffic. The data packets had a
size of512 Byte. The simulation scenarios contained different

| Data field  Content description numbers of data sources which were distributed randomly. In
type Certificate type the small scenario either 4 or 16 sources have been used. In
h_func Hash function type the large scenario either 10 or 20 sources were used.
caid CA identification
serial Certificate serial numbe B. Results for the Small Scenario
ip IP address of the node Especially for the small scenario a great number of results
exptime  Expiration date have been computed. The results we looked at were:

exponent  exponente (public key)
modulus modulusn (public key)
signature  CA signature

« packet delivery fraction,

« average end-to-end delay,

« normalized routing load,
TABLE IIl « normalized mac load,

DATA FIELDS OF THE MCERT CERTIFICATES « route acquisition time,

« number of RREQs per node.
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o 8'2 ®..e - i parameter for the performance of a secure routing protocol.
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@ I S S 2 . The next results to be discussed have been simulated and
S | analyzed recognizing the level of mobility the nodes in the
% scenario had. We simulated mobile scenarios with several
z i different pause times, influencing the level of mobility. In
5 £)

— ; Fig. 7 the analysis of the end-to-end delay is shown. Almost
0 200 400 600 800 1000 1200 1400 1600 .. .
Offered load [Kb/s] all of the three protocols perform very similarly and achieve
an end-to-end delay for data packets betwéenand 0.3 s.
Only the AODV-SEC protocol using X.509 certificates can not
Fig. 5. Comparison of normalized routing load achieve such short delays if the number of sources is large,
hence, a lot of traffic is posed on the network. This poor
scalability has been confirmed by most of our other simulation

A selection of the result will be presented in the followingesults, which led us to look into this issue in greater detail.
section of the paper, giving an insight in the performance This will be discussed later in this section.
the protocol in its different versions. The NRL results plotted in Fig. 8 also reflect the scalabil-

The end-to-end delay comparison of the protocols alreaily issue of the X.509-version of the AODV-SEC protocol.
gives a good impression on the capabilities and the drawbadksscenarios with few sources or the different AODV-SEC
of the secure routing protocol. Especially in the small scenari®otocol implementation the NRL is much closer to the results
with few source nodes the AODV-SEC performs well, almosif the insecure version of AODV. However, the NRL of almost
as good as the regular AODV. Increasing the number of sour@eByte can only be achieved by the insecure version of the
leads to a rather large increase of the end-to-end delay (rgdestocol. The protocols using security show a rather significant
to Fig. 4). routing overhead.

Analyzing the normalized routing load (NRL) shows equiv- A very significant parameter for the evaluation of a routing
alent results. However, the performance of both protocols gsotocol is the packet delivery fraction (PDF). The PDF shows
much closer in this respect, especially for the critical scenatimw successful a protocol performs delivering packets from
with many sources in the network. Fig. 5 shows the resulksource to destination. The higher the value the better. In Fig. 9
The more data is sent in the network the lower is the NRkhe results of the PDF for the three protocol implementations
hence, the performance of the network increases. can be seen. The previous result's characteristics can also

A very crucial parameter for a routing protocol, especiallipe recognized in this figure. The X.509-version of AODV-
in mobile environments, is the route acquisition time (RAT)SEC doesn’t scale well if the traffic load increases. All other
The faster a route can be found the better, since the lifetimepbtocol versions have a PDF betwe#n% and90 % or even
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Fig. 8. Comparison of normalized routing load Fig. 10. Comparison of RREQ sent per node

. . certificates is not scaling for increasing data traffic in the
better. This result demonstrates that a carefully designed seqite ork. In our opinion the reason for this is that all three
version of AODV'is indeed fga&_ble. _ variants have different packet sizes. An AODV-SEC X.509

Since the nodes are mobile, links can break while or aﬂ%uting packet has a size of abols kB. The MAC-layer

the route establishing phase. Therefore, greater mobility alspihe |EEE 802.11 standard starts to fragment packets at a
leads to more link breaks which results in more sent RREQ, ¢ from2.3 kB. Therefore. most of the AODV-SEC X.509
packets to find a valid route. In Fig. 10 the average number 0f c1ets will be cut into two separate MAC packets. This effect
RREQ packets sent per node is shown. The results SUPREHys to a channel utilization which is more than doubled.
two assumptions already made from the previous resuligence, this protocol implementation is much more sensitive
The higher the level of mobility the more link breaks occuky nhacket collisions and high load scenarios. Due to this
resulting in a greater number of sent RREQ packets. Furthgtiing we designed the much smaller certificate type mCert,

the number of RREQ packets increases with an increase in dgigch is especially suitable for mobile scenarios using WLAN
traffic in the network. Furthermore, the scalability problem fog, mmunication.

the AODV-SEC using X.509 certificates also appears in the
results in Fig. 10. C. Results for Small Scenario with Attackers

To get to the gist of the scalability issue concerning the Since we are analyzing a protocol designed to be resistant
AODV-SEC protocol using the standard X.509 certificatesgainst attacking nodes, this functionality also has to be
another simulation evaluation has been done. We analyadluated in the simulations. Hence, we ran several simulations
the normalized MAC load which can be seen in Fig. 1hlacing various numbers of malicious nodes in the scenario.
The results show that only the protocol using standard X.509the simulations 16 source nodes were used and the mobility
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Fig. 11. Comparison of normalized MAC load Fig. 13. Number of RREQ per node with attacking nodes
% ' " pODV —E—
0 AODV-SEC with mCert - respective simulation result is shown in Fig. 13. All regular
ha et ta\E nodes also forward the altered requests, hence, the network is
70 “& . flooded with there irregular requests. This effect leads to an
o e increase of up to 100 additional request packets per node.
—
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D. Results for the Large Scenario
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&
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- To get an idea of the scalability of the protocols a larger
30 < scenario with more nodes has been simulated. Since the
A AODV-SEC protocol implementation using X.509 certificates
didn’t scale well for the small scenario only the AODV-SEC
10 using the mCert certificates has been simulated in the large
0 10 20 30 o 40 50 60 70 80 90 Scenario.
Malicious nodes [%] . . .
In Fig. 14 the simulation results for the end-to-end delay
can be seen. The regular AODV protocol scales well and
Fig. 12. Packet delivery fraction with attacking nodes has an acceptable delay betwdesn and 0.2 s for both load
scenarios. This delay increases noticeably using the security
extension. The AODV-SEC protocol achieves relatively long
model was set to use a pause time0of. A malicious node delays of up tal.6 s for highly mobile scenarios (pause time
changes the destination IP address in all AODV data packets). The delay decreases nearly exponentially for increasing
to an unknown address. The compromised packet is theause times. Hence, the current implementation of AODV-
forwarded just as usual. Only nodes using the AODV-SESEC shows weaknesses in highly mobile scenarios with a high
protocol can detect and remove the tampered packets.  traffic load. Presumably this is caused by the larger packets
In Fig. 12 the PDF for the secure and the insecure AODahd the delays due to the cryptographic mechanisms.
protocol are plotted. The higher the number of attackers inThe increased end-to-end delay also results in more frequent
the network the more requests and replies get lost. Hence ling breaks. Therefore, the PDF decreases for the secure
PDF decreases. Since the AODV-SEC protocol removes ptbtocol version in the high mobility scenarios. This result
tampered messages its PDF decreases much more. This effeshown in Fig. 15. Whereas AODV achieves a PDF between
can clearly be seen in the plot. 80 % and 95 % the PDF for AODV-SEC decreases especially
Another effect that occurs if the number of attacking nodder the highly mobile nodes scenario down to aro@d’%.
increases is an increase of the normalized routing load. In aThe results for the large scenario demonstrate that scalabil-
network with a high number of malicious nodes many motigy is a very crucial and important issue to be resolved for
route requests have to be sent to be able to deliver a deéure routing protocols using certificates. The protocol has
packet. to achieve small packet sizes, short end-to-end delays, and
Due to the fact that tampered packets are deleted byfamt detection times for an attack scenario to be useful also
security aware AODV-SEC node, the number of RREQ packetslarger networks. We'll present a concluding resume of the
has to be lower than in a network using the regular AODV. Thresults presented in the last section.

Packet delivery fraction [%0]

20
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T T AODV (10 sowrced) are not a problem for the implementation of a secure routing
AODV-SEC with mCert (10 sources) ---©--

4 protocol.
AODV-SEC with miert (30 soufces) - @ Closely related to the cryptographic mechanisms is the dis-
tribution and the handling of certificates. In our approach the
12| certificates are distributed within the request and reply packets
L of the protocol. This approach is not necessarily the most
effective, however, no additional certificate exchange protocol
is needed using this approach. Moreover, in large networks
it is not feasible to distribute all certificates in the network.
During our simulations we encountered a performance issue
related to this certificate handling mechanism. The size of
~ regular X.509 certificates is too large to fit all necessary data
0 100 200 300 400 500 s0o Information into a single request. Hence the MAC-layer starts
Pause time [s] to fragment packets, resulting in twice the number of packets
on the channel, increasing the probability of collisions. This
problem was partly solved by introducing theCertcertificate
Fig. 14.  Comparison of the end-to-end delay format, which reduces the certificate size B %. Due to
the smaller certificates MAC-layer fragmentation could be

169

1.4

Average end-to-end delay [s]

avoided and scalability improved, however, the packet size is
— 901 still rather large. Therefore, a scalable and efficient certificate
= 8 distribution or exchange mechanism is one research issue for
S Fu oW o future investigations to cope with this problem.
§ 70 o o The certificate performance issue relates to a more general
“; 60 o5 T challenge, the packet sizes of routing packets. The larger
‘g‘a sod e the packets, the longer the exchange takes. Hence, the route
] L2 acquisition time is directly connected to the routing packets.
g 40 o« R Therefore, it is important to keep the packets as small as
< 30 possible. The small packet size is also an important design
I AODV (10 sources) —H— . . .
O ol AODV-SEC with mCert %%8 :gﬂ:ggzg o criteria for a scalable protocol. A_MANET routing protocol
e AODV-SEC with mCert (20 sources) @ needs to be very scalable. Our simulation results give some
w05 100 200 o0 200 200 w0  insights on the scalability of our protocol implementation.
Pause time [s] Using the results, information for the general approach of

designing scalable and secure routing protocols can be gained.
With our AODV-SEC mCert scalability was improved but

is not yet sufficient. Therefore, packet sizes, cryptographic
mechanisms, and protocol settings have to be improved to
improve the scalability.

The results of the RAT comparison (Fig. 6) demonstrates

Throughout the design-phase, the implementation, and thew close the performance of secure and insecure AODV can
simulations many new challenges were identified related be. However, including the results of the NRL into the analysis
secure routing protocols. In this closing section of the papshows that the secure protocol again performs worse. Mainly
we want to sum up the findings from the simulations andue to the larger packets and the resulting effects of longer
discuss resulting consequences as well as research issueslétays etc. the secure version has to generate more routing
future investigations. load.

An important issue for the usability of a secure routing A very promissing result is the analysis of the end-to-end
protocol is the performance of the implemented cryptographdelay. The results proved that both protocol versions perform
mechanisms. This performance has not yet been investigai@dost equally well. Again, the secure version has some slight
Hence, we compared the two cryptographic libratiesrypto  disadvantages. This mainly results from the increased packet
and Crypto++. The results in Sec. IV-A proved that thesizes and the cryptographic functions adding delay.
performance of a crypto library can be good enough to As an overall result can be stated, secure routing in
implement a secure routing protocol for MANETSs. ObviousiWIANETS is feasible. However, some challenges still remain
the performance always depends on the hardware performarnodie resolved. Whereas the performance of the cryptography
However, even a rather slow system is capable of calculatirsgsufficient, packet sizes, certificate handling, and scalability
all necessary security functions in ab@tms. This delay is are still challenging research points. Especially the packet size
small enough to be acceptable for a MANET routing protocahnd scalability issues should be seen as related problems and
Therefore, cryptographic functions and their calculation deldyandled concertedly. We have some first ideas how to tackle

Fig. 15. Comparison of the packet delivery fraction
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