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Why Layering?!

Montreal

Alice wants to send
a mail to Bob and
a parcel to John.

Post Office
performs final
delivery based

on the street and
personal names.

Alice drops off both
at the same Post Office.

Post Office Post Office

Post Office looks
at the addresses
( city names!!!)
and arranges for
proper transportation.




No Layering e each new application has to be re-implemented for

every network technology!

Application Telnet| |FTP NFS HTTP
/\/
- N -
Transmission Coaxial Fiber Packet
Media cable optic radio

Layering e intermediate layer(s) provide a unique abstraction for

various network technologies

Application

Intermediate \%‘/

layer _____j;/f\;s _____
Transmission Coaxial Fiber Packet
Media cable optic radio




Why Protocol 1) modularity — one problem is decomposed into a

Layering? number of smaller more manageable subproblems
= more flexibility in designing, modifying and
evolving computer networks

2) functionality reuse — a common functionality of
a lower layer can be shared by many upper layers

A monolithic network design that
uses a single large body of hardware and software
to meet all network requirements
can quickly become obsolete
and also is extremely difficult and expensive to modify.

Layered approach accommodates incremental changes
much more rapidly.




Layered Architecture

Protocol Layering -

Layer 7
service to
Layer N+1
Iﬁ pf‘OTOCOl
Layer N Layer N with
peer
I Layer N
service from
Layer N-1
&
Layer 1

grouping of related communication functions
Into hierarchical set of layers

e each layer:

(1) performs a subset of functions required
for communication with another system

(2) relies on next lower layer to perform more
primitive functions

(3) provides service to next higher layer

(4) implements protocol for communication with
peer layer in other systems

e vVertical communication — commun. between
adjacent layers —requires mutual understanding
of what services and/or information lower layer
must provide to layer above

e horizontal communication —commun. between
software or hardware elements running at the
same layer on different machines

Communication between peer processes is virtual, i.e. indirect.




Protocol - set of rules that govern data comm. between peer entities
o layer-n peer processes communicate by exchanging

Protocol Data Units (PDUSs)

Service - can be accessed through Service Access Points (SAP’S)
o layer n+1 PDU = layer n SDU (SDU = Service Data Unit)

o layer n process adds control information (header) to its
SDU to produce layer n PDU — encapsulation!

o layer n does not interpret or make use of information
contained in its SDU

—————————————————————————————————————————————————————————————————————————————————————————————————————————————————

n+1 PDU

n+1 n+1
Layer n+1 : il PUY :

y ent|ty ________________ ent|ty
n-SAP 1 v v_ n-SAP

Layer n I nSDU [H ; I

n entity n entity

H| n SDU

_________________________________________________________________________________________________________________



Example [layering —vertical vs. horizontal flow of information ]

n+1 n+l
L rn+l ) :
aye entity entity
n-SAP | v v_ n-SAP
Layer n I nSbU || H | I
n entity n PbUY n entity
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http://www.tcpipguide.com/free/t DataEncapsulationProtocolDataUnitsPDUsandServiceDa.htm




OSI| Model 10

Layered OSI « composed of 7 ordered layers

Architecture there is fairly natural correspondence between

TCP/IP & OSl layers = TCP/IP architecture can
be explained in terms of corresponding OSI layers

application support layers - 7 Application
allows communication with end-user
and interoperability among ) 6 | Presentation Application
unrelated software systems
transport layer - ° Session |
links upper and lower group - ~
ensures that what lower layers 4 Transport (Host-to-Host) Transport
have transmitted is ina foom ———77"--""- """
that upper layers can use (T3
3 Network Internet
network support layers - T T o
deal with physical aspects of 2 Data Link Network Interface
moving data from one device @ | ———mmo—v—""""""
to another - across one link g 1 Physical (Hardware)

and across the whole network
0S| Model TCP/IP Model
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Peer-to-Peer e message moves down through layers on sending
Communication device, over intermediate nodes, to receiving station,

over 7 OSI Layers and then back up through layers
e at intermediate nodes (routers), data is pulled only

up to network layer, so that next hop could be
determined

Device

Intermediate Intermediate
node node

Peer-to-peer protocol (7th layer)
7 Application [ e e e e S S IS e > Application 7

7-6 interf: 7-6 interf:
| —= Peer-to-peer protocol (6th layer) N -
6 Presentation < e e e S e > Presentation 6

| 65 interface Peer-to-peer protocol (5th layer) | 6-5 interface
5 Session T e e e > Session 5

_L 5-4 interface Peer-to-peer protocol (4th layer) _| 54 interface
4 Transport e e e e e e e e e e e e e e eI e e e > Transport 4

| 4-3 interface | 4-3 interface

3rd 3rd 3rd
3 Network <——»| Network J=<——>»1 Network [<——> Network 3
"~ 3-2 interface ond l ond 1 2nd "1 3-2 interface
2 Data link <——>| Datalink f<——>| Datalink J<——> Data link 2
| 2-1 interface Lst l Lst ] Lst | 2-1interface
1 Physical <——>»| Physical f<——»{ Physical [<——> Physical 1

v

| 1 1 |
Physical communication




e each layer in sending device adds its own information
to message it receives from layer above it and passes
whole package to layer just below it —reverse process
occurs at receiving device

e wWhen data reaches physical layer, it is changed into
electromagnetic signal and sent along a physical link

17 data d d 17 data
L7 data |116 E i L7 data |116
L6 data | H5 5 5 L6 data | H5
L5 data H4 4 4 L5 data H4
L4 data H3 3 3 L4 data H3
- L3 data H2| |2 2 - L3 data H2
010101010101101010000010000 T T 010101010101101010000010000

Transmission me;um
0 "= )
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1. Physical Layer e coordinates transmission of bit-stream over
physical medium, including

= representation of bits: to be transmitted, bits
must be encoded into signals — electrical or
optical; P.L. defines type of encoding — how 0s
& 1s are changed to signhals (e.g. 1 = +1V, 0 =-1V)

= bit length / data rate: P.L. defines how long a bit
lasts and, accordingly, number of bits sent each
second

(different values for copper wire, coaxial cable, fiber-optics, ...)

From data link layer To data link layer
L2 data L2 data

10101000000010

==

10101000000010]

Physical
layer

Transmission medium

0 "= )

.
g{
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2. Data-Link Layer

The data link layer transforms the physical layer, a raw stream of bits,
to areliable link between two devices on the same network.

It makes the physical layer appear error-free to the upper layer.

Intermediate system
system |

Hop-to-hop delivery|Hop-to-hop deliveryl Hop-to-hop deliveryl
:l: -;I

sender [ receiver > <
A

B F
A IData link| A I| A | Data link | A I| A |Data link A I
| |

I Physical || Physical Physical

v

Hop-to-hop delivery Hop-to-hop delivery Hop-to-hop delivery
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framing: The D.L.L divides the stream of bits received from the network
layer into manageable data units called frames.

physical addressing: The D.L.L adds a to the frame to specify
the NIC address of appropriate receiver on the other side (of wire).

error control: The D.L.L adds reliability to the physical layer by adding a
with information necessary to detect/recover damaged or lost frames.

access control: When 2 or more devices are connected to same link, the
D.L.L determines which device has control over the link at any given time.

flow control: If rate at which data are absorbed by receiver is less than
sender’s transmission rate, the D.L.L imposes a flow control over sender.

From network layer To network layer

L3 data L3 data
| |
! | ! I
' ' I
| | i |
Data l I Data
link . H2 | Frame Frame . H2 | link
layer | ! | layer
: l : I ] |
| | | |
| | I I
| | | |
| | | |
| | | I
L2 data L2 data

To physical layer From physical layer
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3. Network Layer

While the data link layer oversees the delivery of packets
between two devices on the same network,
the network layer is responsible for the source-to-destination delivery

of packet across multiple networks / links.

Intermediate system

Hop-to-hop delivery|Hop-to-hop deh’very| Hop-to-hop delivery
e I I

End-to-end delivery

A

A B E F

A Network Network Network A
sender Data link I| Data link II Data link
Physical I| Physical I‘ Physical

End-to-end delivery

Routing over multiple
networks:

1) in min time, AND
2) with min overhead.

receiver
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o logical addressing: The physical addressing implemented by the data link
layer handles the addressing / delivery problem locally — over a single wire.
If a packet passes the network boundary another addressing system is
needed to help distinguish between the source and destination network.

e routing: The N.L. provides the mechanism for routing/switching packets to
their final destination, along the optimal path — across a large internetwork.

o fragmentation & reassembly: The N.L. sends messages down to the D.L.L.
for transmission. Some D.L.L. technologies have limits on the length of
messages that can be sent. If the packet that the N.L. wants to send is too
large, the N.L. must split the packet, send each piece to the D.L.L, and

then have pieces reassembled once they arrive at the N.L. on destination
machine.

Ethernet LAN




18

4. Transport Layer

The transport layer is responsible for
process-to-process delivery of an entire messaqge.

While network layer gets each packet to the correct computer, transport
layer gets the entire message to the correct process on that computer.

Message Message

Netwaork layer
Host-to-host delivery

Transport layer
End-to-end reliable delivery

= -5

o




19

o port addressing: Computers often run several processes at the same time.
Hence, process-to-process delivery means delivery not only from one
computer to the other but also from a specific process on one computer to
a specific process on the other. The T.L. header therefore must include a
type of address called a port address.

e segmentation and reassembly: A message is divided into segments, each
segment containing a sequence number. These numbers enable the T.L.
to reassemble the message correctly upon arrival at the destination, and
to identify and replace packets that were lost in the transmission.

o flow & error control: Flow & error control at this layer are performed end-
to-end rather than across a single link.

Appl.1  Appl.2  Appl. 3 Appl.1  Appl.2  Appl. 3
(Portl) (Port2) (Port3) (Portl) (Port2) (Port3)
// //;l‘ !’\\ ‘\\ //7 ///,I f“\ \\
A s f \ P s ;o\ \
Transport/// ‘ / [ \ /// ’ / ’ /A ‘ \ Transport
layer layer
H4 H4 H4 H4 H4 H4
.4 data 1.4 data
L4 data 1.4 data
L4 data L4 data

To network layer From network layer



20

Application Layer (i.e. OSI Session + Presentation + Application Layer)

The application layer provides the actual service to the user. l

We want to send a biq file to a system that occasionally crashes.

We want to send private data over third-party network.

We want to send multimedia/video data, but network capacity limited.

H5 1 Message
— |

From transport layer



Summary of Layers

To allow access to network
resources

To establish, manage, and
terminate sessions

To move packets from source
to destination; to provide
internetworking

Why 7

Application
To translate, t, and .
o translate, encrypt, an Presentation
compress data
Session
To provide reliable process-to-
process message delivery and Transport
error recovery
Network
To organize bits into fmmes; Data link
to provide hop-to-hop delivery
Physical

To transmit bits over a medium;

to provide mechanical and
electrical specifications

physical and application layer = bottom and top

Layers? . datalink layer — bundles all link-dependent details
o network layer — responsible for hop-to-hop routing

o transport layer — responsible for end-to-end flow control

21

e session & presentation layer — provide some useful features;

these can be easily provided
in application layer
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Why did OSI Model Fail in Practice?

(1) Bad Timing
« although essential elements of OSI model were in place quickly, final
standard (model + protocols) was not published until 1984

o by thetime it took to develop OSI protocol standards, TCP/IP network
architecture emerged as an alternative for open system interconnection

o free distribution of TCP/IP as part of Berkeley UNIX system ensured
widespread use and development of numerous applications at various
academic institutions

(2) Complexity and Inefficiency

o 7-layer OSI model was specified before there was much experience in
designing large-scale OSI networks — some design choices were made
in absence of concrete evidence of their effectiveness

« some functions, e.g. error control, appear in several layers (data link,
transport, application) = overall efficiency reduced



Internet Model 2

Internet Model and Hourglass Protocol Stack

Application Applications
_ NFS T HTTP| | FTP | | NFS | |TFTP
Presentation | | SMTP FTP DNS SNMP TETP
RPC B
Session
Transport | TCP | | upp Re“able a.nd TCP U D P Un re“able
in-order process-
process-to- to-process
process delivery.
ICMP || IGMP .
- delivery.
Network
eowor P IP protocol
ARP IP acts as “glue”:
everything over
IP —1IP over
Data link everything!
Protocols defined by
the underlying networks
Physical

Net 1 Net 2 Net 3

The operation of one single protocol at the network layer (IP protocol)
over various networks provides independence from the
underlying network technologies. IP over anything, anything over IP!




Internet Model

(cont.)
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Addresses in TCP/IP Model

Application
layer

Transport
layer

Network
layer

Data link
layer

Physical
layer

Processes

TCP UDP

IP and
other protocols

Underlying
physical
networks

0 —-65,535
Port
» address
130.63.92.157

1P
address

00:07:E9:06:FD:2B

Physical
address

= |locally unique logical address
used to differentiate between
applications sharing the same
IP address

globally unique logical address
used to located corresponding
node in the entire Internet

= hierarchical addresses that can
be easily aggregated in routing
tables = fast routing !

= globally unique NIC address
used to located corresponding
node on a LAN

= each NIC on a subnetwork may
have different manufactures =

we cannot aggregate physical
addresses in routing tables =

large networks cannot use these
addresses to identify hosts !



TCP/IP Protocol: How the Layers Work Together *

Example [ web-page retrieval —assumption: TCP connection established! ]

o F@W S'ﬂ

client: IP_C server: IP_S
! |

compose HTTP request | Web Client (Browser) '

l www.cs.yorku.ca
GET www.cs.yorku.ca HTTP/1.0

request www.cs.yorku.ca

\4

A

Domain Name System

130.63.92.24

compose a TCP segment carrying
HTTP request and TCP header with TCP Layer

source- & destination- port-number

H;cp(SPN, DPN) [GET www.cs.yorku.ca HTTP/1.0

compose an IP packet carrying P
TCP segment and IP header with
source & destination IP address

yer

-E-

Hp(IP_C, IP_S)| H;cp(SPN, DPN) |GET www.cs.vorku.ca HTTP/1.0

-

compose an Ethernet packet carrying :
IP segment and Ethernet header with NIC Driver on to the wirel

source & next-hop-router NIC address I

He |H(IP_C, IP_S)| H;cp(SPN, DPN) |GET www.cs.yorku.ca HTTP/1.0} T




from the wire!

Router -

N\

Human User

client: IP_C

server: IP_S

Web Server '

GET www.cs.yorku.ca HTTP/1.0

perform sequencing, error recovery, etc.
and pass HTTP segments reliably and in-order TCP Layer
on to specified port number

H;cp(SPN, DPN) [GET www.cs.yorku.ca HTTP/1.0

extract destination IP address and

check if it is meant for this computer - T
if so, extract TCP segment and pass it on to the TCP layer,
otherwise forward the packet through appropriate outgoing link

yer

- o |-

Hp(IP_C, IP_S)| H;cp(SPN, DPN) |GET www.cs.yorku.ca HTTP/1.0

data-link layer processing
(header removal, error checking, etc.)

NIC Driver

[_

v

He |H(IP_C, IP_S)| H;px(SPN, DPN) |GET www.cs.vorku.ca HTTP/1.0] T J

26
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Bonus Question [layering —encapsulation ]
Assume two computers, situated on two distant LANs - with different data-link
technologies, communicate with each other over the Internet.

Does each of these computers have to be aware of the data-link technology / protocol
run in the LAN of the other computer?

——  LAN)
application
transport 5

hetwork

link ° LAN,
physical —

d application applicgfion
transport transport
network ne’n:tc:rk

link li
physical phydical |

(Source: Kurose & Ross)
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transport

netwdrk

link

physicm—i-m\L

application

DL, | IP [ data

transport
hetwork
link
physical P2 "\ Ne=——=
d application
transport
hetwork
link
physical

applicgfion

’rran:laor"r
network

fink

—phydical

(Source: Kurose & Ross)



How to determine own
IP & MAC address(es)?

How to determine
the number and
identity of
intermediate routers?

29

How to determine
IP address
of another
remote machine?




IP Utilities %

IPCONFIG - Microsoft Windows OS tool; UNIX/Linux equivalents:
ifconfig, ip addr

o in simplest form returns IP address, subnet mask, default
gateway

o ipconfig /all —returns above and DNS hostname, physical
address, DNS and DHCP Server addresses, etc.

N
4]

Microzoft Windows XP [Uersion 5.1.26801
(C> Copyright 1985-2001 Microsoft Corp.

C:»Documents and Settingssvaljic*ipconfig ~all
Windows IP Configuration

Host Hame

Primary Dns Suffix : cs.yorku.ca

Hode Type

IPF Routing Enabled

WINS FProxy Enabled H

DMS Suffix Search List. . . . . . = cs.yorku.ca
vorku.ca

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix . : cs.yorku.ca
Description : Intel(R> PRO-188A HMT Metwork Connect
Physical Address. . . . . . . . . = B8-BD-56-1F-4F-ZE
Dhcp Enahbled H
Autoconfiguration Enabled H
IP Address. . - . - - - - . - - . = .63.86.182
Subnet Mask H .255_255.8
Default Gateway H .63.86.1
DHCP Server H .63.86.33
DNE Servers H .63.86.28
.86.33

.63.168.21
Primary WINS Server H .63.92_28
Lease Obtained : Wednesday, August 3@, 2086 18:32:26
Lease Expires . . . . . . . - . . = Wednesday. August 38, 2006 16:32:26

C:~Documents and Settingssvaljic>
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PING - standard troubleshooting tool (available on most OS)
used to determine
1) whether aremote computer is currently “alive”
2) round trip delay — max, min, average

o Windows ping sends 4 32-bit packets to destination and reports
a) how many packets reached another computer
b) roundtrip delay for each

e ping makes use of ICMP messages

o if host names used instead of IP addresses, ping relies on DNS
service to obtain respective IP address = additional delay!

e+ Command Prompt

C:xIocuments and Settings waljicXping www.chc.ca
Pinging alf4?.gc.akamai.net [289.123.81.161 with 32 hutes of data:

Reply from 20%9.123.81.16: bytes=32 time=1ms TTL=58
Reply from 209.123.81.16: bhytes=32 time=5ms TTL=58
Reply from 20%9.123.81.16: bytes=32 time=1ms TTL=58
Reply from 209.123_.81.16: bytes=32 time=1ims TTL=58

Ping statistics for 209.123.81.16:

Packets: Sent = 4, Received = 4, Lozt = 8 {(Bx loss>,
Approximate round trip times in milli—seconds:

Hinimum = ims, Maximum = Sms,. Average = 2Zns

C:xIocuments and Settingsswaljic
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Traceroute Origin — UNIX utility, but nearly all platforms
have something similar

o Windows utility is called tracert — you can run
tracert from MS-Dos Window, by entering tracert
followed by domain name, e.g.

tracert WWW.CS.yOUI'kU.Ca

o tracert & traceroute have different implementation !

Traceroute Use - traceroute is generally used:

(1) as network debugging tool by pinpointing network
connectivity problems

(2) for identifying IP addresses

Example [traceroute]

If you are visiting a Web site and pages are appearing slowly, you can use
traceroute to figure out where the longest delay(s) are occurring.



Example [traceroute www.bbc.co.uk ]

indigo.cs.yorku.ca - PuTTY

-

O.550 m=

iy

LOF10oh.0n.ca

.97.16.154] 1.

[a)]

o -]

[fn]

u-ug.r
net (1
167,




VisualRoute for Internet Performance:
http://visualroute.visualware.com/

Report for www . tu-muenchen.de [129.187.39.10]

Analysis: wat tu-muenchen de' [w3proja.ze tum de] was found in 12 hops (TTL=244) Itis a HTTF semer
frunning Apachel 326 (Unikh PHPM 2 2 AuthhyS00L02 200,

Hop|%Loss| P Address Hode Mame |Location Tzane [ms|Graph | WNetwark

1] 161.88.180.11 [WIN1 0115 vis [ Dulles, WA, LUSA  [-05:00 o Mo vario, Inc. WRIO-161-058
1 161.88.176.12 |- 1] verio, Inc. WRIO-161-058
2 161.88.186.14 |- 1] verio, Inc. WRIO-161-058
3 129.250.28.20 |xe-1-2-0-2.r20. [Ashburn, WA, USA [-05:00|0 verio, Inc, WRIO-129-240
4 129.260.2.35 [p64-0-0-0.r21 :|Ashburn, WA, LISA |-05:00(0 Wario, Inc. WRIO0-128-250
a 208.81.6.33 - -0F:.oofo Global Crossing GBLK-6I
A BY.17.65.54 s05-0-0-2438h| Frankfurt, Germare|+01:010[ 73 Global Crossing GBLK-1:
7 208.48.23.142 |Dante-Frankful|Frankfurt, Germar(+01:00) 88 Global Crossing GBLK-6
a 188.1.18.25 cr-muenchent |Munich, Germarny |+01:00[54 IF netwarking on DFM's
£ 188.1.74.2 ar-muenchent|Munich, Germarny |+01:0[[949 IF netwarking on DFM's
10 188.1.27.14 CErwan. | rZ- e +01:00|493 IP networking on DFM's ©
11 129.187.1.244 [csrkbl Irz-mue +01:00|498 Leibniz-Rechenzentrum |
12 129.187.39.10 [wannn tU-muenc +01:00|93 Leibniz-Rechenzentrum |

m////ﬁmmhﬂunich
L

http://www.visualware.com/resources/tutorials/tracert.html




3 Top-down network design, - Google Books - Microsoft Internet Explorer,

File Edit \iew Favaorites Tools  Help

eﬁack @ \_‘) |ﬂ @ _h /I__\J Search \51:( Favorites QMedia 6‘3 [::v .,____\; - _J ‘3

Address |@ http: ffbooks, google. cafbooksPid=YK\WFuGESMEM I8 pg=PA3028dpg=P AS028dq=traceroute+shorter+R. T T+timesource V| Go

CEX
[ ;'r

Links ** | @y ~

Reszult 1 of 1 in this book for traceroute shorter RTT time

NOTE Traceroute is used to determine the IP routing path to a remote device. With UNIX and
Cisco 108 operating systems, a traceroute packet is a User Datagram Protocol (UDP)
“probe”™ packet sent to a high port number, in the 33,000 to 43 000 range. Microsoft
operating systems send a ping rather than a UDP packet. Traceroute works by taking
advantage of the ICMP error message a router generates when a packet exceeds its time-
to-live (TTL) value. TTL is a field in the IP header of an IP packet.

Traceroute starts by sending a UDP probe or ping packet with a TTL of one. This causes
the first router in the path to discard the packet and send back a time-exceeded (TTL
exceeded) ICMP message. The traceroute command then sends several packets, increasing
the TTL by one after a few packets have been sent at each TTL value, For example, it sends
a few packets with TTL equal to 1, then a few packets with TTL equal to 2, then a few
packets with TTL equal to 3, and so on, until the destination host is reached.

Each router in the path decrements the TTL. The router that decrements the TTL to zero
sends back the time-exceeded (TTL exceeded) message, The final destination host sends
hack a ping reply (if the sender was using a Microsofl operating system) or a deslination
unreachable (port-unreachable) ICMP message (if the sender was using UNIX or Cisco
108), because the high UDP port number is not a well-known port. This process allows a
user 1o see o message from every router in the path 1o the destination, and a message from
the destination.

Unfortunately, traceroute is not dependable. Some routers do not send back time-exceeded
messages, either because they are simply not programmed 1o do so, or because they are con-
figured to rate-limit ICMP or block ICMP for security reasons. Some routers incorrectly
use the TTL of the incoming packet to send the time-exceeded message, which does not
wark. Also, some systems do not send the port-unreschable message, which means that
traceroute waits for a long time before timing out. Finally, some service providers purposely

change the results of traceroute to hide internal hops so that users think the providers® paths
must be shorter than competitors” paths,

Fault Management

Fault management refers to detecting, isolating, diagnosing, and correcting problems. Tt
also includes processes for reporting problems to end users and managers, and tracking
trends related to problems. In some cases, fault management means developing
workarounds until a problem can be fixed.

Metwork users expect quick and reliable fault resolution, They also expect to be kept
informed about ongoing problems and to be given a timeframe for resolution, After a
prablem is resolved, they expect the problem to be tested and then documented in some sort

Conterts +  Page 302 [0 [0 @2 Link [ Feedback

Clear search

e

|£

@ Done  Internet
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CCNA Questions %

0.1

Q.2

Q.3

Q.4

Which layer provides logical addressing that routers will use for
path determination?

Which layer is responsible for converting data packets into
electrical signal?

Which layer combines bits into bytes and bytes into frames, uses
MAC addressing, and provides error detection?

Which layer is used for reliable communication between end
nodes over a WAN and controlling the flow of information?
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Q.5

Q.6

Which fields are contained within an IEEE Ethernet frame header?
(a) Source and destination MAC address.
(b) Source and destination network (IP) address.

(c) Source and destination MAC address and source and
destination network (IP) address.

When data is encapsulated, which is the correct order?
(a) Data, frame, packet, segment, bit.
(b) Segment, data, packet, frame, bit.
(c) Data, segment, packet, frame, bit.
(d) Data, segment, frame, packet, bit.



