YORK

UNIVERSITE
UNIVERSITY

] Fast Authentication for Mobile Devices In
Wireless Mesh Networks

Celia Li and Uyen Trang Nguyen
Department of Computer Science and Engineering, York University
cli@cse.yorku.ca

Trust Model

A trust model defines the trust relationships among network entities.

Wireless Mesh Networks

Performance Analysis

4 mesh points (MP). The MPs form a wireless mesh backbone to provide
multi-hop connectivity from one mesh client (C) to another or to the Internet.
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J mesh access points (MAP). A MAP is a mesh point that also works as an
access point, i.e., connects mesh clients to the WMN.

 mesh point portal (MPP). A MPP is a mesh point that also works as a

gateway connecting the WMN to the Internet. public key
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4 mesh clients (C). Mesh clients can be static (e.g., desktops, database
servers) or mobile hosts (e.g., cell phone, PDAS).
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A ticket [2] serves as a pass that a user submits to a system/network to
allow it to verify the user’s identity. We define three types of tickets:

EAP-TLS is the authentication protocol currently defined in IEEE 802.11s .
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 Shared broadcast medium is vulnerable to several types of attacks such as
eavesdropping, jamming, and packet interception and modification. Fast Authentication Protocols 150 .

4 Distributed network architectures and operations make protocol design
and implementation difficult.

Login Authentication: executed
when a client first logs in into the

1 Mobile devices (e.g., cell phones, PDAs) have limited storage, computing network. o 5 oo 5 0 5 30
capability and power supply. Mobility requires fast hand-off mechanisms. Notation | Description HTERISIACRE
Router Client O Client
: I P oo BT Conclusion
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