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ABSTRACT

Speaker verification (SV) is the process of verifying the
claimed identity of a speaker as one of the registered users
based on his/her voice characteristics. Utterance verifi-
cation (UV), on the other hand, attempts to verify the
claimed content of a spoken utterance. When utterance
verification is applied to verify the claimed identity of a
talker against the stored information in his/her personal
profile, the process is known as verbal information veri-
fication (VIV). In this paper, we discuss the fundamen-
tals of pattern verification and focus on strategies and
approaches that enable us to achieve speaker and speech
verification for real-world applications.

1. INTRODUCTION

Applications of speaker and speech authentication can be
found in access control, credit card authorization, and au-
tomatic teller machine user authorization. Based on dif-
ferent application requirements, conventional speaker au-
thentication is classified into two major categories, namely
speaker identification (SID) and speaker verification (SV).
Speaker identification is the process of identifying an un-
known speaker from a known population and speaker veri-
fication is the process of verifying the identity of a claimed
speaker from a known population. In both SID and SV
applications, an enrollment session is often required for
the system to collect speaker-specific training data to build
speaker models. Recently, a new technique, called verbal
information verification (VIV) [7], is proposed to perform
user authentication without the need of speaker enroll-
ment. The idea is to verify a talker’s claimed identity
against the stored profile of the user, i.e. the system as-
sumes the user’s replies to the system’s queries are known,
just like the way it is usually performed by a human
operator. Utterance verification (UV, e.g. [16]) is then
used to verify if the user’s spoken utterances match with
the known content information. Different from the con-
ventional speaker authentication scenarios, VIV can use
speaker independent models to evaluate if the user has
uttered the actual information. Therefore, any person
who knows the requested information will potentially be
authenticated. However if the personal information is as-
sumed well-kept, the added flexibility of VIV enhances
authentication to a level that almost perfect performance
can be achieved [7] even some of the information provided
by competing users can potentially be highly overlapping.
VIV and SV can also be combined to further improve
speaker authentication.

Although there are many ways to accomplish speaker
and utterance verification, modern verification formula-
tions are derived directly or indirectly from the theory
of statistical hypothesis testing. In [5], a unified view on
the fundamentals of verification is presented. It is ar-
gued that the conventional hypothesis testing theory is
not directly applicable to designing optimal speaker and
utterance verification tests due to the incomplete knowl-
edge about the underlying speech distributions. The spe-
cific speech modeling framework, namely hidden Markov
model (HMM), also calls for new theoretical justification
about the conventional approaches. Another limitation of
the existing theory is that model parameters in the con-
ventional testing procedure need to be estimated from the
training data. Due to the problem of insufficient training
samples, optimal tests are even more difficult to design.

Conventional speaker training algorithms are based
on mazimum likelihood (ML) estimation of the model dis-
tribution and the parameters of the speaker models are
estimated using only the training data from the same
speaker. Recently, discriminative training algorithms [4,
8, 10] have been proposed to estimate model parameters
based on the minimum classification error (MCE) and
the minimum verification error (MVE) objectives. This
MCE/MVE training approach takes into account other
competing models and formulates the training criterion
such that the recognition or verification error rate of the
training data is directly minimized.

In this paper, we first review the fundamentals of pat-
tern verification and formulate speaker and speech veri-
fication as a statistical hypothesis testing problem. SV,
UV and VIV are the discussed. Finally an in-depth de-
scription of the MCE/MVE based training strategy is pre-
sented to highlight the importance of this new method-
ology. It is believed that this new paradigm can signif-
icantly change the way real-world verification problems
are handled in the future.

2. PATTERN VERIFICATION

Verification of patterns is a problem we encounter in many
situations. In general, the problem is formulated as fol-
lows: given a test signal X and some side information 7,
we want to verify if the signal X is generated from a sig-
nal source So. Two types of errors thus exist. First, one
could have decided that X was not generated from the
signal source, Sp, while it was indeed coming from the
source. Second, one could have verified the given signal
X as coming from the signal source Sy while it was actu-



ally generated from a different source. The former, often
referred to as type I error, is the error of false rejection or
missed detection, and the latter, often referred to as type
II error, is the error of false acceptance or false alarm.
The verification performance is often evaluated as a com-
bination of Type I and Type II errors. It usually depends
on the source distribution, P(X|Sp) and the amount of
information contained in the test signal, X. However,
it is also important to know the properties of competing
source distributions in order to optimize the performance.

2.1. Statistical Hypothesis Testing

Based on our knowledge in statistics, the above pattern
verification scenario is often conveniently formulated as a
hypothesis testing problem: given the test signal X, we
want to test the null hypothesis, Hy, against the alterna-
tive hypothesis, H1, where Hy assumes that X is generated
from the source, Sg, and Hi assumes that X is generated
from another source, Si. In many of the general speaker
and utterance verification problems, H; assumes that X
is not generated from the known source, So, which means
Hy is a composite hypothesis as opposed to being a sim-
ple hypothesis which is the case commonly dealt with in
textbooks. This makes designing optimal tests even more
involved. In principle, a test procedures tried to divide the
signal space Sx into two regions Wx and Ux = Sx — Wx
and decide to reject Hop if it is found that X € Wx and
accepts Ho if X € Ux. Wx is often referred to as the
critical region of the test. Now the probability of the two
types of errors, £1 and Es, can be computed as

a = P(E1) = P(X € Wx|Hy), (1)
and
B =P(E)=P(X € Ux|Hi) =1-P(X € Wx|H1). (2)

The power of the test, which is an important quality in
some textbooks, is computed as

v = P(X € Wx|H)). (3)

In statistical hypothesis testing, one is often interested in
finding the critical region Wx such that the power of the
testing procedure is maximized, or in other words, the
type Il error is minimized, at a given level of type I er-
ror. This is often referred to as finding the most powerful
test. There are plenty of techniques available in literature
in designing optimal tests if P(X|Ho) and P(X|H,) are
known exactly and they fall into a specific class of distri-
butions, such as the ezponential family (e.g [6]). However,
for most of the practical verification problems, we have
no exact knowledge about the distributions of the null
and alternative hypotheses. The problem is even more
involved in speech modeling because the test signal, X,
is often a dynamic pattern which is nonstationary. The
parameters needed are usually estimated using a given set
of speech examples that was generated from some of the
known sources. Due to model incorrectness and estima-
tion errors, there is no theory or testing procedure that is
optimal in the classical sense.

Based on the formulation we presented above, we per-
form pattern verification as follows: given a test pattern,
X, we form a test statistic, 7(X), and accept Ho if

T(X|Ho) > w, (4)

where w is a test threshold.

2.2. Pattern Verification Evaluation Issues

Different from identification or recognition problems in
which the misrecognition error is the typical performance
metric, we now have two kinds of errors, namely false
rejection and false acceptance rates, to be considered.
These two types of error are determined by the verifi-
cation threshold used, and the two distributions of the
test statistic, one for the null and the other for the alter-
native hypothesis. A typical plot of the two competing
distributions is shown in Figure 1, where the distribu-
tions for the null and alternative hypotheses are shown
in the right and the left of the plot respectively. The
threshold value is indicated by the vertical line shown
between the two distributions. The shaded area on the
right, referred to as region II in Figure 1, denoted as
Rir = {X|T(X) > w and X € H:}, indicates the re-
gion of false acceptance. On the other hand, the shaded
area on the left, referred to as region I in Figure 1, de-
noted as Ry = {X|T(X) < w and X € Hy}, indicates the
region of false rejection. The threshold value that makes
the areas of Ry and Rjs equal is the equal error threshold.
A test usually performs well if the two distributions are
far apart from each other. Part of the verification design
is to find a test and its corresponding parameters so that
the overlap between the two distributions is minimized.
Since the overlap in Figure 1 always exists for real-
world verification applications, the choice of the thresh-
old value is crucial in determining the tradeoff between
the false rejection and false acceptance errors. We can
plot the two types of errors and their sums of errors as a
function of the threshold value. Another way of showing
the tradeoff is to plot the receiver operating characteris-
tic (ROC) curves of the test. Borrowing from detection
theory, the ROC curve is a plot of the detection rate ver-
sus the false alarm rate. It is also a good tool to compare
performance of different test procedures by examining the
corresponding ROC curves on the same figure.

2.3. Probability and Likelihood Ratio Tests

Since probability ratio test (PRT), or likelihood ratio test
(LRT), is known to perform well and shown optimal by
the classical Neymann-Pearson Lemma (e.g [6]) for many
known distributions, researchers in the speech community
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Figure 1: Distributions of test statistic under Ho and H;



have recently adopted the likelihood ratio test as a way
to perform speaker and utterance verification, i.e. based
on the likelihood ratio statistic, T(X), the verification test
accepts Hop if

T(X) = f(X[Xo)/ f(X[\) > w” (3)

where w* is the threshold of the test, Ao and \; are model
parameters characterizing Ho and H; respectively, and
f(X|Xo) and f(X]|A1) are the likelihoods that the test
signal, X, is generated by the two competing sources, Ho
and H,, respectively.

The difference in Eq. (5) from the conventional, un-
normalizedlikelihood test in Eq. (4) lies in the inclusion of
the term f(X|A1) in the evaluation of the test score. This
makes the verification test closely linked with the statis-
tical hypothesis testing formulation discussed in Section
2.1 that a better characterization of the alternative hy-
pothesis H; improves performance of the test. Eq. (5) is
known as a normalized score function for speaker verifi-
cation [8]. Most recent utterance verification algorithms
are based on this formulation [10, 16].

2.4. Speaker and Utterance Verification

Based on the statistical hypothesis testing formulation,
speaker verification can be accomplished as follows: given
a test utterance, X, from a talker with a claimed identity,
q, we want to test the null hypothesis, Ho, that X is given
by speaker g, against the alternative hypothesis, H,, that
X 1s not generated by speaker ¢g. Usually, we form a test
statistic, T'(X), and accept Ho if T(X|Ay) > wq, where w,
is a test threshold and A4 is a model for speaker g.

Similarly, utterance verification is formulated as fol-
lows: given a segment of test utterance, X, with a claim
content of linguistic information, W, we want to test the
null hypothesis, Ho, that X contains W, against the alter-
native hypothesis, Hi, that X does not contains W. For
verbal information verification, which is an application of
utterance verification, W is usually a word, a phrase, or a
sentence that characterizes the personal information, such
as mother’s maiden name, user’s birthday and birth place,
or when was the user’s last transaction and how was the
transaction. Again, we usually form a test statistic 7(X),
and accept Ho if T(X|Aw) > ww, ww being a test thresh-
old and Aw being a model for the linguistic event W.

It is clear the above two verification problems are sim-
ilar in nature. It will also be seen in the following sec-
tions that the speaker ¢ and the linguistic event W are
often modeled using the hidden Markov modeling frame-
work (e.g. [9]) to capture both the spectral and temporal
variations in the speech signal.

It is worth noting the relationship between pattern
verification and recognition. For instance, in speaker iden-
tification, we are interested in identifying the speaker as
one of the registered users in a population. On the other
hand, in speech recognition, we are interested in identi-
fying the linguistic content embedded in a spoken utter-
ance. Although the theory behind verification and recog-
nition is based on the Neymann-Person Lemma and the
Bayes classificationrespectively, the speech modeling and
dynamic programming search techniques used in speaker
and utterance verification are mostly borrowed from those
used in speech recognition. By taking advantage of the
advances made in speech recognition, our capabilities in
speech pattern verification have been greatly enhanced.

3. SPEAKER VERIFICATION

As discussed earlier, speaker verification is the process of
verifying the identity claim of a talker based upon his or
her spoken utterances. A typical speaker verification is
shown in Figure 2. Given a sequence of speech feature
vectors, X, and the claimed identity, ¢, the test score,
T(X|Aq), is computed based on the corresponding speaker
models, A;. The score is then compared with the thresh-
old associated with the claimed speaker, wy, to decide if
the claimed identity should be accepted or rejected.
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Figure 2: A typical speaker verification system

It is obvious that speaker modeling is the most crucial
part in designing an effective speaker verification system.
A direct way of modeling a speaker is to use the phys-
iological parameters of the speaker's speech production
system, such as the vocal tract size, to characterize the
speaker. Since it is not easy to uniquely extract such pro-
duction parameters from the given speech signal, X, direct
speaker modeling has not made much progress lately. In-
stead, indirect speaker modeling is often used. It creates
speech models from a given set of training samples from
the speaker. Such a collection of speech models is then
used as the speaker model for the particular speaker. The
modeling technique varies depending on the desired veri-
fication strategy. We will talk about these strategies first
before discussing the important issue of indirect speaker
modeling through speaker-specific speech modeling.

3.1. Speaker Verification Strategies

There are roughly four types of strategies, namely fized
phrase verification, fixed vocabulary verification, flexible
vocabulary verification, and text-independent verification.
For fixed phrase verification, a pre-determined phrase is
used to collect training utterances from a speaker to create
speaker models and the speaker uses the same fixed phrase
to generate test utterances. Many traditional dynamic
time warping (DTW) based systems use this strategy.
To make verification more flexible and practical, a
fixed-vocabulary verification strategy can be employed.
All the training and testing materials for a speaker are
generated based on some or all the words of a fixed vo-
cabulary, The digit is probably the most commonly used
fixed vocabulary in many languages because its size is
relatively small and many personal identification numbers
(PINs) are composed of sequences of digits. When dig-
its are used for pass phrases, they can either be num-
bers known to the user or unknown numbers generated



randomly and prompted at the time of testing [2]. This
prompt verification strategy is designed to prevent the im-
postors from recording a user’s pass phrases and playing
them back in an attempt to break the systems based on
fixed pass phrases.

In contrast to the fixed vocabulary strategy, we can
adopt flexible vocabulary verification in which a general
set of subword phone models is created during speaker
model training. Along with a given lexicon, any word
or phrase is a particular language can then be modeled.
Therefore any fixed or prompted strings of words can po-
tentially be used as pass phrases for speaker verification.

The most general verification strategy is the so called
text-independent verification in which the user is not con-
strained to say fixed or prompted phrases. Instead, the
user is free to utter anything during testing. Since the text
and vocabulary information corresponding to the spoken
utterances is not used during speaker training and test-
ing, there is no need to label the training and testing
data. Phonetic information is also not needed in phone
modeling and word and phrase composition. Given the
same amount of testing data, the text-independent strat-
egy usually does not work as well compared with the text-
dependent ones. Therefore in addition to conventional
SV, a new mode of verification,called speaker monitoring,
which does not require the use of lexical information is
often considered. Here the system operates in a sequen-
tial hypothesis testing mode, i.e. the user is constantly
checked to be either accepted, rejected or more testing
speech be collected for future verification decisions.

In all the above four strategies, speaker modeling needs
to be done first during a training stage, called speaker en-
rollment. We now discuss the crucial issue of indirect
speaker modeling.

3.2. Indirect Speaker Modeling

From the above discussion it is clear that different speech
modeling techniques are needed depending on the type of
strategy used. For example, in text-independent verifica-
tion, any reasonable speech modeling algorithms can be
used because no lexical information is required.

The simplest way to model speech is through vector
quantization (VQ) in which a VQ codebook with C' code-
words, By = {cgi,1 = 1,,,C} is created for each speaker,
the test then accepts the identity claim if the total ut-
terance distortion, D(X, B,y) = Ethl minyep, d(z¢,b) is
below a threshold (e.g. [1, 15]) with d(z,, b) being a frame
distortion. To be consistent with our earlier notation, the
test statistic is defined as, T(X|B,) = —D(X, By). By
extending from memoryless VQ to matriz quantization,
temporal constraints in speech can also be incorporated
to improve verification performance.

Another way of modeling speech is to assume the
speech frames are generated from a stochastic source with
a Gaussian mizture model (GMM, e.g. [11]), i.e. the test
statistic is based on the following likelihood,

T M
T(XA) =[] D wamN (@eltgm, Sam),  (6)

t=1 m=1

where M is the number of mixture components, wWgm, fgm
and X4, are the mixture gain, mean vector and covariance
matrix of the mth mixture component respectively, and
N(-) is the Gaussian probability density function.

By incorporating the temporal structure into speech
modeling, the speaker can further be modeled by an HMM,
such as an ergodic HMM [18]. When 5 states are used
in speech modeling, it was shown that the states corre-
spond to roughly the five broad acoustic phonetic classes
in spoken English [18], each can then be characterized by
a mixture Gaussian density.

Instead of using only five states, a set of acoustic seg-
ment models can also be used to model a speaker [13].
Here one can imagine each acoustic segment model corre-
sponds to a sound class and it is modeled by a left-to-right
HMM so as to capture the temporal variation in speech.

When the lexical information is available, i.e. the
speech training utterances are labeled with vocabulary
information, text-specific or vocabulary-dependent speech
modeling can be used. This is where acoustic modeling
techniques in speech recognition can be widely applied.

The HMM formulation has been successfully applied
to a number of speech and speaker recognition problems
(e.g. [8, 9, 13]). For the purposes of speaker recognition,
let us assume that each speaker ¢ is modeled by a set
of HMMs Ay = {A¢r,1 < r < R} in which A4 denotes
the HMM for the rth speech unit of speaker g. The set
of speech units characterizing a speaker’s acoustic space
can either be a codebook of vector quantized codewords
[15], a set of acoustic units [18], a collection of acoustic
segment models [13], a set of subword phone units [13], a
set of whole word (typically digit) units [14], or a single
text-specific utterance unit. Many HMM training algo-
rithms have been successfully applied to training speech
models. However, ML training is still the most often used
training algorithm. We will give a detailed account of the
discriminative training strategies in Section 6.

3.3. Anti-Speaker Modeling

Although the the conventional verification formulation of
Eq. (4) has been used extensively in the past, we can still
ask the questions: "How good is the test judging from the
theory of hypothesis testing ?” and ”How can be we better
if it is not good enough ?” In designing a verification sys-
tem, one needs not only to create a set of accurate speaker
models but also to determine the verification thresholds
related to these models. In the verification test shown
in Eq. (4) the threshold wq is chosen independent of the
testing utterance X and the alternative hypothesis Hi,
which is often a composite hypothesis. However, accord-
ing to the Neymann-Pearson Lemma (e.g. [6]), such a
uniformly most powerful test (UMPT), as shown in in Eq.
(4), can not always be realized because: (1) We do not
know the form of the distributions of X. Even we assume
that X is generated by an HMM, we still don’t know how
to design a UMPT; (2) Even we know the form of the
distributions, we still have to estimate the parameters of
the distributions because they are not known exactly in
most practical situations; and (3) Hi is a composite hy-
pothesis. Since no existing theory is directly applicable
to design such a test optimally, one can adopt the notion
that a test of the form of a generalized likelihood ratio test,
similar to the one in Eq. (4),

CL(X]A) |
T(X|Aq, Aq) = LX) > wq (7)

be used. Here Aj is a collection of models to characterize
H; in testing Hg, and f(-) is a function of the likelihoods
of these competing models in H;.



One way to improve our understanding why Eq. (7)
is better than Eq. (4) is to look only into the subspace of
speaker models that is most close to the claimed speaker,
i.e. the most competitive to the claimed speaker. Thus
uss analogous to the so called locally most powerful test
(LMPT) in statistics literature (e.g. [6]). We can then
simplify H; by assuming it to be a collection of simple
hypotheses. This is the main idea behind the successful
usage of ” cohort” (e.g. [3, 14]). The cohort set, Cy is usu-
ally the set of most competitive speakers for the claimed
speaker g. They are determined in the enrollment stage
from the training speakers in the population. In [14], it
was found that f(L£(X|)Ag)) = max,ec, L(X]|A;) gives the
best verification performance. This is intuitively appeal-
ing. However, there are cases in which more than one com-
peting speaker is needed. The maximization operation is
also not directly embedded into a functional optimization
problem as will be dealt with in Section 6.

To circumvent the above difficulty, one can adopt an
L,-norm approximation [4, 8],

FIEXA)) = {5 S el £XAD - ()

where |Cy| is the size of the cohort set and 7 is a positive
constant. It is clear that all the likelihoods of the cohort
speakers contribute to the evaluation of the test statistic.
It is also clear that as 5 — oo, the quantity in Eq. (8)
converges to max,ec, In L(X|A;), a desirable property as
mentioned above. When including Eq. (8) in the denom-
inator of Eq. (7), it was found that based on single digit
testing, the speaker verification equal error was reduced
from 6.1% to 1.1% [8], an 80% error reduction. We will
revisit this important concept again in Section 6.

There is actually no need to restrict our thinking to
only cohort. one can always group together all the enroll-
ment data of a speech unit from all the cohort speakers
and build an anti-model for the particular speech unit.
The collection of such anti-models forms an anti-speaker
model, denoted again by Az. One can also construct a
”general” speech anti-model by using a speaker indepen-
dent model. One can also make it independent of the
speech unit by using a universal HMM sink model (e.g.
[19]), or abandon the notion of HMM states and simply
use a general mixture Gaussian anti-speaker model [11].

4. UTTERANCE VERIFICATION

We now turn our attention to the relatively new area of
utterance verification which is the process of verifying the
content of a segment of speech. Since the content here
can be attached to a user’s personal information profile,
it also serves as a link for identifying a speaker. Instead
of matching the speaker’s voice with a set of pre-enrolled,
speaker-dependent speech models as in SV, we now match
the speaker’s utterances with speech models that corre-
spond to some pre-stored text information. Using a set
of speaker-independent phone models and a lexicon, any
text pass phrase can be modeled in principle without go-
ing through speaker enrollment. This new speaker au-
thentication technique is referred to as verbal informa-
tion verification [7] which is an application of utterance
verification to speaker verification.

A two-pass utterance verification system is shown in
Figure 3. Note it is similar to Figure 2 except that the
claim identity is now a linguistic unit such as a word or

a phrase. The first pass in Figure 3, known as keyword
spotting, involves the detection of keywords embedded in
continuous speech. The second pass, on the other hand,
takes the detected keywords, breaks them into subword
speech segments, computes corresponding subword verifi-
cation scores, merges the subword scores into some word
and string level confidence measures and decides if the
”claimed” keywords or key-phrases should be accepted or
rejected. We now describe each of the components.

Speech Keyword
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_| Hypothesis
Testing

Accept
or Reject

Features

A A

Speech
Models

Utterance

Identity Thresholds

Figure 3: A two-pass utterance verification system

4.1. Keyword and Key-Phrase Spotting

Keyword spotting (e.g. [12, 19]) is the process of detect-
ing a pre-fixed set of words in continuous speech. It often
involves both locating and identifying the keywords. In
addition to modeling keywords, it is also crucial to have an
accurate characterization of non-keyword events. These
events, ofter referred to as fillers, represent the back-
ground in which keywords are extracted. Filler can be as
simple as a mixture Gaussian speech model [11], a general
HMM speech model, also known as a sink or garbage [19]
model, a network of context-independent phone models
[12], a set of common words and carrier phrases directly
preceding and following the keywords, or a combination
of the above. Some have even proposed the use of a large
vocabulary speech recognition system to perform keyword
spotting. In this case, the number of fillers can be several
order more than the number of keywords. Despite the
heavy computation load some success has been observed.
However, it is well known that a good language model is
often needed to achieve a reasonable performance of large
vocabulary recognition. Such a task-dependent language
is usually not available for newly-defined tasks.

4.2. Subword Verification

Subword verification is accomplished in a similar way like
speaker verification shown in Eq. (7). The only difference
is to replace speaker and anti-speaker models with sub-
word and anti-subword models. The speech models that
are required to verify the linguistic units are usually com-
posed with a set of phone models and anti-phone mod-
els. Similar to speaker verification discussed in Section
3, subword verification is more effective when a normal-
ized test statistic, such as the generalized likelihood ratio
shown in Eq. (7), is used (e.g. [16]). All the verification
strategies we introduced in Section 3.1 and the techniques
we presented in Section 3.3 for anti-speaker speech unit
modeling can be directly used, modified or extended to



anti-subword modeling. It is also instructive to apply the
concept of phone cohort set, Cp, which is a set of phone
units that are most “close” to the target phone unit, p. In
addition to generating cohort based on acoustic distance
between speech unit models, one can also construct the
phone cohort set based on linguistic closedness (e.g. [16]).
So far, we have found that acoustically defined cohort per-
forms better than linguistically defined cohort [16]. Fur-
thermore, it was also found [16] that phone-specific cohort
works better than phone-independent cohort. This is sim-
ilar to our earlier discussion for speaker verification.

It is important to know that verification tests trained
with task-specific data outperform those trained with task
independent strategies. It is also noted that not all tech-
niques can be applied directly to vocabulary independent
utterance verification [16]. Even thresholds have to be de-
termined without knowing the task constraints and the
vocabularies in such a scenario.

4.3. From Subword to String Verification

When verifying a speech segment, we often perform sub-
word verification first on small segments containing the
corresponding subwords and then combine the subword
verification scores to form string or word level verification
scores, sometimes referred to as a confidence measure.
Given a set of subword verification scores with each
score, sq4(Xg, A), corresponding to the g-th speech seg-
ment X, one way to compose a string score based on the
N subword segments in the test utterance X is to again
take a geometric average of the subword scores as follows,

N
S(XA) = Il " wy - expln 5o (X, DIF,  (9)

g=1

where wy is a sub-word weight. Other confidence mea-
sures (e.g. [7, 16, 10]) have also beeb implemented. MCE
and MVE based training techniques can also be used to
optimize the parameters needed to compute these confi-
dence measures.

5. VERBAL INFORMATION VERIFICATION

One interesting application of utterance verification is to
verify the content of spoken utterances against the per-
sonal information registered in a text-based profile of an
individual. This new speaker authentication scenario is
known as verbal information verification [7]. Human ver-
ification of such information is a routine business prac-
tice. In cases where a high transaction security is needed
when a user tries to access his or her account remotely,
the user is often requested by the system ”gatekeeper”
to provide verbal answers to some questions that are pri-
vate to the user such as: ”what is your mother’s maiden
name?”, ”what is your birthday and your birth place?” or
”what is your telephone number and/or your zip code?”.
In contrast to providing this static information which was
recorded in the personal profile at the time of user regis-
tration, sometimes the information can also be dynamic
such as: "when was your last transaction?” or "what was
the amount of your last transaction?”. VIV is a new tech-
nique that is capable of providing the above flexible fea-
tures to help enhance speaker authentication. A block di-
agram of a VIV system that handles multiple pass phrases
is shown in Figure 4.
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Figure 4: Multi-phrase verbal information verification

The VIV system first accepts the user’s identity claim
just like what normally performed in a typical SV sys-
tem. The system then pulls out the personal profile of
the claimed user from the system database and gener-
ates queries one at a time either randomly or in a fixed
order. The system also uses the stored set of subword
models and the lexicon that corresponds to the expected
answer to a particular query and composes pass phrase
models. These models are then used by the utterance
verifier to compare with the user’s pass phrase answer to
the system’s query. A confidence measure of the match
between the query and the corresponding answer is now
computed. Depending on the goodness of the match with
respect to the stored utterance thresholds, the system de-
cides to accept or reject the user’s claim indentity or the
system may also proceed to re-sample the user by gen-
erating subsequent queries. This idea is consistent with
the idea behind sequential hypothesis testing. In prin-
ciple, the more the system samples the user, the better
the access security of the system. Of course, the service
provider could risk losing the user’s account if it is too
difficult for legitimate users to access their account. A
proper sequential verification strategy to compromise the
tradeoff needs to be carefully designed.

A possible strategy is to uniformly require the users
to conduct a fixed number of queries with the system.
Only the users who successfully pass all the queries will
be granted system access. In other words, the user is de-
nied access as soon as he or she fails the first test in the
sequence of queries. In an experimental VIV system [7],
such a strategy was found to achieve perfect verification
performance in a series of only three questions. Other
scenarios can also be designed depending on various sys-
tem requirements. This new VIV capability allows us to
design novel verification strategies to meet the increasing
challenge from new applications that demand for better
system performance and enhanced system security.

In addition to the enhanced capabilities, the VIV strat-
egy also offers additional advantages. Most of all, the pass
phrase models can be composed with a set of speaker in-
dependent models. Therefore no speaker enrollment is re-
quired. This alleviates the difficulty in acquiring speaker-
dependent models reliably and securely. There is also no



need to manage and maintain a large set of speaker models
and their corresponding thresholds for a large population
of users. However caution is needed for the user to main-
tain the privacy of the information in his or her personal
profile because other imposters can also access the user’s
account without the need of imitating the user’s voice
characteristics. If this is a major concern in the system
design, one can always combine SV and VIV strategies to
take advantage of the features in both systems.

6. DISCRIMINATIVE TRAINING FOR
HYPOTHESIS TESTING

We have discussed how likelihood ratio tests can be de-
signed to perform speaker and utterance verification. It is
obvious that in practice, we don’t have the exact knowl-
edge about the distributions of Ho and Hi, which are
usually characterized by HMMs. Therefore the optimal
properties of the likelihood ratio tests can no longer be
guaranteed. The corresponding HMM parameters need
to be estimated from the set of available training data
usually by ML. estimation (e.g. [9]). One way we can
do better is to borrow from the recent success of apply-
ing the MCE and MVE discriminative training framework
(e.g. [4, 8]) to statistical speech and speaker recognition
and extend it to the statistical hypothesis testing prob-
lems. This new paradigm, aiming at achieving minimum
verification error, not only improves our understanding on
the use of likelihood ratio tests in the HMM-based testing
framework but also provides a theoretical basis for design-
ing “optimal” tests that minimizes the empirical errors of
the training set.

The MCE and MVE formulations are quite similar.
They both fall into the general area of decision-feedback
learning. In the following we present the MCE/MVE
training strategy, highlight the difference from conven-
tional ML training paradigm and discuss the family of
generalized probabilistic descent (GPD) algorithms for solv-
ing the parameter estimation problems in MCE/MVE
training.

6.1. From ML to MCE/MVE Training

The ML training algorithms assume the form of the HMM
distribution and estimate the unknown HMM parameters
for a given speaker model using only the data provided by
the same speaker. However, such a distribution estimation
approach does not guarantee an optimal performance for
either speaker or utterance verification for the following
three reasons : (1) Incorrect model assumption: the as-
sumption about a speech model being an HMM is not
entirely true; (2) Insufficient training data : only a small
amount of training data is available for training speech
models; (3) Inconsistent training and testing : the testing
objective aims at minimizing the error rate while the ML
training formulation does not necessarily imply a mini-
mum error rate for the training data.

In the last few years, the MCE and the MVE formula-
tion have been proposed to provide an alternative solution
to parameter estimation problems in speech recognition
[4]. Ome of the main reasons for the superior performance
of the MCE/MVE formulation is that such algorithms
solve for the model parameters that minimize the recog-
nition or verification errors of the given set of training
data. This is consistent with the goal for designing opti-
mal pattern recognizer and verifyer.

6.2. MCE/MVE Formulation and GPD Algorithm

The GPD training algorithm is based on a smooth em-
bedding of three functions defined as follows:

(a) Discriminant function gi (X;; A) for class Cy which
is often defined as gx(Xi; A) = In[Lx(X;)]. Therefore the
discriminant function gg (Xi; A) evaluates the log-likelihood
of class QJx upon observing the pattern X;.

(b) Misclassification or misverification measure

di(Xi; A) = —gi(Xi; A) + Gr(Xi; A) (10)

where Gk(Xi;A) is considered as an anti-discriminant
function of the input pattern X; in class k. It is a collec-
tive representation of all the other competing classes with
respect to class k and can be defined as

Ge(XisA) =In{ D explug (X AT, (1)
JEQK

i.e. the logarithm of the geometric mean of the likeli-
hoods of all K other competing classes. The parame-
ter n can be considered as a weighting factor for adjust-
ing contribution of discriminant functions of other com-
peting speech units. When a large value of 5 is used,
the anti-discriminant function is Eq. (9) is dominated
by the most competing discriminant functions, i.e. as
n — oo, Gr(Xi;A) — maxjzx g;(Xi;A). The measure
dr (X,‘; A) can be considered as a generalized distance be-
tween the combined discriminant function of all the com-
peting classes and the true class for X;. It can also be
considered as a generalized log likelihood ratio between the
discriminant and the anti-discriminant functions.

(c) Loss function lx(Xi; A) = £(dx) which is specified
as a smooth 0-1, non-decreasing function of dx to serve
as an approximate error count. In this study we use a
monotonic Sigmoid loss function of the form

1
1+ exp[—a(dx +b)]’

£(dr) = (12)
where a is a positive constant indicating the slope of the
Sigmoid function near the decision boundary dx + b = 0.

Minimum error based discriminative training [8] be-
comes finding the set of parameters A that minimize the
empirical average cost (or error rate) over all V samples,

v K
L(A) = %ZZlk(Xi;A)l(Xi €Qr) (13

=1 k=1

where 1(8) is the indicator function for a logical variable

S defined as

0 otherwise.

1(5):{ 1 if §is true (14)

In pattern verification for each unit to be verified, we can
separate the training samples into two types, the correct
and the impostor classes, and define the empirical type |
and type II errors as follows,

Vi K

LA = = DS h (X h) 1€ @) (15)

i=1 k=1
and

v, K

L2(X, ) = %Ezlk(Xi:A) U(X:€Qr)  (16)

=1 k=1



where Vi and V; are the numbers of samples in the two
classes. The weighted total error L(X,A) = w1 L1 (X, A)+
w2 L2(X,A) can now be optimized. The weights are de-
termined depending on the application requirements.

A is adjusted from one iteration to the next by

At+1 = At + (SAt (17)

with A; being the parameter set at the ¢—th iteration.
The correction term §A;, in a batch mode, is defined as

5At = —Et‘/tvL(At) (18)

where V; is a positive definite learning matriz and the
learning step size €; is a small positive real number. In
such cases, the GPD adjustment is performed only when
all the training data have been processed. This procedure
is therefore referred to the epoch training mode. The de-
tailed estimation procedure for HMM parameters by the
segmental GPD algorithm can be found in [4, 8].
Alternatively, 6A; can be solved sequentially every
time a training sample X; from class @y is given, i.e.

It can be shown that the above GPD adjustment rule re-
sults in an estimate A; that converges to a solution A that
locally minimizes the empirical error rate in a probabilis-
tic sense [4, 10].

7. SUMMARY

Due to the increasing demands in remote access of per-
sonal information and transactions over public and pri-
vate networks, speaker and speech authentication based
on a user’s voice is becoming a natural way of enhancing
security because the telephone is still the most prevail-
ing means of communication in business and households
worldwide. The newly emerging usage of mobile commu-
nication devices and the internet also poses new challenges
for the authentication technology.

We have presented a unified statistical hypothesis test-
ing approach to speaker and speech verification. Other
biometric pattern verification problems, such as verifica-
tion of signature, face, palm, fingerprint, gesture, dynamic
medical registration such as ECG and EEG, and combi-
nation of these signals, can also benefit from the formula-
tions discussed in this paper.
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