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LAN Protocol Architecture
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LAN Protocols in Context
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802 Layers - Physical
• Encoding/decoding
• Preamble generation/removalea b e ge e at o / e o a
• Bit transmission/reception
• Transmission medium and topology
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IEEE 802 - Logical Link Control
• Interface to higher levels
• Flow and error control
• Based on HDLC
• Unacknowledged connectionless service (type 1)

—No flow/error control, no ack
—There is error detection and discard at MAC layer 

• Connection mode service (type 2)
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—Connection establishment, flow/error control
• Acknowledged connectionless service

—No connection establishment
—1-bit sequence number 

Medium Access Control
• On transmit: assembly of data into frame with 

address and error detection fields
• On receive: disassembly of frame

—Address recognition
—Error detection 

• Govern access to transmission medium
—Not found in traditional layer 2 data link control
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• For the same LLC, several MAC options may be 
available
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Medium Access Control
• Where

— Central
G t t l• Greater control

• Simple access logic at station
• Avoids problems of co-ordination
• Single point of failure
• Potential bottleneck

— Distributed

• How
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— Synchronous
• Specific capacity dedicated to connection

— Asynchronous
• In response to demand

Asynchronous Systems
• Round robin

— Each station given turn to transmit
G d if t ti h d t t t it t d d— Good if many stations have data to transmit over extended 
period

• Reservation
— Medium divided into slots
— Good for stream traffic

• Contention
G d f b t t ffi
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— Good for bursty traffic
— All stations contend for time
— Distributed
— Simple to implement
— Efficient under moderate load
— Tend to collapse under heavy load
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MAC Frame Handling
• MAC layer receives data from LLC layer
• Fieldse ds

—MAC control
—Destination MAC address
—Source MAC address
—LLC (PDU from LLC sub-layer)
—CRC
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• MAC layer detects errors and discards frames
• LLC optionally retransmits unsuccessful frames

MAC Frame Format
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Interconnecting LANs
• Bridges
• Hubsubs
• Layer 2 switches
• Layer 3 switches
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BRIDGES
Interconnecting LANs

BRIDGES
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Bridges
• connects similar LANs
• identical physical / link layer protocolsde t ca p ys ca / aye p otoco s
• minimal processing
• can map between MAC formats
• reasons for use

—reliability
performance—performance

—security
—geography

Functions of a Bridge
• Read all frames transmitted on one LAN and 

accept those address to any station on the other 
LAN

• Using MAC protocol for second LAN, retransmit 
each frame

• Do the same the other way round
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Bridge Operation
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Bridge Design Aspects
• No modification to content or format of frame
• No encapsulation
• Exact bitwise copy of frame
• Minimal buffering to meet peak demand
• Contains routing and address intelligence

— Must be able to tell which frames to pass
— May be more than one bridge to cross

• May connect more than two LANs
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• May connect more than two LANs
• Bridging is transparent to stations

— Appears to all stations on multiple LANs as if they are on one 
single LAN
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Bridge Protocol Architecture
• IEEE 802.1D
• MAC level 

— Station address is at this level

• Bridge does not need LLC layer
— It is relaying MAC frames

• Can pass frame over external communication system
— Capture frame
— Encapsulate it
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— Forward it across link
— Remove encapsulation and forward over LAN link
— e.g. WAN link

Connection of Two LANs
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Routing
• Complex large LANs need alternative routes

—Load balancing
—Fault tolerance

• Bridge must decide whether to forward frame
• Bridge must decide which LAN to forward frame 

to 
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Bridges and
LANs withLANs with
Alternative
Routes
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Fixed Routing
• Routing selected for each source-destination 

pair of LANs
—Done in configuration
—Usually least hop route
—Only changed when topology changes

• Widely used in commercially available products
• Manually loading the data into the routing tables
• Simple minimal processing
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• Simple, minimal processing
• But suitable only for small and stable internets

Dynamic Routing Strategies
2 approaches
• Spanning tree algorithmSpa g t ee a go t

—also called transparent bridges
—IEEE 802.1

• Source routing
—source routing bridges
—IEEE 802.5 (token ring)( g)
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Spanning Tree
• IEEE 802.1
• Bridge automatically develops routing tabledge auto at ca y de e ops out g tab e
• Automatically updates in response to changes
• Consists of 3 mechanisms:

—Frame forwarding
—Address learning
—Loop resolution
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Loop resolution

Frame forwarding
• Maintain forwarding database for each port

—List station addresses reached through each port

• For a frame arriving on port X:
—Search forwarding database to see if MAC address is 

listed for any port except X
—If address not found, forward to all ports except X
—If address listed for port Y, check port Y for blocking 

f di t t
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or forwarding state
• Blocking prevents port from receiving or transmitting

—If not blocked, transmit frame through port Y



13

Address Learning
• can preload forwarding database
• when frame arrives at port X, it has come form p ,

the LAN attached to port X
• use source address to update forwarding 

database for port X to include that address
• have a timer on each entry in database
• if timer expires, entry is removed
• each time frame arrives, source address checked 

against forwarding database
—if present timer is reset and direction recorded
—if not present entry is created and timer set

Spanning Tree Algorithm
• Address learning works for tree layout

—Trees have no closed loops

• In general graphs have loops
• For any connected graph there is a spanning 

tree maintaining connectivity with no closed 
loops

• IEEE 802.1 Spanning Tree AlgorithmIEEE 802.1 Spanning Tree Algorithm
—each bridge assigned unique identifier
—exchange info between bridges to find spanning tree
—automatically updated whenever topology changes
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Loop of Bridges
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Reading
• Chapter 15, Stallings’ book
• Chapter 6, Leon-Garcia’s book (optional)C apte 6, eo Ga c a s boo (opt o a )
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