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SCENARIO 1



SCENARIO 2



WHAT IS DHCP?

• Stands for Dynamic Host Control Protocol

• Application layer protocol

• Involves UDP communications between server and client

• JOB: assign IP addresses to clients including subnet 

mask info, default gateway IP addresses and DNS 

addresses



DHCP PACKET

Client IP Address = client puts 
current IP address (if valid); 
otherwise it is set to 0

Your IP Address = address the 
server assigns to client

Server IP Address = address the 
client should use for next step (may 
or may not be the server)

Server Address = Name of server 
replying (if given)

Options = Holds DHCP options, as 
well as parameters required for 
basic operation



DHCP MESSAGE OPTIONS



HOW IT WORKS?
(DHCP HANDSHAKE)

DHCP Server

PC

DHCP discover 

PC: Is anyone out there? I need an IP address!

DHCP Server: I’m over here! I’ll offer you this IP address: 192.168.1.10

DHCP request 

PC: Thank you! I’ll take IP address: 192.168.1.10
DHCP Server: You’re welcome! Here is your IP address, subnet mask info,

default gateway and DNS address 

Other DHCP Server

67

67 68

68

Dst: 255.255.255.255
Src: 0.0.0.0 Src: 192.168.1.1

Your IP: 192.168.1.10Dst: 192.168.1.1Src: 192.168.1.10



WIRESHARK EXAMPLE

Step 1: Run wireshark capture

Step 2: Run windows CMD on windows 10

Step 3: type in ipconfig /release

Step 4: type in ipconfig /renew

Step 5: filter DHCP



WIRESHARK: DHCP DISCOVER



WIRESHARK: DHCP OFFER



WIRESHARK: DHCP REQUEST



WIRESHARK: DHCP ACK



DHCP SERVER SPOOFING
(MITM ATTACK)

Normal communications

OFFER
ACK

OFFER
ACK



DHCP DISCOVER FLOOD
(DOS ATTACKS)

Discover



DHCP STARVATION 
(DOS ATTACKS)

Discover

Offer



MITIGATION
• DHCP SNOOPING

• Creates trusted and untrusted ports

• Creates a DHCP Snooping Database

• Messages are rate limited

• Option 82 Relay Agent
• Allows switch/router to identify itself and the client that sends 

the messages



MITIGATION

DHCP Snooping Database



EXAMPLES OF ATTACK IN NEWS

• Tbd…
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