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● DNS Recursor:   The DNS recursor is a server designed to receive queries from 
client machines through applications such as web browsers. 

● Root nameserver:  it serves as a reference to other more specific locations.

● TLD nameserver: This nameserver is the next step in the search for a specific IP 
address, and it hosts the last portion of a hostname 

● Authorative webserver:  This final nameserver can be thought of as a dictionary 
on a rack of books, in which a specific name can be translated into its definition. 







● DNS is organized in a hierarchy with distributed servers that helps keep 
things running quickly and smoothly

● Root servers are located all around the world, so the recursor server usually 
directs you to the closest root server geographically.

● Some of the returned IP addresses are stored (cached) in the recusor 
server to improve lookup time
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1) Request the desired RRset, which also returns the 
Corresponding RRSIG record
2) Request the DNSKEY records containing the public ZSKand
public KSK, which also returns the RRSIG for the DNSKEY RRset
3) Verify the RRSIG of the requested RRset with the public ZSK
4) Verify the RRSIG of the DNSKEY RRset with the public KSK
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For many organizations, DNS tunneling isn’t even a known suspect and 
therefore a significant security risk. When they think of DNS security, there 
is a tendency to overlook the security of critical data or systems being 
compromised by covert outbound DNS inside their networks. But over the 
past several years there have been a number of large-scale security 
breaches using DNS tunneling, affecting millions of accounts.

A 2016 Infoblox Security Assessment Report found that 40 
percent—nearly half—of files tested by Infoblox show evidence of DNS 
tunneling. 







WHAT IS A DNS FLOOD ATTACK

DNS flood is a type of Distributed Denial of Service (DDoS) attack in which the 
attacker targets one or more Domain Name System (DNS) servers belonging to a 
given zone, attempting to hamper resolution of resource records of that zone and its 
sub-zones.

Domain Name System (DNS) servers are the “phonebooks” of the Internet; they are 
the path through which Internet devices are able to lookup specific web servers in 
order to access Internet content.

https://www.incapsula.com/ddos/denial-of-service.html
https://www.incapsula.com/ddos/denial-of-service.html
https://www.cloudflare.com/learning/ddos/glossary/domain-name-system-dns/


HOW DOES DNS FLOOD ATTACK WORKS?
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LOIC (Low Orbit Ion Canon) -  DNS FLOOD ATTACK

XOIC - DNS FLOOD ATTACK

Wire Shark - DNS TUNNELING

Httptunnel - DNS TUNNELING





https://thehackernews.com/2014/06/dns-flood-ddos-attack-hit-video-gaming.html
https://www.fortinet.com/blog/threat-research/10-simple-ways-to-mitigate-dns-based-ddos-attacks.html
https://www.youtube.com/watch?v=jL2CHOFqNgs
https://blackarch.org/tunnel.html
https://www.incapsula.com/ddos/attack-glossary/dns-flood.html
https://www.cloudflare.com/learning/ddos/dns-flood-ddos-attack/
https://www.cloudflare.com/dns/dnssec/how-dnssec-works/
https://conference.apnic.net/data/39/dnssec-final_1425360815.pdf
https://cdn.ttgtmedia.com/rms/pdf/DNS%20Security_Ch%202.pdf
https://subscription.packtpub.com/book/networking_and_servers/9781904811787/2/ch02lvl1sec03/2-3-dns-query
https://subscription.packtpub.com/book/networking_and_servers/9781904811787/2/ch02lvl1sec03/2-3-dns-query

