
The Story of Yorkedy
The intelligent Botnet



How can I build a botnet?!



How can I buy a botnet?!

https://scanmybin.net/result/8ddf07603a4a32c12e48ebbf5e84ac10661a6e3bbfa16ca59f7b62b2ff8a7645
https://warzone.io/pricing.html
https://instantlyspreading.com/index.php#three


What’s so interesting?

• You could be compromised right now

• Different bots, unique purposes

Confidentiality

AvailabilityIntegrity

https://cybermap.kaspersky.com/


What do they look like?

• Brilliant topologies



What do they look like?

IRC, HTTP, POP3 P2P



What do they look like?
Instant Relay Chat (Port 6667)
Pros: easy to use, lots of resources

HTTP & POP3
Pros: Harder to detect

P2P
Pros: No single point of failure, publisher subscriber 
architecture

Cons: Easily detected(constant connection), single point of 
failure

Cons: Commands are not instant single point of failure (can be 
fixed)

Cons: Takes time to propagate command to each node 



How do they act?

• Active Propagation:

- Botmaster tells bots what to look for
- Ping, UDP or TCP port scans
- Vulnerability is exploited
- Botnet installation
- Register the infected 

• Passive Propagation:

- Emails, websites, storage media
- ”Drive-by Downloads”



Botnet Celebrities

Conficker: Military bases in French and UK
Stuxnet: Supervisory Control and Data Acquisition (SCADA) in Iran’s nuclear power plant
Zeus: $70 million in stolen bank reserves, drive-by downloads
Adwind - Phishing emails - infected ~450k computers
Methbot - Programmatic video advertising - 3 million per day



How do they act?

• Persistence and Evasion

- Injects into browser, registry

- Rootkits

• Looking into the future

- Smartphones

- BotClouds

https://www.virustotal.com/#/file/d7669c90b7435118748f956fe7d0cb5d63a344c2650f724c056db2ced6813cec


Fin
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