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Questions: 

 

When is the best time for and attacker to issue an attack against an implantable cardiac defibrillator (ICD)? 

A) While the ICD it is active mode 

B) While the ICD is in sleep mode 

C) While the ICD is communicating with device programmer 

D) While the ICD is taking measurements  

 

What is the name of the teleoperated medical device that was hacked in a demonstration by University of Washington? 

A) Pigeon 88 

B) Raven II 

C) Wireless Medical 9000 Overclocked 

D) Samsung Note 7  

 

Why are Medical Devices connected to a network of interest of an Attacker, even if the ultimate goal of the Attacker is 

not associated directly with a Medical Device?  

       A) The Attacker can hold an Infusion Pump ransom  

       B) The Attacker can gain experience from hacking these devices  

       C) The Attacker can use these devices as pivot points to traverse the network  

       D) None of the above 
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