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USB DROP EXPERIMENT

• Experiment in University Illinois, Urbana-Champaign 
campus

• Dropped 300 USB drives with labels

• 98% picked up

• 45% detected files opened

• 45%-98% attack success rate

• 77 users provided detailed data



THREAT

• Target
• Any computer with USB port

• Agent
• Hackers that are interested in sensitive information or 

damaging the computer

• Event
• Plug the USB into a computer



MALWARE
- Emulate Human- interface devices

- Spoof Network Card



- 984 Uranium enriching 
centrifuges destroyed, which 

constituted a 30% decreased 
in enrichment efficiency. 



Security Holes Discovered

Anti- Virus Tools
Disabling AutoPlay Feature



- Disable Auto Run Functionality

-Golden Rule: Do not Insert 
Any USB Devices That You Do 
Not Trust Into Your Computer.



USB KILL ATTACK



RUMORS





THE TRUTH

•Apple’s Macbook is ONLY immune 
to USB KILLER from USBKILL.com



HOW DOES IT WORK?

• Charges the power to capacitor

• Release circuit many time per second

• Electrostatic discharge (ESD)



ACCESSIBILITY

• Can be purchased online

• Tutorial of how to make one



USB KILL LATEST RELEASE



PROTECTION AGAINST USB KILL ATTACK

•Never plug in untrusted USB

• USB Condom



What is the event of a USB attack?

a) Pick up the USB

b) Plug in the USB

c) Drop the USB

d) None of the Above

e) All of the Above



What is ESD?

a) Electronic Security Design

b) Electrostatic Discharge

c) Electricity Supply Discharge

d) Electronic Signal Detection

e) None of the Above



WHICH OF THE FOLLOWING IS THE SOLUTION 
OF THE USB DROP ATTACK?

a) Use Anti- virus software

b) Never plug in untrusted USB

c) Discovering the security hole to fix 
it immediately.

d) None of the Above

e) All of the Above


