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How Ransomware Works?
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ﬂ"fﬁéiﬂ, BUREAU OF INVESTIGATION

All activities of this computer have been recorded
All your files are encrypted. Don't try to unlock your computer!

You have been subjected to violation of Copyright and Related Rights Law
(Video, Music, Software)} and illegally using or distributing copyrighted
contents, thus infringing Article 1, Section 8, Clause 8, also known as the
Copyright of the Criminal Code of United States of America.

Article 1, Section 8, Cause 8 of the Criminal Code provides for a fine of two to five <
hundred minimal wages or a deprivation of liberty for two to eight years EY

You have been viewing or distributing prohibited Pornographic content . D
(Child Porno photos and etc were found on your computer). Thus violating article

202 of the Criminal Code of United States of America, Article 202 of the Criminal
Code provides for a deprivation of liberty for four to twelve years.

lllegal access has been initiated from your PC without your knowledge or - 254 .43
consent, your PC may be infected by malware, thus you are violating the law Atlanta

on Neglectful Use of Personal Computer. Article 210 of the Criminal Code provides .
for a fine of up to $100,000 and/or deprivation of liberty for four to nine years.
Pursuant to the amendment to Criminal Code of United States of America of May
28, 2011, this law infringement (if it is not repeated - first time) may be considered .
as conditional in case y%u pay t%e fine of thepStates, " Moneypak Bt

To unlock your computer and avoid other legal consequences, you are Enter the MoneyPak code
obligated to pay a release fee of $300, payable through GreenDot
MoneyPak (you have to purchase MoneyPak card, load it with $300 and Please enter MoneyPak code

using pin pad below,

enter the code). You can buy the code at any shop or gas station.
MoneyPak is available at the stores nationwide. 112737415161 718 | 90 Clear
| | |

Georgia, United States

How do | pay the fine to unlock my PC?
1. Find a retail location of MoneyPak near to you:

Walmart lf] Whebgreend Your browser will be ncked wihin 3-12 hours after the
i ) ¥ account

2. Pick up the MoneyPak at prepaid selection and load it with cash at the register.
A service fee of up 10 $4.95 will apply

3. Enter your MoneyPak code and submit "UNLOCK YOUR PC NOW"




Message from webpage m |

ALL PC DATA WILL BE DETAINED AND CRIMINAL PROCEDURES
WILL BE INITIATED AGAINST YOU IF THE FINE WILL NOT BE
PAID.

BROWSER LOC

Y<html xmlns="http: //wWw.w3.0org/l999/xhtml">
» <head>. </ head>
¥ <body onkeypress="return catchControlkeys(event);">
¥ ciframe class="frame" width="@" height="0" src="usfclose.html">
¥ #document
v <html> Figure 22. First Browlock dialog box
P chead>.</head>
¥ <body style="margin:@px;padding: @px;width:100%; height : 10@%; ">
Yescript type="text/javascript">
window.onbeforeunload = function{env){
var str = 'YOUR BROWSER HAS BEEM LOCKED.wnnALL PC DATA WILL BE D
alert(str);
return str;

"o] fire you sure you want to leave this page?

3 : Message from webpage:
<fscript> AL PC DATA WILL BE DETAIMED AND CRIMINAL
</body> PROCEDURES WILL BE INITIATED AGAINST YOU IF THE FINE
</html> WILL NOT EE PAID.
<fiframe> - .
¥ ¢iframe class="frame" width="@" height="@" src="us/close.html"> | » Leave this page |
¥ #document
v chtml> < Stay on this page
» <head>.</head>
¥ <body styvle="margin:@px;padding: @px;width:100%; height:10@%; "> ngure.?lSecund Browlock diafugbﬂx

¥ <script type="text/javascript":
window.onbeforeunload = function{eny){
var str = 'YOUR BROWSER HAS BEEN LOCKED.wn\nmALL PC DATA WILL BE D
alert(str);
return str;

<fscript>
</body>
</html>
</iframe>
P ciframe class="frame" width="@" height="0" src="us/close.html">.</iframe>
P <iframe class="frame" width="0" height="0" src="usfclose.html">.</iframe>
P ciframe class="frame" width="@" height="0" src="us/close.html">.</iframe>

B riframe Flace="Frama" width="0" hadioht+="A" crr="ncifrlncae html1 "~ < /iTFrama~



RANSOMWARE?

®* Top 12 countries impacted by ransomware

\1} HOW WIDESPREAD IS THE PROBLEM OF

O

Figure 25. Top countries impacted by binary-based ransomware
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Figure 26. Detections for binary-based crypto ransomware dominate the
ransomware threat landscape for past 12 months.
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Figure 27. Top 10 countries for detections of binary file based Figure 28. Top countries for detections of binary-based locker
crypto ransomware ransomware










® D) Disable macro scripts in Microsoft Word



* C) Corrt

® D) Defaces your personal website and social media profiles




® D) Malicious computer hardware
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