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What is Cyber-cime ?

• Crimes that target 
computer networks or 
devices

• Crimes that use 
computer networks to 
advance other criminal 
activities







What is Cyber-crime as a Service 
(CaaS) ?

• Software-as-a-
service (SaaS)

• Platform-as-a-
service (PaaS)

“THE provision of 
services to others 
to facilitate their 
commission of 
cyber-crimes”



Types of  Cyber-
Crime-as-a-Service

• Online Money Laundering

• Dark Web Market

• DDoS ‘as s service’

• Exploits ‘as a service’

• Ransomware ‘as a service’
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Impact on Enterprise



What Enterprise Can do 

Data 
Gathering

Feature 
Selection

Model 
Building

Classification Detection



Ransomware ‘as s service’



Ransomware Trends



Why Criminals Love Ransomware 

$ 3,000,000 Reward



Catch me if you CAN

Principality of Sealand





Q & A

Q1. Which one of the following is/are considered to be the possible 
CaaS provider ?

A. 16-year-old pimply kid in his mom’s basement hacking between    
World of Warcraft and Call of duty.

B. Traditional organized crime group with multinational 
background hackers

C. Data centered committed to protect privacy
D. All of the above



Q & A

Q2. Which one of the following is not considered as ransomware’s               
behavior ?

A. overwrites the Master Boot Record, causing BSoD
B. Grab the IP packets and modify protocol
C. Lock up your computer and ask for payment to unlock
D. exploit vulnerable Web servers



Q & A

Q3. Why is it difficult to catch cyber criminals ?

A. The difficulties of tracking them through the internet
B. It is usually too late when people realize and report the situation
C. One internet, many laws
D. All of the above
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