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DDoS = Distributed
denial of service

- Multiple systems target a single system
to take down a service, compromising
availability

- These multiple systems are referred to

a botnet

Visualization of DDos attack on
World of Warcraft servers at Blizzard




Issues

- DDoS attacks cannot be stopped by
preventing access to a single IP
address

- Difficult to distinguish normal user
traffic from the attacking traffic

- DDoS prevents intended users from
accessing the network




Consequences

- Disable a specific computer, service, or
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Purpose

- Extortion

- Bussiness competition

- Hacktivism

- Script kiddies

- Security Feints

- Internal Testing




Consequences

- Disable a specific computer, service, or
entire network

- Hit system resources like bandwidth,
disk space, processor time, or routing
information

- Crash the operating system

- Loss of revenue, brand damage, and
angry customers




Types of Attacks

- Protocol attacks- Use up all available
connections to infrastructure

- Volumetric attacks - Consume the
bandwidth causing congestion

- Application attacks - The application
layer is targetted
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Types of attacks: Volumetric attac&& \

- Also known as floods

- Account for 65% of DDoS attacks
- Causes congestion by sending lots of
traffic which overwhelm the sites

bandwidth
- Example: ICMP floods




Types of Attacks: Application-layer

- 17% of DDoS attacks
- Over-exercises specific
functions or features of a
website with the intention to
disable those functions or
features

- Examples: HTTP flood




Types of attacks: Protocol

- Target the connection state tables
in infrastructure such as the
firewall, load-balancers and web
application servers

- Account for 20% of reported

DDoS attacks in 2014
- Example: Ping of death —
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What does a Botnet di

= A botnet can perform tasks such as:

similar mOCh\ﬂegr:g’mg m’f"“;‘ = Scanning for new targets
» A HGTWO\;K,‘O repe’(i’ﬂ\'e tasks : ‘Q = Exfiltrating data
i Comp L AN = Distributing malicious software (Malware such «
oblec’tNeS - web servers oile ‘4_1 viruses, worms, and keyloggers)
=»DeVviCes n \\l,Jvof putel g S = Stealing personal information or intellectual prc
erspncn\ r o modem g = Aftacking other targets (DDoS attacks)




What is a Botnet?

= A network of similar machines trying

to complete repetitive tasks and *® A bot

objectives =Scan

- . f

= Devices include: web servers, Exfilfrc
personal or work computer, mobile = Dist

devices, or cable modems V,-,,Usr;t;t

SfeO”r]c



What does a Botnet do?

®» A bothet can perform tasks such as:
®» Scanning for new targets
» Exfilfrating data

= Disfributing malicious software (Malware such as
viruses, worms, and keyloggers)

» Stealing personal information or intellectual property
» Aftfacking other targets (DDoS attacks)



How does a Bothet Work?

THE STRUCTURE ~ BTMASTER

OF A BOTNET »Nhe Slaves

» Mostly victim machines that
are infected with malware

C&C-SERVERS
(COMMAND & CONTROL)

= slave machines could be from
individuals or organizations

@/\\
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-
SOURCE: BLOGG.TKJ.SE
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How does a Bothet Worke

THE STRUCTURE ~ ®"2E™
OF ABOTNET =

»The Masters

» Work through Command and Control
servers (C2s) and serve as the brains
of the operation

{/1' / \\ » C2s issue instructions of the slave
[

O

INFECTED COMPUTE

. (ZOMBIES) H machines to perform tasks such as a
.__Q DDoS attack

C&C-SERVERS
(COMMAND & CONTROL)

f\\ b\
H/ » Structure: single, multiple, or

’ Hf ' ! hierarchical C2s controlling the
» - = “‘ botnet

SOURCE: BLOGE.TKJ.SE

who are the Slave




Who are the Slaves@e

®» The botnet zombie army is mostly consisted of infected computers

= The top five countries with the highest absolute unique IP victims
communicating with C2s are

®» China - 532,000 unigue-victim IP addresses
» United States — 528,000 unique-victim IP addresses

» Norway - 213,000 unigue-victim IP addresses

» Spain —129,000 unique-victim IP addresses

» Ukraine — 124,000 unique-victim IP addresses




ATTACK ORIGINS @
# = Country
China
United States
Netherlands
* Australia
Russia
South Korea
France

Timestamp
Organization
Chinanet Guangx P
2016-02-18 22:09:09.10  H1lk
2016-02-18 22:09:09.12  Network For H1
2016-02-18 22:09:09.14  Nebwork Fer H1

2016-02-18 22090947  Chinanet Guangdong

Mostow, Russia
Moscow, Russia
Moscow, Russia

Dongguan, China

188.64.171.37
TERELTTILAL
188.64.171.49

W I1.968

Moscow, Russia
Moscow, Russia
Moscow, Russia

Lymmwood, United States

Big Is a Botnete
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TTACK TARGETS O
# m  Country
Australia
= United States
™ Russia
= United Arab Emirates
France
Mil/Gov

3 ¥ Philippines
3 ™ _Hong Kong

AL ATTACKTYPES©
#

Service Port
microsoft-ds s
unknown 53413
unknown 50864
telnet B
netbios-dgm 138
unknown 50856
5900

mysql 3306

Pawered by & NORSE

The average
number of
infected hosts
per C2is 1700

w Big is o Bofnet2




How Big Is a Botnete

Yearly Botnet Status |

1600
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1450
1400
1350
1300
1250
1200
1150
1100

C&C

B botnets

-

-

Mar

May Jun Jul Ay Sep Oct Moy Dec Jan
Month

The number of
monitored C2
Servers 1s
between 1200
and 1450

There are
millions of
infected hosts
worldwide!




Botnet as a Business

®» |ucrative business with simple setup.

» Operational costs to create, maintain and move a
botnet are low

» Blocked bofthetfs can come back online offen within
hours of being shut down.

®» Botnet as a for-hire business:

» JSD$190/month for access to 1000 unique servers




Mitigating Risk of Bothets

» Track data and communication statistics of a C2 and ifs
botnet

» Drive down the length of time C2s survive on the internet

»[he current average age of a C2is 38 days

» Use multi-layered defense with network controls, robust
scrubbing capacity, and threat intelligence




Botnet-for-Hire

$23.99

1 month
1 Month Gold
Time per boot 2400 sec
Concurrents 1
Total network 220Gbps
Tools Inc uded
Support 2477

=
Obitcoin

$34.99

1 month
1 Month Diamond
Time per boot 3600 sec
Concurrents
Total network 220Gbps
Tools Inc luded
Support 247

T
Obitcoin

$44.99

10 years

Lifetime Bronze

Time per boot 600 sec
Concurrents 2
Total network 220Gbps
Tools Inciuced
Support 2417

T—=
Obitcoin

Figure 8: Example of botnet-for-hire advertised prices and capacities
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Q2 2015 DDoS analysis

 DDoS: Distributed Denial of Service

* Lost business opportunities, loss of consumer trust,
data theft, intellectual property loss, significant
financial losses (540,000 per hour), etc

Network Layer Attacks Application Layer attacks

Target network and transport layers (3 and 4) Target layer 7

Assaults that use much of the available Overbear server’s processing resource with a
bandwidth resources high number of requests

Gbps (gigabits per second) RPS (requests per second)



Network Layer Attacks



Attack Duration

Network layer DDoS Attack

(by duration)
70%
58.1%
60%
50%
40%
o \ &7%
\ 9.9%
20% S 6.4% 3.5%
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Figure 2: Distribution of network layer DDoS attacks, by duration



Single and Multi-Vector DDoS Attacks
[by duration]

Short attacks (under 3 hours)

Single Vector Attack Multi Vector Attack

Long Attacks (over 5 days)

Single Vector Attack Multi Vector Attack

Figure 3: Distnbution of single and multi-vector DDoS attacks, by duration




Attack Vectors

Network Layer DDoS Attack Vectors
(by commonness]

Large SYN - 22.0%
Tce B 21.2%
DNS 12.3%
ICMP 10.4%
N 9.5%

DNS Amp. . 7.9%

Figure 4: Distribution of DDoS attack

vectors, by commonness

Network Layer DDoS Attack Vectors
(by peak attack volume)

UDP

SYN
Large SYN
TCP

DNS
ICMP
NTP

DNS Amp.

61.1 Gbps
28.2 Gbps
73.9 Gbps
17.6 Gbps
33.5 Gbps
6.0 Gbps

39.7 Gbps

18.8 Gbps

Figure 5: Distribution of DDoS attack

vectors, by peak attack volume



Multi-Vector Attacks

Single-Vector vs. Multi-Vector Attacks

(compared to 2014]
2014
Single Vector Attack Multi Vector Attack
2015
Single Vector Attack Multi Vector Attack

Figure 6: Distribution of single-vector vs. multi-vector attacks, compared to 2014



Application Layer Attacks



Attack Duration and Frequency

Distribution of Application Layer DDoS Attacks

(by duration)
40%
33.6%
30%
22
186% < o
20%
11.5%
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4.1%
I e l e 1.2% 0.6% 0.3%
& o T e e i e
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Figure 10: Distribution of application layer DDoS attacks, by duration



Distribution of Application Layer Attacks
(by frequency of assault against a target]

Single Attack
53.09%

o 2-5 Attacks
29.49%

B 6-10 Attacks
7.30%

B Morethan 10
10.11%

Figure 11: Distribution of application layer attacks, by frequency of assault against a target



Botnet Activity and Geolocation

Distribution of Application Layer Attacks
(by request count]

china N 14.9%
Vietnam 13.8%
United States E 9.7%
Brazil 9.5%
Thailand ~ me— 8.1%
Taiwan - 3.5%
Ukraine 3.5%
Russia — 3.4%
Romania . . 3.3%
Serbia _ 3.0%

Figure 12: Distribution of application layer attacks, by request count



Application Layer Attack Requests

(by DDoS malware type)
mrBlack [ 25+
Nito! [ 18.4%
PCRat = 17.7%
Cyclone - 12.1%
DirtJumper . 5.1%
Other | 203%

Figure 13: Distribution of application layer

attack requests, by DDoS malware type

Application Layer Attacking IPs

(by DDoS malware type)
MrBlack [ 5.0%
Nito! [ 57-2%
PCRat | 3%
Cyclone |0 10.7%
DirtJumper I 1.6%
Other = 20.6%

Figure 14: Distribution of application layer

attacking IPs, by DDoS malware type
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