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Myths VS Truths



What i1s it?

The cloud has something to do
with the weather.
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Truth

"Cloud computing” is the practice
of storing, accessing, and sharing
data across the internet.




Where 1s 1t?

The cloud is a place

Truth

Cloud providers have servers
and data centers located all
around the world.




Do we need 1t?

Our organization doesn't
need the cloud.

Truth

Cloud computing can help
your organization become more
efficient and flexible and help
you reduce [T-related expenses.




Is it safe?

The cloud isn't safe.

With encryption, authentication,
and other precautions, security
threats can be reduced to about the
same level as with in-house storage.




Famous Security Breach
Incidents
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Google Drive


http://blogs.intralinks.com/collaborista/2014/07/google-drive-found-leaking-private-data-warning-shared-links/
http://blogs.intralinks.com/collaborista/author/gcluley/



http://www.cnet.com/news/hackers-hold-7-million-dropbox-passwords-ransom/
http://www.cnet.com/profiles/claire.reilly/



http://www.buzzfeed.com/rachelzarrell/jennifer-lawrence-ariana-grande-picture-leak
http://www.buzzfeed.com/rachelzarrell
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TOP CHALLENGES HOLDING BACK CLOUD PROJECTS

Concern about the security of data

73%

Concern about regulatory compliance

38%

Loss of control over IT services

38%

Knowledge and experience of both
IT and business managers

34%

Concern over compromised
accounts or insider threats

30%

Concern over business continuity
or disaster recovery

28%

Source: Cloud Security Alliance “Cloud Adoption Practices & Priorities Survey Report”®




Towards the Cloud: Transitions

Security: Loss of Control and Visibility

Physical Public Cloud
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Virtual Security: Better than Physical

Physical Security

Expensive

- Specialized hardware
appliances

« Multiple point solutions

Complex

- Spaghetti of different rules
and policies

Rigid

« Policy directly tied to
implementation

« Not virtualization or change
aware

Virtual Security

Cost Effective

- Virtual appliances with broad
functionality

- Single framework for
comprehensive protection

Simple

« No sprawl in rules, VLANS,
agents

« Relevant visibility for VI admins,
network and security teams

- Simplified compliance

Adaptive

- Virtualization and change aware

- Program once, execute
everywhere

- Rapid remediation




Solution 7



Recommended Security
Architecture

PLANNING TRANSITION DEPLOYMENT ALL-IN

Strategize and Architect Secure Applications and Data
Test Your Cloud Security

Assess Your Deployment

Meet Compliance
Respond to a Breach
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Q& A

Q1. What are the two most important concerns
of an enterprise when moving from traditional IT
infrastructure to the Public Cloud?

* Loss of Control and visibility



Q& A

« Q2.What are the key elements of Cloud Security
policy?

* [nfrastructure,Information,ldentity and End-User
Devices.




Q& A

* Q3.How is Virtual Security better than physical
Security ?

e |t's cost effective, simple and adaptive.



