
THE EVOLUTION OF  
RANSOMWARE

EECS 3482

By Osama Masood, Xavon 
Charles and Sibu Varghese 
Jacob



What is Ransomware??

Who creates Ransomware??

What does it do?

Why are they created?



THE FIRST RANSOMWARE
• Discovered in 1989 and made by biologist 

Joseph Popp 

• PC Cyborg virus AKA AIDS 
• Transmitted by snail mail using 51/4 diskettes 

• The disks were labelled as “AIDS Information - 
Introductory Diskettes”

https://www.virusbulletin.com/uploads/pdf/magazine/1990/199001.pdf 

https://www.knowbe4.com/aids-trojan

https://www.virusbulletin.com/uploads/pdf/magazine/1990/199001.pdf
https://www.knowbe4.com/aids-trojan


ORIGINAL PACKAGING



• AIDS.EXE claims it requires INSTALL.EXE to run 

• INSTALL.EXE performs at least four different 
functions: 

• Installation 

• Counting 

• Triggering 

• Faking 

HOW IT WORKED?



• Lock user’s computer and demands 
payment to unlock 

• They usually ask for online payment 

• This type of Ransomware uses Social 
engineering 

• Usually uses scare tactics to trick the user

WINLOCKER RANSOMWARE

http://www.infosecurityeurope.com/__novadocuments/89024?v=635703301368700000 
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/the-evolution-of-ransomware.pdf

http://www.infosecurityeurope.com/__novadocuments/89024?v=635703301368700000
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/the-evolution-of-ransomware.pdf


AN EXAMPLE OF WINLOCKER – USING THE I AM THE 
FBI SCARE TACTIC



SIMPLocker – first mobile ransomware

• A type of crypto ransomware 

• Commonly disguised as a popular app, e.g a 
game or a photo editor 

• Contacts the hacker after installation and 
encrypts the user data on the memory card 

• Demands ransom for decryption key





• Most commonly used ransomware 

• Evolve as more advanced encryption 
algorithms are created 

• Encrypts files on the victims device and 
then demands a fee for the decryption key

CRYPTO RANSOMWARE





MAC OS RANSOMWARES?

• MAC OS Impenetrable? 

• Nicknamed “KeRanger” 

• Hidden in “Transmission”, a bit torrent client 

• Dormant until activated after 3 days 



MAC OS RANSOMWARES?

• The malware encrypts certain types of documents 
and data files in the system 

• Demands 1 bitcoin after encryption is completed 

• Encrypts Time machine backup data 

• Polymorphing type of malware 



MAC OS RANSOMWARES?

Source: http://researchcenter.paloaltonetworks.com/2016/03/new-os-x-ransomware-keranger-infected-transmission-bittorrent-client-installer/



HOW TO PROTECT OURSELVES?

TO PAY OR NOT TO PAY?

WHAT SHOULD WE DO? 



HOW TO PROTECT OURSELVES?

TO PAY OR NOT TO PAY?

• Update antivirus 

• Download from trusted 
sources

• Offline Backups 

• Update System OS

• Generally discouraged • Depends on data and 
resources

WHAT SHOULD WE DO? 
• Raise awareness and 

report incidents • Educate people



QUESTIONS?


