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Learning Objectives

By the end of this presentation, you should be able to:

e Understand what RBA is and why it was introduced
e Know how RBA works
e Understand the balance between Fraud-mitigation and User convenience




Why was RBA introduced?

50 million Evernote The Financial Times’ The Guardian reports on
users forced to change Twitter account intelligence leaked by
passwords? attacked* Edward Snowden®

CNN's, The Washington Post’s §f 5 million Gmail usernames,
and The New York Times’ passwords hacked and posted
Twitter accounts hijacked® to Russian Bitcoin forum’

Hackers breach security of
HealthCare.gov®

EBay asks 145 million users Hackers steal more than Russian crime ring amasses
to change passwords after %1 million from 1,600 over a billion stolen Internet
cyber attack® StubHub users*® credentials™
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What is RBA? I

An Authentication system that takes into account the ‘
profile of the agent requesting access to the system to
determine the risk
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Recall:

e C.LLA. Triangle - 3 key characteristics of information
that must be protected by information security:

¢ confidentiality - only authorized parties can view private
information

¢ integrity - information is changed only in a specified and
authorized manner

¢ availability - information is accessible to authorized users
whenever needed




But why are our passwords susceptible to hacking?
Weak Passwords: (bad Policy)

A password policy is a set of rules designed to enhance computer security by
encouraging users to employ strong passwords and use them properly.

~|E= Change Password
Apply | Clear |

* 0ld password ~ | Password Policy

Password must not match or contain first name.
FPassword must not match or contain last name,

FPas=zword must contain at least 2 alphabetic character(s).
Fassword must be at least 6 character(s) long.

Password must contain at least 1 lowercase letter(s).
Fassword must contain at least 1 numeric character(s).
Fassword must contain at least 1 uppercase letter(s).
Password must start with an alphabetic character.
Faszword must not match or contain user ID.

Mew password

Confirm new password



But why are our passwords susceptible to hacking? (cont'd)

Look familiar?

] These are the top 10 most commonly
Weak Passwords: (bad PO|ICY) used passwords of 2013:

o

123456
. password

By using a dictionary attack of the most used
. 12345678

passwords, the hacker can easily break the
password hash.

. qwerty
.abcl23

. 123456789
i b ik 5 G i

1234567

2
3
4
5
6
4
8.
9

. iloveyou

10. adobel?23

Soure : Sphsh at, 2014




But why are our passwords susceptible to hacking? (cont'd)

Password Hash File
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Factors for Profile Compilation

$10.0.1.195

IP information

Device profile




Authentication Methods
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Something you know Something you have Something you are




Authentication Methods
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Where you are | Who you know

What you’re doing




RBA at a Glance

Rz S
information!
x4l
©
Step up @ Allow access with
authentication < W fine-grained audit
Trust elevation *'t..
— Transaction ‘P ; Other obligation

verification




Risk Engine: Determining Risk
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Where is the user? Which system or What is the user Is the user’s behavior
device is being used? trying to do? consistent?




Risk Engine: Risk Assessment

) - Fully
>80% it Authenticated

I

Pass

Fraud 15%-18% : . Further
Evaluation -2 =Py Medium Risk ——»  Authentication
Required

Fail

!

Failed
Authentication

<2%
—




RBA Use Case: Scenario 1

Scenario 1 Risk-based authentication analyzes:
Lser ID Password Davice Fingarprint  Location Gao-velocity IP Address Login History
Traditional Pattern
Legitimate employee attempis Walid Valid Corporate- Location of Mo distance Valid DBuring normal .
to log into access corporate Issued COmpany, travedad, working hours
dota o affice: i Tonont COMPLIES, from whise accepled
auii;:r:wnlrﬁ:;:m:g: i normally user norally  geo-vedocity PASS
5-005.m. EST utilized by WOrks range
: o USEr

[ ) . Fully

Username & Password —» lowRisk —» )
< = +80% Authenticated

Pass

Behavioral Profiling
- - ' Fraud 15%-18% _ [RE : i
(. T Evaluation " Medium Risk ——  Authentication
§ : Reguired
N q
e Fail
i 3 % g s <2% Failed
! Step-up” Authentication =

@ - PP - Authentication



RBA Use Case: Scenario 2

Scenario 2 Risk-based authentication analyzes:

User 1D Password  Dewice Fingerprint  Location Gao-velocity
Traditional Pattern

Legitimate employee attempts Valid Valid Recognized Med narmal Distance

to lag into corporate email in device lecation, but raveled
Mew York on a smartphone at associated near ensugh appropriate
2:30 p.m. EST with user  geographically  for user's last

login teme

‘ @ Username & Password
Behavioral Profiling
p ; - Fraud
. Evaluation

(3)

“Step-up” Authentication

IP Address

v

Loghn History

Valkid Durirg
abrormal
working hours PASS
—» lowRisk ——» Fully
>80% Authenticated
Pass
1e9%-15% TN : Further
—="~"» Medium Risk —— Authentication
Reguired
Fail
<% Failed
Authentication




RBA Use Case: Scenario 3

Scenario 3 Risk-based authentication analyzes:

User ID Password  Dewvica Fingerpeint  Location Geo-velocity  IP Address  Login Histary
Traditional Pattern

Attacker attemptstologinto Valid Valid Unkngwn Abnormal Distance valid During very
access corporate datafrom the device, no Location and travel abnormal
Philippines using a computer at assockation not near o Inappropriate working hours FA I L
2:30 a.m. EST 10 user standard for user's last
location lagin time:
‘r Username & Password ‘ i Fully
—> lowRisk ——» x
& = +80% Authenticated
Pass
Behavioral Profiling ‘
Fraud 15%-18% _ [RESE— : S
; =" "7y Medium Risk ——»  Authentication
Evaluation Required
Fail
v _ y 2% i
; @ “Step-up” Authentication E o thzar:[:iaga o




By determining risk, the system
minimizes the false positive and false
negative transactions



“Step-up” Authentication

Chip
Authentication
Program (CAP)

One Time
passwords (OTP)

Step-up
Authentication




One Time Passwords (OTP)

Valid only
Random for one
transaction

OTP

one time password =~ &




OTP Example



l $ Google Accounts x |+ a2

St @' .\6 | @ https://accounts.google.com/signin/selectchallenge?continue=https%3A%2F %2Fmail.g oogle.com%2Fmail %2F &service=mail &ss= 1 Bisce= 1 rm=falseficheckee 7 €' Q Search

Google

Verify it's you

To sign in to your Google Account, choose a task from the
list below.

Get a text message with a verification 5
code at (+es) seaeedf

w Get a phone call with a verification

code at (+=e) =ee-esds b

0 Ask Google for help getting back into 3
your account

ittbyan@gmail.com
Use a different account

Google  Privacy  Terms E| English {United States) w




Google

Verify it's you

There's something unusual about how you're signing in. To
show that it's really you, complete the task below.

Enter a verification code

A text message with a verification code
was just sent {o (see) ses-sedl

G- 356893

eseee WIND Home = 10:10 PM @ 45% W

{ Back +1(716) 274-0398 Details

Text Message
Today 10:10 PM

G-356893 is your
Google verification code.




< Recently used devices

. Motice anything suspicious? Secure your account

] windows Toronto, ON, Canada CURRENT DEVICE
; Windows Maldova - 2 minutes ago  NEW

H CRAZYY Canada - 3 hours ago

E AR iPad Canada - 3 hours ago
; Windows Toronto, OM, Canada - 4 hours ago  NEW

] windows Toronto, ON, Canada - 11 March, 1419 NEW



< Recently used devices

Windows
Current device

@ This is a new device. If you don't recognise it, someone may have your password. We recommend
that you secure your account now.

Browser 'r Firefox 38.0

1 minute ago
Last location used Moldova - 1 minute ago
Maotifications & alerts ¥ New device signed in

Moldova - 2 minutes ago

.D. Windows Toronto, ON, Canada - 11 minutes ago

E CRAZYY Canada - Yesterday, 22:59



Chip Authentication Program

Unique
Device

4




How CAP Works

CAP reader ; PC

2 receive cards PIN |
: 3. display challenge

4. receive challenge e il
5 display response e
6. receive response
7. sangd
response
| 1. insert card .
0 cardholder
: 8. verify T
K ; response || K
: I:r._.'J

smartcard : bank




Q&A

Q1: How does RBA balance strong security and user-convenience?

A: By Determining risk and only requiring a small number of transactors (that
are deemed risky) to further authenticate themselves.

Q2: How does RBA determine risk?

A: Through a risk engine that evaluates a risk score based on the user’s
behaviour in comparison to the account profile to determine if any
abnormalities are present.

Q 3: What is an OTP?

A : A one-time password (OTP) is a random password that is valid for only one
login session or transaction.
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Questions?



