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What happened?

● Data breach of 38 million users

● Hackers raided a backup server

● Shoddy security protocols



What was stolen?

● 3.8 GB files
○ Customers’ credit card numbers
○ 152 million usernames
○ Poorly-encrypted passwords

● Other files with sources codes for
○ Adobe Photoshop, Acrobat, Reader, and Cold 

Fusion
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The Security Breach



Main Issues

• Hints: Password hints were not encrypted.

• Reversible: Possible to recover the passwords.

• Same key: Allows the hacker to recover all the 
passwords.
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Triple DES (3DES) Algorithm



Types of Attack

Ciphertext-only attack

Known-plaintext attack



Electronic Code Book (ECB)

• The message is divided into blocks, and each 
block is encrypted separately.

• Identical plaintext blocks are encrypted to 
identical ciphertext blocks.
• ECB does not provide enough confidentiality.



Electronic Code Book (ECB)
Plain text

Cipher text

Block cipher Block cipher Block cipher

Key Key Key



Electronic Code Book (ECB)



A Possible Solution



What is hashing?

•Hashing is the transformation 
of a string into a usually 
unique fixed-length value or 
key using a hash function.



What makes hashing suitable for protecting 
password?

•Hash function is one way: No algorithm to go back to 
password string from the hash string

•Each hash always hash to the same thing: Password can be 
compared since only one function is used to do hashing

•Different hash string for very similar password: Great for 
protecting



Example

hash("hello") = 2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5c1f

hash("hbllo") = 58756879c05c68dfac9866712fad6a93f8146f337a6

hash(“hellz") = 81794384491161f1777c232bc6bd9ec38f616560b12



Hashing with Salt

• What is salt: A salt is simply 
added to make a common 
password uncommon

• Increases security level: We can 
randomize the password by adding 
arbitrary string (salt) to the 
password.



How salt works

We stored the 
hashed string and 
the salt together in 
the user account 
database



Notice when using salt

• Salt reuse: Common mistake is to use the same salt in 
each hash.

• Short salt: Attackers can look up table for every 
possible salt.



Questions

What types of attack are present?

Why is the use of short salts not recommended?

Which C.I.A. principle(s) does Electronic Code Block (ECB) break?

 



Questions
What types of attack are present?
A mix of ciphertext only and known plaintext.

Why is the use of short salts not recommended?
Once the set of possible salts is small, the attacker might try all the possibilities 
within considerable short amount of time.

Which C.I.A. principle(s) does Electronic Code Block (ECB) break?
Confidentiality.
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