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Introduction
● Also known as 

--Dyreza,  Dyzap, and  Dyranges
● Discovered

--In early June 2014, by the Dell SecureWorks Counter Threat Unit(TM) (CTU) research team
● Banking Trojan

-- Used to take money and login credentials from the victims' bank accounts
● RAT

--Remote Access Trojan 
● Target

-- Account holders of Bank of America, Citibank, NatWest, RBS and Ulsterbank
● Dyre attack steals more than 1 million



Distribution
● Through spam emails

--which contain Upatre downloader 
● Executable in a ZIP attachment or as a malicious URL. 
● User interaction is required to compromise the targeted system. 
● Use different lures 

● Injecting code into the victim’s browser 



How it works
STEP 1: THE SPEAR PHISHING

A victim  receives an email that explains the attached invoice is for  their 
review.

←upatre downloader (executable)

STEP 2: THE FIRST STAGE MALWARE IS EXECUTED
Upatre’s sole purpose is to download Dyre



STEP 3: THE SECOND STAGE MALWARE IS 
EXECUTED
Once Dyre is loaded, Upatre removes itself

DYRE STAGE 1: ESTABLISHING PERSISTANCE

creating a service named “Google Update Service”,

injects malicious code into SVCHOST.EXE process



DYRE STAGE 2: ESTABLISHING A DARKNET

DYRE STAGE 3 : WEB BROWSER HOOKING 

it hooks to the victim’s common browsers (Internet Explorer, Chrome & Firefox) in order to intercept 
credentials the user may enter when visiting any of the targeted bank sites.



DYRE STAGE 4 – EMAIL SPREADING

If Dyre detects that the OUTLOOK email client is installed, it will attempt to send email messages to 
various recipients with the DYRE payload attached as a zip file. 

STEP 5: THE WIRE TRANSFER

The attacker logs into the account and transfers money to various offshore accounts. 
There have been several reports of compromise resulting in losses of $500,000 to over $1,000,000 
USD.

STEP 6: THE DDOS attack
prevent victims from logging back into bank site.



How to Defense?
1.Strong security software.
2.Security-conscious Internet service provider 
(ISP).
3.Updating Windows on time .
4.Keeping your browser updating.
5.Be careful about the website you are going 
to.



Conclusion
● One of the most prominent banking trojans
● More powerful and robust. 
● Advanced capabilities 

-- web fakes
-- dynamic web injects
-- a modular design
-- multiple methods for maintaining command and control. 

● Determination of threat actors targeting the financial vertical.
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