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INTRODUCTION
• Team of engineers discovered vulnerabilities 

were discovered in major operating systems.



MasterMinds 
Behind This Research

• Qi Alfred Chen, University of Michigan;
Zhiyun Qian, NEC Laboratories America;
Z. Morley Mao, University of Michigan.

• Researchers were able to hack 6 out of 7 popular 
apps with a whooping 92% success rate. 



GUI Security Concerns

 GUI content confidentiality and integrity 
are critical for end-to-end security.

URL Spoofing has been a popular example 
for Integrity comprise.

 Android Malwares which can take screen 
shots of your android phone compromising 
confidentiality.





Define UI State

User Interface State (UI State) can be defined as the 
most consistent UI at window level for certain piece 

of functionality.



SOME EXAMPLES



Use UI State, but NOT the Pixels!

• Attacker can see the UI state, but not read the 
data from the pixels.





Attack the UI State the App Is In 





Camera Peeking





Such kind of Attack which use 
the UI State to attack is called

UI State Inference Attack.



But..

How does it WORK?



Chen’s team detected that-

• An unprivileged app can detect another app’s UI 
state in real time.

• Newly Discovered Shared-Memory Side Channel.

• Hence the Inference Attack which follows requires 
no Android permission.

• Everyone is Guilty:



Tracing the inference



That’s the 
Problem

For better Performance, most of the OSs uses 
Shared-Memory as IPC



Broader Security Problems
• These vulnerabilities can lead to identity theft.



QUESTIONS
• How is UI state interference attack performed?
- It is performed by creating your own UI state and then 

infer it in real time from an unprivileged app.

• What can the hackers get from exploiting this 
vulnerability?

- steal users' login details and the social security numbers, 
address, name, credit card number

• Which was the only app that the researchers had 
a hard time hacking into?

- Amazon with 48% success rate.



Watch these Cool Videos!

• Camera Peeking on Chase App:
https://www.youtube.com/watch?v=QZZwiT-
Df1U

• Activity Hijacking Attack on H&R Block App:
https://www.youtube.com/watch?v=Bbw9AqUV
Rbc

https://www.youtube.com/watch?v=QZZwiT-Df1U
https://www.youtube.com/watch?v=Bbw9AqUVRbc
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